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The First Cyber Security
Testing Platform

On premise

The first Cloud Cyber Security
Platform which:

« Identifies
 Analyzes

« Solves
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The platform allows to Identify Cyber Security
vulnerabilities and critical issues discovered on business
assets like:

» Websites
» Web Applications
« Mobile Apps

« Networks

All-in-One SaaS & Pay
for Use

1. Web Application Vulnerability Scan
2. Network Vulnerability Scan
3. Code Review

4. GDPR Assessment
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Vulnerability Assessment

The Web App Scan is the automated service that
scans for Web Vulnerabilities, this service identifies
security vulnerabilities and criticalities of websites and
web applications. A Vulnerability analysis is necessary
to quantify risk levels and to provide the corrective
actions needed for the remediation activity.
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Web Application Scan

Identifies the vulnerabilities of websites and web
applications including SQL Injection, Cross-Site
Scripting and more.

Owasp

Assures Compliance to OWASP model and current
regulations. Provides a risk level analysis together with
indications to solve vulnerabilities.

Security Testing

Security Scan for Web applications to identify
vulnerabilities.

Reporting

Automatic generation of PDF and CSV reports.




Network Scan

Network Scan is the automated Network
Vulnerability Scan service. This tool scans the
infrastructure and the devices on it to identify security
vulnerabilities and criticalities. The Vulnerability
analysis is necessary to quantify risk levels and to
provide the corrective actions needed for the
remediation activity.
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Network Scan

It runs the Vulnerability Scan for network and device

vulnerabilities and helps to fix them.

Security Testing

Security Scan of IT infrastructures.

Compliance

Compliance test with GDPR. Moreover, provides a risk
level analysis together with indications to solve
vulnerabilities.

Reporting

Automatic generation of PDF and CSV reports.




Code Review

Code Review is the automated tool for the static
analysis of the source code. The Source Code analysis
is a process that — trough the source code analysis of
applications — verifies the presence and effectiveness
of minimum security standards. Code verification is
useful to be sure that the target application has been
developed in order to “auto-defend” itself in its own
environment.
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Security Code Review

It provides a detailed analysis of the source code in
order to identify security vulnerabilities and criticalities.

Static Code Analysis

The Static Analysis Source Code Tool that supports
more than 16 languages.

Compliance
Compliance test with GDPR. Moreover, provides a risk

level analysis together with indications to solve
vulnerabilities.

Reporting

Automatic generation of PDF and CSV reports.




GDPR Assessment

GDPR Assessment is the Online Tool that allows
companies to verify and measure their GDPR (General
Data Protection Regulation - EU 2016/679)
Compliance level. Swascan's GDPR assessment tool
provides guidelines and suggest corrective actions to
implement in terms of Organization, Policy, Staff,
Technology and Control Systems.

Level of
GDPR
Compliance

GDPR Self Assessment

It runs a Privacy Assessment in terms of Organization,
Technology and Policy/Procedure

GDPR Gap Analysis

It highlights system weaknesses in terms of privacy and
defines the intervention priorities in order to be
compliant.

Compliance

It defines the compliance level providing a Privacy
Compliance Indicator.

Reporting

Automatic generation of a PDF report.




On Premise

Set Up of the Swascan Platform on a local server or
private infrastructure.

Cyber Security Testing

Carry out the Security Testing of the Corporate IT
Assets in terms of applications, software and devices.

Technologic Risk Assessment

It ensures the Technologic Risk Assessment (Art. 32
GDPR) and the Security Governance Management.

Compliance

Compliance with current laws. It provides an analysis of
the risk level together with the corrective mesures to
implement in order to fix the vulnerabilities.

On Premise

Swascan On premise is the CyberSecurity Testing
Platform which allows to identify, analyze and solve
all the vulnerabilities related to Corporate IT Assets in
terms of websites, web applications, network and
source code. It is an All-in-One platform that includes
Web Application Vulnerability Assessment, Network
Vulnerability Scan and Source Code Analysis services.

‘ wascan
1 — = D




Vulnerability

Assessment

Security testing and security
scan of web applications to
identify vulnerabilities

Analysis of third parties
applications to discover
vulnerabilities that could generate
loss of data or undesired access to
these database

Compliance to OWASP model
and to current laws

Reporting
Automatic generation of PDF and
CSV reports.

Network @
Scan

This tool scans networks and
devices, identifies vulnerabilities
and helps fixing them

Network Security testing scan

It constantly verifies the
compliance to current laws

It monitors internal procedures
and company's policies

Swascan Features

Code
Review &

Code review provides an
accurate analysis of the source
code in order to identify
vulnerabilities

It tests the source code for
vulnerabilities

Identification of inefficiency and
deficiencies

Identification of critical areas

GDPR
Assessment 8

GDPR Self Assessment
It runs the analysis and provides
the level of GDPR Compliance

GDPR Gap Analysis
Identifies criticalities and
intervention priorities

Action plan
Defines repositioning activities

Reporting
Automatic generation of PDF and
CSV reports.



Why would you
need us?

ICT Security:

Manage and monitor activities to guarantee
systems and IT infrastructures

Compliance: security

Be in line with current security, personal
data and privacy laws

Security Management
Legeslative Compliance

Risk Management:

System analysis in order to define the Information Securlty:

best security strategy

ISMS system development in accordance with ISO 27001
International certification
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GDPR 2016/679

Swascan: the only solution that ensures the
Technological Risk Assessment.

Art 32, subsection 1T GDPR: the controller and the processor shall implement
appropriate technical and organisational measures to ensure a level of
security appropriate to the risk, including inter alia as appropriate:

(d) a process for regularly testing, assessing and evaluating the
effectiveness of technical and organisational measures for ensuring the
security of the processing.

The Vulnerability Assessment and Network Scan
services provided by Swascan allow for automatic
technological risk analysis.
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Why Swascan?

The only Italian
Platform of this
kind

Tailor made

Pricing
service

advantage

Swascan

SaaS Ready to use

Pay for use

Swascan market positioning
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Swascan

CONTINUOUS SECURITY
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Pricing
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Team Strenght

Raoul Chiesa: Major expert, known worldwide for his knowledge in
cybersecurity, hacking and cyber-crime. He is a member of several European
and International governmental and non-governmental organizations.

Business Competence: Software&Consultant company known
worldwide for its achievements and awards such as New York Webby Award,
Internet Oscar, GMIC Silicon valley finalist,...

Key Capital: Venture incubator

Noovle: s an ICT and Cloud strategic consulting company and Google
first partner in Italy

Strenghts

Pricing: A 40% advantage compared to competitors. A dynamic
infrastructure that allows cost reduction.

Ready to use/Pay for Use/ SaaS: An already configured,
fully in Cloud platform. Ready to use, a service model completely in
SaaS and Pay for Use. High quality and flexibility for users.

Tailor made service : cChance to create customized projects
depending on users needs: WhiteLabel, platform hosting,....



Managed Security Services

Services Objective Activities

Vulnerability Assessment

Network Scan

Penetration Test

Phishing Simulation Attack

|OT Vulnerabiliy Assessment
Mobile Security Assessment
Security Code Review

Threat Intelligence Osint & Closint

Risk Identify the level of business risk and provide the key elements for Risk
Management Management. This service indicates the correct security measures and
adequate remediation plans for every assessed risks.
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Security Support the company in terms of risk management, adopting and
Management implementing the remediation plans and the security solution/measures
identified during the risk management phase. Define tools, action plans
and remediation activities to ensure Incident and Crisis Management.

Cyber Security Consultantcy
Training

Threat Monitoring

Security Governance
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ISO & Compliance Ensure full support defing the technological requirements. They must 1. GDPR Consultancy
Management be compliant with current laws. Set a technological framework which is 2. GDPR Assessment
compliant with current regulations. 3. 1SO 27001 Assessment
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http://www.ansa.it/sito/notizie/tecnologia/software_app/2016/02/09/swascan-prima-piattaforma-sicurezza-100-italiana_9beb3a1c-cf32-4059-908b-47e52e5b7359.html
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https://blogs.cisco.com/innovation/security-starts-from-the-code
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