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EXECUTIVE SUMMARY

As speculated in the report published by Swascan analysing ransomware activity in 
January-March 2022, ransomware was also confirmed as the number one threat in the 
global computer security landscape in Q2 of the same year.

The second quarter of 2022 actually shows how ransomware gangs remained “enemy 
number one” in terms of threats and continued their operations, despite increased 
pressure on them from law enforcement agencies. In this respect, one particular case is 
the Conti gang, which will be analysed later.

In this context, Swascan’s SOC undertook a profile analysis of victims targeted by crimi-
nal hacker gangs. In particular, by means of specific OSINT & CLOSINT research, data 
were collected concerning the victims of the 15 most active ransomware gangs in the 
second quarter of 2022, namely the following:

LockBit 2.0 ALPHV/ 
BlackCat BlackBasta Conti ViceSociety 

IndustrialSpy Quantum Hive Karakurt AvosLocker 

KelvinSecurity Lorenz Stormous CLOP Blackbyte 

The methodological approach used was as follows:

1. Identification of dark web sites of related ransomware gangs;

2. Identification of victim companies that have been published on dark web portals;

3. Clustering victim-related information in terms of:

• Geographical area

• Industry sector

• Turnover and employees

https://www.swascan.com/it/report-ransomware-q1-2021-q1-2022-analisi-ed-evoluzioni/
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THE CONTEXT

Globally, it can be seen that in the second quarter of 2022, the number of published vi-
ctims reached 707 cases, an increase of 36.9% compared to Q2 2021 where there were 
517. This is a 30% increase compared to the same activity identified in the first quarter of 
2022 (544 cases).

While, as we disclosed in the Q1 2022 report, ransomware activity is down compared to 
the last quarter of the previous year, comparing Q2 2021 with Q2 2022, we can see that 
in this year’s quarter, the level of activity appears to be up compared to the previous year. 

Number of targets attacked by gangs.
Comparison between Q2 2021 and Q2 2022

https://www.swascan.com/it/report-ransomware-q1-2021-q1-2022-analisi-ed-evoluzioni/
https://www.swascan.com/it/report-ransomware-q1-2021-q1-2022-analisi-ed-evoluzioni/
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As can be seen in the tables above, the United States continues to be the country most tar-
geted in ransomware attacks: 39% of the impacted organisations, in fact, are geolocalised in 
this country. Italy drops to fourth place, down from third place in the first quarter of 2022.

Focusing on Q2 2022, we find:

1. 66% increase in victims since the beginning of the year, from 112 in January to 187 in June;

2. Decrease in victims in Italy compared to Q1 2022, with a drop of 17.5%, while Germany 
ranks first as the most impacted European country (26.4% increase in victims);

3. Peak of attacks in April, corresponding therefore to a growth in Q2 2022, followed by a 
decrease in attacks until June 2022;

4. Slight decrease in victims in the United States as well (-4%), but overall, the country conti-
nues to be the worst impacted.

Q2 2022 
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THE MOST PROLIFIC RANSOMWARE GANGS

Taking a look at the most active ransomware gangs in the second quarter of 2022, we note 
that the LockBit gang stands out in terms of number of attacks. 

Below is the ranking of the most active ransomware gangs in the second quarter of 2022:
 

The ranking of the most active ransomware gangs
in the second quarter of 2022



swascan.com
8 info@swascan.com

As can be seen from the graph, 30.2% of all ransomware attacks in the second quarter of 
2022 can be attributed to the LockBit gang, which definitively overtook the Conti gang: 
analysing the total number of attacks from the beginning of operations of both gangs 
through to June 2022, we can see that LockBit reached a total of 880 attacks against Conti’s 
total of 860:

Below is the analysis for each individual month of Q2 2022. In April 2022 alone, these were 
the most active ransomware gangs:

The most active ransomware gangs - April 2022
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The most active ransomware gangs - May 2022

The most active ransomware gangs - June 2022

In May 2022, these were the most active ransomware gangs: 

In June 2022, these were the most active ransomware gangs:
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THE CONTI GANG SHUTS DOWN OPERATIONS 

What stands out most in the June 2022 analysis is the absence of the infamous Conti ran-
somware gang, which seems to have officially shut down its operations, disrupting the 
operation of the infrastructure used to handle ransomware attacks: it would, however, 
appear that the group has in fact joined other existing independent “cell” gangs, which will 
have different tasks. This type of internal reorganisation has already taken place within 
other well-known groups, and is probably due to the need to evade the attention of law 
enforcement agencies.

The Conti group is responsible for numerous attacks, including recent ones against the go-
vernments of Ukraine and Costa Rica. Law enforcement agencies try to find the organisers 
of the attacks and the actual perpetrators (Conti is ransomware-as-a-service), also offe-
ring cash rewards. Perhaps for this reason, cyber criminals decided to take the infrastructu-
re offline and shut down the sites used for publishing the stolen data and negotiating the 
ransom. The attack against Costa Rica is therefore the last one carried out as Conti.
While on one hand the Conti gang is shutting down operations, on the other, LockBit is 
launching the third installation of its service, LockBit 3.0, introducing Zcash cryptocurrency 
payment options, new extortion tactics, and the first ransomware bug bounty programme 
in exchange for valid bug reports. 
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“We invite all security researchers, ethical and unethical hackers on the planet to participate 
in our bug bounty program,” according to LockBit 3.0’s bug bounty page. “The amount of 
remuneration varies from $1000 to $1 million.”
 
However, the operation’s bug bounty program is not limited to just finding
vulnerabilities with the service. It also includes the following:

• Website Bugs: finding website weak spots, including MySQL injections and  XSS vulne-
rabilities, getting a shell on the website’s server.

• Doxing: in exchange for identifying the affiliate program manager, LockBit offers $1 
million in cryptocurrency.

• Locker Bugs: identifying flaws that would lead to corrupted files during encryption or 
vulnerabilities that would allow the decryption of files without the decryption key/tool.

• Brilliant Ideas: LockBit pays for ideas or suggestions that would help them improve 
their operation.

• TOX Messenger: finding TOX messenger vulnerabilities, including those that would 
facilitate intercepting communications, running malware or detecting the IP addresses 
of interlocutors.

• Tor Network: finding vulnerabilities that would expose the IP address of the server 
hosting the website on the onion domain, get root access to servers, or dump the web-
site’s database.

THE RISE OF LOCKBIT 3.0 
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The “contacts” and “affiliates” sections have also been revamped, while a new section on 
buying Bitcoins and further ways of monetisation has been introduced:

• Extending the “countdown”: the victim can pay to extend the countdown for publi-
shing the data;

• Destroying all information: the victim can pay to destroy all the information exfiltrated 
from its organisation;

• Downloading data at any time: the victim can pay to get exclusive download access to 
all exfiltrated company data.

 
The gang operates like a real company, where one of the key points is reputation: it is there-
fore a zero-cost marketing operation with an outward-looking view, thus creating reputation 
towards possible affiliates and terrorism towards possible victims, and opting for a hiring and 
business development mode that therefore attracts insiders who will report critical issues.
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GEOGRAPHICAL DISTRIBUTION OF VICTIMS

During the analysis, it was found that most gangs were active in the United States, with a 
total of 277 victims, while in Italy there were a total of 33 victims.
The maps below show the geographical distribution of ransomware attacks in the second
quarter of 2022.

Global Ransomware Victims - Q2 2022

COUNTRY Number of Ransomware victim companies
with data published - Q2 2022

United States 277

Germany 43

Canada 37

Italy 33

United Kingdom 32

France 28

Spain 17

India 15
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COUNTRY Number of Ransomware victim companies
with data published - April 2022

United States 111 

Germany 20 

Italy 18 

Canada 16 

France 12 

United Kingdom 11 

India 9 

Spain 9 

Global Ransomware Victims - April 2022

In detail, the United States also maintained its record in April, with a total of 111 victims. 
In the same month, there were 18 in Italy.
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The same can be said for May, in which the United States totalled 84 victims.
In the same month, there were 6 in Italy.

Global Ransomware Victims - May 2022

COUNTRY
Number of Ransomware victim companies

with data published - May 2022

United States 84 

Germany 14 

Canada 12 

United Kingdom 11 

Taiwan 7 

France 6 

Italy 6 

Mexico 6 
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Also in June 2022, the highest number of victims is found in the United States (83). In the 
same month, there were 9 in Italy.

Global Ransomware Victims - June 2022

COUNTRY
Number of Ransomware victim companies

with data published – June 2022

United States 83 

Canada 10 

United Kingdom 10 

France 9 

Germany 9 

Italy 9 

Austria  5 

Indonesia 4 
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THE SECTORS TARGETED

Below is an analysis of the sectors and critical infrastructure impacted in Q2 2022. In par-
ticular, there was a slight decrease in the number of ransomware attacks targeting critical 
infrastructure in May.

ATTACKS BY SECTOR AS A PERCENTAGE
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RANSOMWARE ATTACKS ON HEALTHCARE 
FACILITIES

RANSOMWARE ATTACKS ON
 STATE AND MUNICIPAL ADMINISTRATIONS 
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CLUSTERING TURNOVER AND EMPLOYEES OF 
PUBLISHED VICTIM COMPANIES

According to statistics, a large proportion of the victims impacted by ransomware are small 
and medium-sized companies. Criminal hackers have intensified their research and tech-
niques, introducing increasingly targeted and sophisticated attack technologies. We are 
used to reading in the newspapers about cyber attacks against large companies: Regione 
Lazio, Amazon, Microsoft... information that certainly makes the news and attracts a large 
number of users.
However, as we had already shown in the Q1 2022 analysis, while larger companies have 
more economic resources, they are also the ones that implement structured computer se-
curity solutions.

SMEs, on the contrary, are almost completely unaware of the problem, often lacking cyber-
security solutions altogether, which is why they are often the most vulnerable. 

The proof is in the two graphs below.

The analysis was conducted by sampling 10 victim companies from each of the 10 ran-
somware gangs that stood out in the period between April and June 2022, for a total of 
100 companies analysed. The data were then aggregated according to the turnover and 
number of employees of the victims:
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NUMBER OF EMPLOYEES IN
IMPACTED COMPANIES

The analysis confirmed what had already been shown in the first quarter of 2022, i.e. that 
small companies are more likely to pay ransoms (which, of course, will be proportionate 
to the target’s turnover).

BREAKDOWN OF IMPACTED
COMPANIES BY TURNOVER



swascan.com
21 info@swascan.com

Below is a summary table comparing Q1 vs Q2 2022: 

Total victims 544 707 + 29.9% 

Total Ransomware 
groups 35 31 -11.4% 

LockBit victims 220  214  -2.7% 

Conti Victims 120 51 -57.5% 

Most impacted region United States United States  

Total Countries 
Impacted 83 62 -25.3% 

5 most impacted 
countries 

United States, United Kingdom, 
Italy, Germany, Canada 

United States, Germany,
 Canada, Italy, United Kingdom  

Most Impacted Industry Manufacturing Services  

PMI impacted 78% 85% +8.9% 
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CONCLUSIONS

In the second quarter of 2022, a significant increase in ransomware attacks was observed, 
mainly due to a spike in activity by one of the most prolific groups, LockBit, which reached 
an average of 6.6 victims per day, conclusively surpassing the Conti gang.

April 2022 was characterised by the emergence of three new ransomware gangs: Onyx, 
Mindware, and Black Basta, as well as the unwelcome return of Revil, one of the most 
dangerous groups in the world. In May 2022, Conti was still active, but its operations were 
significantly reduced compared to the previous months (with only five attacks), leading 
to its effective disappearance in June. It would, however, appear that some leaders of the 
Conti gang have signed agreements with other gangs to continue their operations: an 
internal reorganisation that has already taken place within other well-known groups, pro-
bably due to the need to evade the attention of law enforcement agencies.

The service industry is the most impacted sector and the United States the most attacked 
country: here, in fact, the number of attacks continues to grow exponentially, distancing 
itself from all other countries in terms of number of victims. The trend is nevertheless also 
growing in Western Europe, where Germany ranks first, while Italy falls to fourth place. 

Finally, with regard to the turnover clustering of the victim companies, 72% of the com-
panies with published data analysed have a turnover of no more than $250 million: there-
fore, as mentioned in the previous report, while last year saw an increase in ransomware 
attacks against “larger” organisations, in 2022 we see an increase in attacks against small 
and medium-sized enterprises.
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HOW RANSOMWARE WORKS: CYBER KILL CHAIN

Reconnaissance

Reconnaissance of the 
targets.

Delivery

Distribution of the exploit.

Installation

Creation of a means of 
access to the systems.

Actions on objectives

Execution of targeted 
actions on the objective of 

the attack.

Weaponization

Identification of a vulnera-
bility and the way to use it 

offensively.

Exploitation

Using one or more vul-
nerabilities to break into 

systems.

Command & Control

Resorting to Command &
Control.
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Predictive Security

1. Identifies cyber threats outside the company perimeter operating at the level of the 
web, darkweb and deepweb;

2. Searches for emerging threats;
3. Performs Early Warning activities;
4. Provides evidence to Preventive Security;
5. Indicates areas of concern to Proactive Security.

Preventive Security

1. Checks and measures the Cyber Risk;
2. Defines the remediation plans;
3. Indicates the Risk exposed to the Proactive 

Security Layer;
4. Provides areas of investigation to Predictive 

Security.

Proactive Security

1. Identifies cyber threats operating within the company 
perimeter;

2. Counteracts and blocks cyber attacks;
3. Manages Cyber Incidents;
4. Provides evidence to Preventive Security;
5. Indicates areas of investigation to Predictive Security.

HOW TO DEFEND YOURSELF AGAINST RANSOMWARE: 
THE CYBER SECURITY FRAMEWORK

The best approach to increasing perimeter resilience is through the three pillars of modern 
cyber security. For this reason, it is important to solidify and respects the three criteria of:

•   Predictive Security
•   Preventive Security
•   Proactive Security
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Domain Threat Intelligence:  Domain Threat Intelligence searches public and semi-public infor-
mation on compromised domain, subdomain and e-mail vulnerabilities. The service does not perform 
any tests on the target. It operates solely on information available on the web, dark web and deep web. 
It collects, analyses and clusters information available at OSINT (Open Source Intelligence) and CLO-
SINT (Close Source Intelligence) level from databases, forums, chats, newsgroups.
Specifically, based on the target domain of analysis, it identifies:

• Potential Vulnerabilities
• Details of the vulnerabilities in terms of CVE, impacts and severity
• GDPR impacts (CIA)
• Number of Sub-Domains
• Number of potential compromised e-mails (these are only counted and not collected or processed)
• Number of sources of compromised e-mails
• Typosquatting

Cyber Threat Intelligence: This is Swascan’s advanced Threat Intelligence service. It searches, 
analyses and collects information on the web, dark web and deep web related to the domain/target 
being analysed.
Specifically:

• Data Leaks: credentials/source/data
• Identifies Forums/Chats...
• Botnets on customer, supplier and employee devices
• Botnet with credentials and related login page urls
• Typosquatting/Phishing
• Surface
• Top Manager Analysis

Early Warning Threat Intelligence: This is the early warning service that reports daily on evi-
dence that is identified and collected on the dark web and deep web in relation to the target being 
analysed. Specifically:

• Data Leaks
• Data Scraping
• Data Phishing

Predictive Security
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Preventive Security

Technological

Vulnerability Assessment: Scans websites and web applications to identify and
proactively analyse security vulnerabilities.

Penetration Test: Penetration test activities are conducted by certified penetration testers in 
accordance with the OWASP, PTES and OSSTMM international standards.

Human Risk 

Phishing/Smishing attack Simulation: Enables companies to prevent the damage 
caused by phishing/smishing attacks through actual attack simulations. Via a web interface, it is 
actually possible to send out actual simulated phishing/smishing campaigns that generate unpa-
ralleled learning opportunities for employees. Thanks to these simulated attacks, employees will 
in future be able to detect a real phishing e-mail or smishing message and avoid it. Unparalleled 
training and awareness-raising activities for your employees through actual phishing/smishing at-
tack simulations.

Awareness: Dedicated training courses on cyber security in the classroom or by webinar. Awa-
reness-raising activities for technical personnel, employees and top managers.

Processo – Compliance

ISO27001: ISO/IEC 27001:2013 (ISO 27001) is the international standard describing best practi-
ces for an ISMS (information security management system). Since information is an asset that adds 
value to an organisation, and most information is now stored on computer media, every organisa-
tion must be able to guarantee the security of its data, in an environment where cyber risks caused 
by breaches of security systems are constantly increasing.

ICT Security Assessment: The ICT Security Assessment is Swascan’s proprietary metho-
dology that enables companies to verify and measure their level of cyber risk and to evaluate the 
effectiveness of the security measures taken. The service provides guidance and corrective actions 
to be taken at Organisation, Policy, Personnel, Technology and Control System level.
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SOCaaS: The design, commissioning and maintenance of a Security Operations Center can be 
costly and complex. Swanson’s SOC as a Service is the most effective, efficient, consistent and 
sustainable solution for business contexts. With its Monitoring & Early Warning service, SOC as 
a Service can identify, detect, analyse and report cyber attacks before they turn into a concrete 
threat for the company.
A team dedicated to reactive Monitoring & Early Warning of cyber threats on local networks, 
cloud environments, applications and corporate endpoints. Our team of Security Analysts moni-
tors data and resources wherever they are stored within the company. Regardless of whether the 
resources are stored in the cloud, locally, or both. Monitoring and reporting enable action to be 
taken only when a real threat is identified.

Incident Response Management: is a set of resources and procedures organised and 
structured to ensure the correct reaction to and handling of computer incidents. In the event of a 
computer breach, data breach, DDoS, ransomware attack and/or related data recovery, it is neces-
sary to address and respond with a structured, prepared and organised approach to deal with the 
security breach effectively and efficiently and to reduce the impact on business continuity. The aim 
of Incident Response is to:

• Handle the incident;
• Limit direct and indirect damage;
• Reduce recovery time and costs.

Proactive Security
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Swascan is a Cyber Security Company founded by Pierguido Iezzi and Raoul Chiesa.

It is the first Italian cyber security company to own a cyber security testing and threat intelli-
gence platform, as well as a Cyber Competence Center that has received several national and 
international awards from the most important players in the IT market and beyond.

Since October 2020, Swascan srl has been an integral part of Tinexta Cyber (Tinexta S.P.A.), be-
coming an active leader in the first national Cyber Security Center: not just one company, but an 
Italian group, a new national hub specialising in digital identity and digital security services.

ABOUT US
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