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In the present analysis, some of the most widespread Wiper malware was considered. 
 
Important elements of the analysis: 

• Analysis of the most peculiar characteristics of the wipers examined 
• Analysis of the extracted strings 
• Analysis of the masquerading peculiarities of certain samples 
• Analysis of the differences between the samples examined 
• Analysis of some credential discovery functions performed 
• Analysis of loop instructions and files gathering 
• Disassembling of the samples under examination, highlighting some register operations 
• Analysis of packing and entropy conditions 
• Analysis of WhisperGate, which has ransomware masquerading characteristics 
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Introduction 

Recently, a new threat is posing a serious risk to the cybersecurity of companies and administrations 
around the world: these are "Wiper" malware, which are designed to erase data on infected computer 
systems, causing irreparable damage to business operations and public institutions. 

The first case of wiper infection was observed in 2012 and affected Iran's Ministry of Petroleum. One of the 
most widespread attacks, however, was in June 2017 with the infamous wave of NotPetya infections. The 
damage was later estimated at more than $10 billion. Several organizations and critical infrastructures in 
Ukraine were affected by this wave of NotPetya, including radiation monitoring systems at the ¬¬¬¬ 
nuclear power plant in Chernobyl. 

Notably, on Feb. 24, 2022, the wiper called AcidRain was used in a cyber attack against Viasat's satellite 
Internet service, affecting several countries, including Italy. 

SwiftSlicer, discovered by Fortinet researchers on Jan. 25, 2023, was used to conduct a cyber attack on 
Ukrainian infrastructure. This virus does not target ransom or monetization, but only data destruction and 
sabotage of computer systems. 

The day before the invasion of Ukraine by Russian forces on February 24, 2022, a new wiper unleashed 
against a number of Ukrainian entities, known as "HermeticWiper," was discovered based on a digital 
certificate stolen from a company called Hermetica Digital Ltd. 

The following table provides some details about the best-known Wipers: 

 

Shamoon, 2012: Used to attack Qatar's Saudi Aramco and RasGas oil companies. In the 2012 attacks, data in 
computers infected with the malware was erased and an image of a burning U.S. flag was set. The justification for 
targeting the energy company was its close relationship with the Saudi government. Thus, the motivation was 
revenge for the alleged crimes the Saudis allegedly perpetrated against neighboring countries in the region, such 
as Syria and Lebanon. Suspicion fell on the Iranian government in retaliation for the company's efforts to produce 
more oil to maintain supplies during the U.S.-EU embargo against Iran. This is the first substantial use of malware to 
conduct an attack. Previous hacktivist efforts were usually conducted through distributed denial of service (DDoS) 
attacks. Re-emerging in 2016 in a new version, the malware has continued to be used against Saudi targets. 

Dark Seoul, 2013: On April 20, 2013, South Korea suffered a coordinated attack that rendered about 30,000 
computers in the media and financial services sectors inoperable. The attack was initially mistaken, and in fact 
intentionally disguised, as the work of hacktivists. 
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NotPetya, 2017: affected organizations in different sectors in more than 65 countries, presenting ransomware-
like characteristics. It originally targeted Ukrainian organizations, but due to its ability to self-propagate it has 
become the most devastating malware to date. 

Olympic Destroyer, 2018: Targeted attack on the Winter Olympics in South Korea. the APT group behind the 
malware typically uses spear-phishing emails with attached documents containing. 

Ordinypt/GermanWiper, 2019: Targeted German organizations with German-language phishing emails. 

Dustman, 2019: Iranian state-sponsored threat actors attacked Bapco, Bahrain's national oil company. An analysis 
of the malware revealed that Dustman is an updated and improved variant of the ZeroCleare wiper and bears some 
similarities to the Shamoon malware. 

ZeroCleare, 2020: Attacked energy companies in the Middle East. 

WhisperKill, 2022: On January 14, 2022, the Ukrainian government suffered a coordinated cyber attack on 22 
government agencies. Almost all of the compromised websites were developed by the same Ukrainian IT company, 
Kitsoft, and all were built on OctoberCMS. 

WhisperGate, 2022: Attacked Ukrainian organizations in parallel with the Ukraine-Russia war. 

HermeticWiper, 2022: Attacked Ukrainian organizations in parallel with the Ukraine-Russia war. The wiper was 
named after the stolen certificate (T1588.003) it used to bypass "Hermetica Digital Ltd" security controls. According 
to a Reuters article, the certificate could also have been obtained by pretending to be the company and applying 
for a certificate from scratch. 

IsaacWiper, 2022: Attacked Ukrainian organizations in parallel with the Ukraine-Russia war. The day after the 
initial destructive attack with HermeticWiper, February 24, 2022, a new wiper was used against the Ukrainian 
government, without any significant similarity to HermaticWiper used the previous day. 

CaddyWiper, 2022: The first version of CaddyWiper was discovered on March 14, 2022 when it was used against 
a Ukrainian bank. This new wiper variant bears no significant code similarity to previous wipers. 

DoupleZero, 2022: On March 22, 2022, CERT-UA reported a new wiper used against its infrastructure and 
enterprises. Named DoubleZero, the wiper was distributed as a ZIP file containing an obfuscated .NET program. 
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AcidRain, 2022: On the same day that IsaacWiper was distributed, another wiper attacked Viasat KA-SAT modems 
in Ukraine, this time with a different wiper known as AcidRain. This new wiper showed similarities to previously seen 
botnets that targeted modems using VPNFilter. It was used in 2018, targeting vulnerabilities in several common 
router brands: Linksys, MikroTik, NETGEAR, and TP-Link. 

 

 

The three main modes for which wipers are used are expionage, sabotage, and deviation. 

The expionage mode involves using wipers to steal sensitive or secret information from an infected 
computer system. In this case, attackers use malware to eliminate traces of their access to the 
organization's systems, preventing investigators from discovering how the attack was carried out and what 
data was stolen. 

The sabotage mode involves the use of wipers to destroy or damage the IT infrastructure of a country or 
organization. In this case, attackers use malware to erase or damage critical data or IT infrastructure, 
causing severe damage to the affected organization or country. 

Finally, the deviation mode involves the use of wipers to mask other cyber-attacks or to throw off 
investigators. In this case, attackers use malware to eliminate traces of their real targets and activities, 
causing investigators to follow false leads and preventing them from discovering the real attack. 

  

Below is a summary table showing which of the three modes the various wipers use: 

 

 
Figure 1:www.virusbulletin.com/conference/vb2018/abstracts/now-you-see-it-now-you-dont-wipers-in-the-wild/ 
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 Hermetic
Wiper WhisperGate IsaacWiper CaddyWiper AcidRain Double

Zero Azov Industroyer Aikido Wiper 

Year 2022 2022 2022 2022 2021 - 2022 2022 2022 - 
2023 2021-2022 2022 - 2023 

Category Sabotage Deviation Sabotage Sabotage Sabotage Sabotage Sabotage Sabotage Espionage 

Wiped 
Content 

Critical 
system 
folders, 
application
s folders, 
services 
registry 
keys, 
Event Logs 
and ntuser 

Compromised 
machines 
drives, MBR 
overwrite 

Drives 
(physical, 
logical, 
system), 
Windows 
directory, 
Logs 

Specific files 
and folders 
targeted with 
enumerations 
loops 

Flash 
memory 
content, 
modems 
and routers 

Network 
shares, 
SQL 
informati
on, 
enumera
ted files, 
NTDS, 
drivers, 
critical 
system 
folders 

Enumera
ted files 
and 
directorie
s 

Network 
resources 
during wiping 
activities, 
enumerated 
files and 
folders 

Files and folders 
enumerated 
and matched 
with specific 
filters and disk 
traces 

Infection 
Vector 

Targeted 
intrusion 

Targeted 
intrusion 

Targeted 
intrusion Exploitation Exploitatio

n Delivery Delivery Delivery 
Exploitation 
and Malware 
Planting 

Propagati
on 

Spear 
Phishing, 
PowerShel
l payloads, 
Webshells, 
Certutil.ex
e, SQL 
Servers 
exploits 

PowerShell, VB 
scripts and 
commandline 
scripts. 

Likely remote 
access tools 

Likely SQL 
Servers exploits 

KA-SAT 
supply-
chain 
attacks 

Initial ZIP 
archive 
spreadin
g 

Illegal 
activated 
software 

  

  

  
Backdoors 
with C&C 
communicati
ons 

Privileges 
escalation 
exploits that 
affect some 
EDRs and 
security 
products 

Victims 1 (Ukraine) 1 (Ukraine) 1 (Ukraine) 1 (Ukraine) 1 (Ukraine) 1 
(Ukraine) 1 (Russia) 1 (Ukraine) 

Potentially high 
for the infection 
vector 

 

 

Much of the wiper malware seen in the first half of 2022, was distributed against Ukrainian organizations. 
The growth of wiper malware during a conflict is certainly not a surprise. It is difficult to monetize, so the 
focus is on destruction, sabotage, and cyber warfare. 

Unlike a ransomware attack, when wipers are used, it is impossible to recover the affected information 
after a wiper attack. Attackers using wipers usually do not aim for financial reward but intend to disrupt 
the victim's operations as much as possible.  

A fundamental principle of wipers is to separate their functionality from their purpose. The functionality is 
always to destroy data, while the classification of the three modes mentioned above are their intent. The 
use of wipers is a tactic, but espionage, sabotage, and diversion are the strategies. 
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Rather than being used in isolation, a wiper is often used in the context of a larger attack. Wipers have 
become global in scope and a staple in the arsenal of APT groups, marking a shift in the way states operate 
and conduct cyber operations. 

This is setting a precedent for nation-states to use wipers in more and more contexts. We will continue to 
see an escalation in their use and for even more diverse purposes. 

Below is some evidence on darkweb forums where people are looking for information or requests for fast 
wipers that will hold large amounts of data. 

 

 
Figure 2: Source Exploit Forum - 

https://exploitivzcm5dawzhe6c32bbylyggbjvh5dyvsvb5lkuz5ptmunkmqd.onion/topic/170420/?do=findComment&comment=1094020 
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Figure 3: Source RAMP Forum - http://rampjcdlqvgkoz5oywutpo6ggl7g6tvddysustfl6qzhr5osr24xxqqd.onion/threads/wiper-ran.907/#post-

4329 
 

Although many ransomware attacks include a wiper component, the latter is typically used for extortion 
purposes to highlight the victim's situation. The threat of permanent data destruction acts as a strong 
incentive for organizations to pay the ransom, which results in greater profits for cybercriminals. Financial 
gain, not random destruction, is usually the main goal of ransomware, and wipers are used as a means to 
achieve this goal. 

Finally, as with other intrusions, the geopolitical significance of many wiper attacks is that they show a 
manifestation of interstate conflicts (Russia and Ukraine; North and South Korea; Iran and Saudi Arabia). 

In general, it is important for companies and governments to take appropriate cybersecurity measures to 
protect their systems from cyber attacks, such as through the use of anti-virus software and firewalls, 
through regular software updates, and through the adoption of effective cybersecurity policies. 
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ChatGPT & Wipers 

 
The advent of new technologies such as ChatGPT is certainly increasing the tools available to Threat 
Actors to support their activities, such as the development of wiper malware. 

In the various underground forums, the well-known chatbot is in fact becoming increasingly popular, and 
there are obviously talks about the various fields of use on which this technology can be applied and 
especially the ways to bypass ethic filters.  

It is possible to notice how many posts are made on a daily basis: 

 

 
Figure 4: Source Breached Forum 
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Here’s below more examples: 

 

 
Figure 5: Source Xss Forum 

 

 
Figure 6: Source Xss Forum - https://xss.is/threads/83286 

 

 
Figure 7: Xss Forum – https://xss.is/threads/82082 

https://xss.is/threads/83286
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Figure 8: Exploit Forum - 

https://exploitivzcm5dawzhe6c32bbylyggbjvh5dyvsvb5lkuz5ptmunkmqd.onion/topic/219123/?tab=comments#comment-
1374651 

 

ChatGPT has in fact become a support tool for code developers, malicious and not. In the case under 
analysis, in fact, it is possible to create destructive tools such as Wiper-type malware in a matter of seconds.  

Below is a trivial example of code aimed at destroying various documents within a current directory and 
generated entirely by ChatGPT: 
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Subsequently, a request was made to extend the scope of the Wiper to the entire file system: 
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Obviously, the capabilities of this chatbot are much broader; in fact, it is possible to argue the request 
made to it in order to make the code more effective. 

In the example below, we have in fact requested that the code be obfuscated so as to make it more difficult 
to identify its main function and consequently increase the chances of evasion of the various AV/EDR 
systems: 
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Moreover, we requested the addition of a function that would export all files to our Command&Control 
server before they would be deleted from the device: 
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Again, we requested the obfuscation of the code: 
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We also requested that the various extensions to be deleted should be XOR encoded: 
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Following, we requested again the code obfuscation: 
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This simple example shows the capabilities of creating or modifying code that could be used for malicious 
purposes by Threat Actors. 

 

Here’s below an example of a wiper created by ChatGPT with an Ethic filter bypass: 
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Below is a detailed technical analysis of some of the major wipers: 
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HermeticWiper 

By analyzing a HermeticWiper sample (Hash: 
A64C3E0522FAD787B95BFB6A30C3AED1B5786E69E88E023C062EC7E5CEBF4D3E), it is possible to 
highlight references to executions linked to enumeration files, privileges gaining. The compilation date of 
the executable is 23 February 2022. 
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A look at the libraries referred to by the malware reveals a suspicious library name, which appears to be 
subject to obfuscation and encoding: 
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From the strings extracted from the malware sample, there is evidence related to the drives targeted for 
wiping, the Program Files and Program Files(x86) folders, the SYSTEM\CurrentControlSet\services\ 
registry key (this registry key contains information and details of the enumerable services on the infected 
machine) and privilege loading functions, such as SeLoadDriverPrivilege: 
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In the PE information there are details about Borland Delphi 3.0: 
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Other important evidence obtainable from the strings are the following: asynchronous executions, the 
logging variable $LogFile, the user information object ntuser, the folders AppData, My Documents, 
Desktop, C:\Documents and Settings and the logs folder C: \Windows\System32\winevt\Logs (such 
evidence could be related to traces clearing), boot details and some key variables for the information 
gathering and enumeration context (such as $DATA and $INDEX_ROOT): 
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HermeticWiper contains certificate details pertaining to a company in Cyprus called “Hermetica Digital 
Ltd”: 

 
 
By disassembling the .text section, it is possible to identify evidence of the SeBackupPrivilege function, 
which can be used to perform privilege escalation. 
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WhisperGate 

 
By analyzing a sample of WhisperGate (Hash: 
b50fb20396458aec55216cc9f5212162b3459bc769a38e050d4d8c22649888ae), suspicious indicators 
can be seen relating to file management, memory management and functions calls: 
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Following are details of enumeration file retrievals using the FindFirstFileA and FindNextFileA functions, as 
well as the virtual memory addressing management functions VirtualProtect and VirtualQuery and file 
editing with the WriteFile function: 
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Here TLS callbacks present in the .text section: 

 

 
 
A very peculiar detail, as important and interesting as it is, lies in the fact that WhisperGate presents itself 
as a fake ransomware, complete with ransom notes addressed to the victim, but actually aims to destroy 
files and data enumerated within the environment involved in the infection chain. 
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Here the ransom note contained within the strings of the specific malware, which refers to the Bitcoin 
wallet for payment of $10,000 and the TOX ID, which can be used to chat with criminal hackers in an 
encrypted manner: 
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Below are the details of files gathering and obtaining their attributes ( note the reference to 
FindFileData.dwFileAttributes ) 
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IsaacWiper 

 

Analysing a sample from IsaacWiper (Hash: 
fc9ccd56d15c5063767db3fd37317d9ac698addc02b34525118647278667b6a6) we can see 
details and references relating to debug directory, the DLL Cleaner.dll, file gathering, reckoning 
(infrastructure and targets discovery), administration usage and encoding. 

 

 
 

The threat was compiled on 25 February 2022: 
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Within the identifiable functions there are details referable to FindFirstFileW, FindNextFileW, WriteFile, 
SetFileAttributesW (crucial in file modification contexts), TerminateProcess, for terminating specific 
processes, as well as the functions GetWindowsDirectoryW and GetLogicalDrives for obtaining the 
compromised machine's drives and the Windows folder. 
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This is followed by the strings referring to the initialization of the erasing contexts of the physical, logical 
and system drives: 
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Here is a reference to the log file C:\ProgramData\log.txt: 
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IsaacWiper exports the item “_Start@4” as follows in the evidence obtainable from the .rdata section: 
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In the screenshots below the creation of specific threads for the infection cycle executions, before the call 
of the sub_10006F70 function there is a movzx instruction of the eax+edx+40h register and then a push 
eax instruction. 
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CaddyWiper 

By analyzing a sample of CaddyWiper (Hash: 
b66b179eac03afdc69f62c207819ecefbf994c9efa464fda0d2ba44fe2d7), a packing status via the UPX 
packer can be seen. The compilation date is 14 March 2022. Suspicious indicators include references to 
file tasks and network management and enumeration, as well as sections of the PE, which are due to the 
UPX packing operation. 
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Even within the import names we can identify details referable to UPX: 

 

 

 
 
Among the functions used and called by the sample, a fundamental one concerns data gathering 
operations relating to the installation of directory services and domain data 
(DsRoleGetPrimaryDomainInformation), as well as the addressing management functions LoadLibraryA 
and VirtualProtect: 
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In the present analysis, the wiper was subjected to an unpacking action as follows: 

 
 

Below is the function called DeviceIoControl, used in order to control a specific driver, within the function 
sub_4011D0: 
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The function CreateFileW is called in order to create new files written with new attributes: 
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The ADVAPI32.dll library is called in order to manage process tokens and privileges gaining executions. A 
reference to the OpenProcessToken function also follows: 
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Here, the function executed LookupPrivilegeValueA to perform a privilege enumeration: 
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Following are the details of a task of what would appear to be an enumeration loop file action with the 
wildcard “*”: 
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CaddyWiper executes the SetFilePointer function with the aim of moving the pointer from time to time to 
the file considered during the infection chain: 
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AcidRain 

 
The AcidRain sample taken in consideration in this analysis has the hash 
9b4dfaca873961174ba935fddaf696145afe7bbf5734509f95feb54f3584fd9a, which is not heuristically 
classified as suspect by the ELF Parser analysis, since the score given by the tool is 10. 

From an initial inspection, it appears to be identifiable as an ELF file, also taking into account the “Magic” 
attribute. 
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The address of the entrypoint is 0x4002a0 and has several sections of executable code: .text, .init and .fini: 
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What emerges is the presence of references to anti-debugging actions carried out by the threat: 
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Among the extracted strings are references to mtdblock, which is inherent to a type of device file for 
interaction with flash memory: 
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DoubleZero 

 
The DoubleZero sample analyzed has the hash 
30b3cbe8817ed75d8221059e4be35d5624bd6b5dc921d4991a7adc4c3eb5de4a, it was developed in 
.NET, and the compiler timestamp is suspicious and inherent to the date 11 October 2093. 
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Malware indicators include debugging details, encryption functions, network and file management, registry 
management, and administration executions: 
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The entropy of the .text section is not particularly high, as it has a value of 5.575: 
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Within the extractable strings, there are very important references in the area of infection phase: creation 
and termination of processes, persistence within the operating system, credential discovery (LSASS process 
and the System.Net.Mail namespace, which can be used to send e-mails via SMTP protocol). 
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Although the entropy of the artefact does not have high values, it is possible to note the presence of 
obfuscation of assembly attributes, the use of the shell for some executions, but also the following 
indicators: network shares enumeration and management, SQL databases and event logs management, 
destruction of shares and files in conjunction with the closure event using the functions FileShareDelete 
and FileDeleteOnClose: 
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Next are the details of the infected machine's folders considered for destruction, including for example 
Local Settings, Application Data, Start Menu, ProgramData\\Microsoft, Users, All Users, the drivers and 
NTDS. Destruction of these folders would render the compromised machine unusable and cause massive 
data loss: 
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Here a reference to the use of threads and concurrency executions by the malware: 
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Analyzing the source code, it is possible to note the presence of AES encryption routines. In the specific 
context, we can see references to objects of type MemoryStream, a for construct without the context of 
initializing the variable num6, which is already initialized at the beginning of the method. This peculiarity 
of DoubleZero shows how it performs a code obfuscation and encryption session. 

 

 
 
 

Here the call of the function Task.Factory.StartNew, which allows background executions: 
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Within the following class is the declaration of numerous constants of type string, used in execution 
contexts for path enumeration, including NTDS and drivers: 
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Here is a reference to some functions for opening and controlling files, specifically NtOpenFile and 
NtFsControlFile: 
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Following is an enum object of type ulong which identifies various types of file access, such as 
FileNonDirectoryFile or FileOpenForBackupIntent: 
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Azov 

 
By analyzing an Azov sample (Hash: 
9a952abaa9e8bc4676e2c8e53774d15198e4b9163bebf37a0bc2e238e49f2f98), a Windows installer 
description, a compilation date corresponding to 2 October 2042 and several indicators relating to 
reckoning and discovery, msiexec, registry, services and storage can be highlighted. 

 

 
 



  
 

 
 

71 
 

 
 

This is followed by references to encoding and privilege gaining: 
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The .text section has a rather high entropy value of 7.181. 
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Among the libraries imported by Azov are ADVAPI32.dll and msi.dll, which can be used for registry 
management and installation routines: 

 

 

 
 

 
Extracting the functions called up by the Azov sample we can highlight thread tokens management, 
services management, process tokens, registry value setting (RegSetValueExW) and privileges 
management: 
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The installation references also include details of system policies for installations, such as 
Software\Policies\Microsoft\Windows\Installer: 
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76 
 

 

 
 

 
Here details of MSI attributes and configurations: 
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Azov calls the DllRegisterServer function to export a DLL externally and allows it to be executed via the 
regsvr32.exe process: 
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Here a reference to the SetCurrentDirectoryW function, which sets the current directory within the 
execution context in which it is called: 
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Industroyer 

Analyzing a sample of Industroyer (Hash: 
ea16cb89129ab062843c84f6c6661750f18592b051549b265aaf834e100cd6fc), compiled on 23 March 
2022, it can be seen that it contains references to file indicators, network enumeration and the creation 
of mutex objects. 
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Details of the artifact sections follow: 
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Among the imported libraries is the DLL ws2_32.dll, which enables the handling of Windows Sockets type 
objects: 

 

 
 

Following are various details on terminating processes and threads, writing and renaming files, and various 
functions for connecting and sending data via sockets objects: 
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Among the extractable strings is a reference to Telegram, as well as to PServiceControl.exe, a process 
that can be used for the management and communication of services. 
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Below are some details of debugging strings, including local IP addresses, presumably also used in 
testing: 10.82.40.105, 192.168.122.2 and 192.168.121.2. 
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The same evidence of the PServiceControl.exe process can be obtained by dumping the eax register as 
follows: 

 

 
An inspection of the .rdata section reveals a string inherent to operations tracing and arrays of constant 
characters. 
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At the same time as the sub_405360 function is called, the PServiceControl.exe process is renamed by 
adding the “MZ” header. 
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Aikido Wiper 

 

By analyzing the GitHub repository of SafeBreach-Labs, which contains the source code of the Aikido 
Wiper tool, it is possible to highlight a configuration relating to the elimination of the proxy, as well as the 
definition and identification of the targets for wiping operations. 

 
The erase_disk_traces function has 10 iterations and deletes the traces from the disks of all files that have 
been destroyed. The remaining disk space is then replaced with randomly generated bytes and finally 
deleted for a specific number of times. It is also possible to note the use of the uuid.uuid4 attribute in order 
to identify deletion targets. 

https://github.com/SafeBreach-Labs/aikido_wiper
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In the function get_all_matching_elements_under_dir we can point out a recursive search for the elements 
to be subject to final deletion. If the search parameters are not “matched”, the exclude_list is set. 
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The case of Albania 

Between July and September 2022, Albanian government organizations were targeted by a malicious 
campaign that occurred in two waves. Cybercriminals used stolen legitimate certificates from Nvidia and 
Kuwait Telecommunications company to sign their malware and deployed ransomware and wiper malware 
to compromise their victims. The country is a strategic ally of NATO in the Balkan region, where the TAP 
gas pipeline passes through and where the extraction of natural gas requires collaboration with new drilling 
facilities in the Adriatic Sea. Therefore, Albania's cybersecurity is of fundamental importance to Italy. 

In July 2022, a cyber-attack was carried out against the Albanian Government by Iranian state cyber actors 
who identified themselves as "HomeLand Justice". This attack caused extensive damage, resulting in the 
unavailability of numerous websites and services. The FBI's investigation into the incident found that the 
cyber actors had gained initial access to the victim's network 14 months before the attack occurred. The 
attack included the use of ransomware-style file encryption and disk wiping malware, and the actors were 
able to maintain continuous network access for a year, intermittently accessing and exfiltrating email 
content. 

Between May and June 2022, Iranian state cyber actors performed lateral movements, network 
reconnaissance, and credential harvesting from Albanian government networks. In July 2022, the actors 
launched ransomware on the networks, which displayed an anti-Mujahideen E-Khalq (MEK) message on 
desktops. When network defenders identified and began responding to the ransomware activity, the cyber 
actors responded by deploying a version of ZeroCleare destructive malware. 

During September 2022, a new wave of cyber-attacks was launched against the Government of Albania by 
Iranian cyber actors. These attacks employed similar techniques and malware as those used in the previous 
attacks in July. It is believed that these attacks were carried out in retaliation for the public attribution of 
the earlier attacks and the severance of diplomatic ties between Albania and Iran. On September 7, in fact, 
Albania's Prime Minister, Edi Rama, announced via a video message on the government's website that all 
staff members, including diplomats and technical and administrative personnel, working in the Iranian 
embassy must leave Albania within 24 hours as Albania had cut diplomatic relations with Iran. The White 
House also released an assessment that condemned Iran for attacking a NATO ally, Albania, on July 15, 
and stood by its NATO ally. Iran, in response, strongly condemned the decision and rejected Albania's 
reasoning as baseless claims. 

Following the mid-July cyber-attack, several Albanian government websites became inaccessible. The 
National Information Society Agency (AKSHI) disabled many platforms in an attempt to minimize the 
damage. Only a few weeks before the attack, Prime Minister Edi Rama's administration had moved several 
citizen services online, including school registration and tax payment. As a result, Albanian citizens were 
unable to access various crucial services. Some media sources initially accused Russia of the attack, while 

https://www.kryeministria.al/en/newsroom/videomesazh-i-kryeministrit-edi-rama-lidhur-me-vendimin-e-qeverise-shqiptare-si-kunderpergjigje-ndaj-aktit-te-sulmit-te-rende-kibernetik-ndaj-infrastruktures-digjitale-te-qeverise-se-republikes-se-s/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/07/statement-by-nsc-spokesperson-adrienne-watson-on-irans-cyberattack-against-albania/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/09/07/statement-by-nsc-spokesperson-adrienne-watson-on-irans-cyberattack-against-albania/
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the opposition blamed the government for consolidating too many services under AKSHI, which had 
already faced criticism for its management and lack of security. 

Further investigations by Microsoft Security Threat Intelligence Center (MSTIC) and Microsoft Detection 
and Response Team (DART) revealed that the Iranian government sponsored the actors involved in the 
attack. On September 10, Albania accused Iran of a second cyber-attack that temporarily forced the 
Albanian officials to take offline its system for tracking the data entering and leaving Albania, Total 
Information Management System (TIMS). The attack caused delays at border checkpoints and forced some 
points, such as the Port of Durrës, to manually process the registrations of entries and exits. 

As stated before, in response to the cyber-attack, Albania has expelled Iranian diplomats and cut off 
diplomatic relations with Iran, which is believed to be responsible for the attack. The United States has 
confirmed the attribution and plans to take additional measures against Iran in response. This attack is 
significant, as it marks the first time that a country has severed diplomatic ties due to a cyber-attack.  

According to a recent analysis conducted by Microsoft researchers who helped investigate the incident, 
the Albanian government's networks were infiltrated through a known vulnerability in a SharePoint server, 
which eventually led to ransomware deployment and data theft and destruction. One of the four Iranian-
affiliated attack groups involved in the operation, DEV-0861, gained access to the Albanian government's 
systems as early as May 2021 by exploiting CVE-2019-0604. After gaining access, the attackers used a 
misconfigured service account and began stealing email from the network. Another group, DEV-0166, later 
exfiltrated data from the network. All four attack groups are affiliated with Iran's Ministry of Intelligence 
and Security, and the tools used in the attack have been seen in previous operations by Iranian state-
backed actors. The attackers used a common tactic of deploying ransomware followed by wiper malware, 
with forensic links to Iranian state and Iran-affiliated groups. DEV-0842's wiper used the same license key 
and EldoS RawDisk driver as ZeroCleare, which was used in an attack on a Middle East energy company in 
mid-2019. 

The Iranian hackers' ransom image features an eagle attacking the Predatory Sparrow logo, which is 
enclosed within the Star of David. This imagery is believed to symbolize Iran's belief that Israel was involved 
in the attacks carried out by the Predatory Sparrow group. 

 

 

https://www.microsoft.com/en-us/security/blog/2022/09/08/microsoft-investigates-iranian-attacks-against-the-albanian-government/
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Figura 1: Ransom Image Dropped by Iranian State-Sponsored Groups | Source: https://www.microsoft.com/en-

us/security/blog/2022/09/08/microsoft-investigates-iranian-attacks-against-the-albanian-government/ 
 

The ransom notes included political messaging that reflected the geopolitical tensions between Albania 
and Iran and remained the same throughout the attack, with the symbol of the Albanian’s flag.  

 

 
Figura 2: Ransom note | Source: https://socradar.io/diplomatic-crisis-cyber-attack-from-iran-to-albania/ 

Below is an in-depth analysis of ZeroCleare’s destructive malware involved in the attack. 
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ZeroCleare 

 
ZeroCleare carries out code executions with Kernel level privileges, uses APIs by calling them dynamically 
in order to carry out evasion sessions and hiding executions, uses a mutex for concurrential access to 
objects and variables used during the infection chain. The wiper also performs files and drivers dropping. 

 

 
  

TTPs Matrix 
  

 
  

In the killchain, it is possible to locate the processes wmiprvse.exe, wmiadap.exe for WMI executions, 
lsass.exe (often used to perform credential information gathering and privilege gaining): 
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Among the execution processes are also those relating to mail clients and FTP clients, infact the malicious 
execution takes in consideration critical services of the compromised machines in order to set up an even 
more destructive infection operation and enable lateral movement actions: 
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Here’s an example of an execution inherent to the FTP client of Visual Studio 8: 
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Examining the kernel calls we can see functions like IofCallDriver and loading and unloading of drivers 
with IopLoadUnloadDriver function: 
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There is a management of devices and APCs, this is done in order to perform low level and more invasive 
executions: 

 

 
 

Among the drivers dropped from the sample is elrawdsk.sys, which appears to be associated with 
persistence and privilege escalation events: 
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The driver in question relates to threats that perform access operations to write disk sector functions: 

  

 
  

ZeroCleare appears to take in consideration Windows logs, Windows AntiMalware logs, Windows Firewall 
logs, Windows Update logs during the wiping phase: 
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Conclusions 

 

The term "wiper" is thus used to describe a type of malicious malware that aims to destroy or completely 
erase data from a computer system, rendering the data inaccessible and causing severe damage to the 
affected organization. Unlike other types of malware, which often seek to steal information or compromise 
system security, wiper attacks seek to completely destroy the affected system. 

Wiper attacks could be used in three different contexts:  

 

1.     Political protest, state-sponsored attacks, and cyberwarfare: In some cases, activists may use wipers 
to protest a government or organization they believe is corrupt. Wiper attacks can be used as a weapon 
to destroy the opposing cyber infrastructure and cause significant economic or political damage. In 
addition, wiper attacks can be used to create a deterrence effect by threatening an adversary with the 
possibility of destroying its information systems in the event of conflict. In this way, wiper attacks can be 
used as a tool for negotiation or coercion in international conflicts.  

One of the best-known examples of wiper use in cyberwarfare contexts is that which struck Ukraine in 2015 
and 2016. During these attacks, known as "BlackEnergy" and "SandWorm," the computer systems of the 
Ukrainian government and several private companies were infected with malware that was intended to 
completely destroy data, causing severe economic damage and compromising Ukraine's national security 
by making important government computer systems inaccessible. In addition, critical infrastructure such 
as power plants were also affected during the attacks, even causing power blackouts in parts of the country. 

Other examples of wiper use in cyberwarfare contexts include attacks against Saudi Arabia in 2012, with 
the use of the malware Shamoon, which destroyed data from oil giant Saudi Aramco, and attacks against 
Sony Pictures in 2014, with the use of the malware Destover, which destroyed data on the company's 
computer hard drives. 

State-sponsored attacks of this kind are considered a serious violation of national sovereignty and can lead 
to reprisals by adversaries or the international community. 

 

2.     Retaliation and terrorism: activists may use wipers as a form of retaliation against an organization 
or individual who has caused them harm. Activists using wipers could become terrorists if they use this 
technology to attack critical infrastructure or cause significant damage to organizations. In some cases, 
activists may have political or social motives that justify their attacks, but if the attacks cause harm to 



  
 

 
 

102 
 

people or property, or endanger human life or national security, then these activists may be considered 
terrorists. 

Also, if the attacks are conducted indiscriminately and hit civilian targets, such as hospitals, schools, or 
other public places, then the activists conducting them may be considered terrorists. 

 

3.     Profit motive: some activists may use wipers for financial gain, such as through extortion or blackmail. 
Wipers could become a form of profit for attackers if they start extorting using this type of attack. Attackers 
could, in fact, use the wipers to delete victims' data, then demand a ransom to restore the data (exfiltrated 
before deletion), thus extorting money from the victims and making a profit from the attack. Once access 
is gained, attackers can steal sensitive data that can be sold on the darkweb or used for scams and financial 
fraud. In this way, even if the wiper was not used directly to make a profit, it may be part of a larger attack 
aimed at this end. In general, cyber-attacks have become a black market where attackers sell their services 
and tools. The dark web is a place where criminals can buy and sell stolen information, cyber-attack tools, 
and more: potentially, wipers could be sold on the dark web as part of a package of cyber-attack tools. In 
this case, attackers could use the wipers to erase the affected organization's data, then demand a ransom 
to restore the data, which, before being erased, is exfiltrated. The ransom payment then becomes the form 
of profit for the attackers. 

It should be noted that payment of the ransom does not necessarily guarantee data restoration and, in 
some cases, may even incentivize the attackers to continue the practice. Therefore, it is important that 
organizations take appropriate measures to protect their data and prevent attacks of this type, for example 
by using advanced cybersecurity solutions and maintaining regular backups of sensitive data. 

In this investigation, it was possible to see common characteristics and others that differ between the 
various types of Wiper threats. 

Specifically, in almost all cases there is the execution of privilege gain and privilege escalation functions. 
However, it is possible to find singular peculiarities relating to some analyzed samples. 

In the case of WhisperGate, we are dealing with a fake ransomware that creates a ransom note for victims, 
with the aim of obtaining payment, even though, in reality, the real objective of the threat is to destroy the 
data and domains of the affected infrastructures. 

DoubleZero performs encryption and encoding of the source code (written and developed in .NET) in order 
to make static analysis of it more difficult and to proceed with the gathering of credentials information and 
the use of the System.Net.Mail namespace, which can be used for SMTP tasks. The enumeration of folders 
with the support of wildcards “*” is performed with the aim of destroying folders containing data used by 
applications on the infected machine and folders that, if deleted, may cause the compromised machine to 
become unstable and unusable. 
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Another characteristic shared by some of these threats is the fact that the compilation date is not always 
true. In fact, it is shifted into a time context that may not correspond to the real compilation timestamp of 
the artifact. Wipers generally, as is the case for instance with DoubleZero, use thread objects in order to 
have a competitive but above all very fast type of execution, with the aim of destroying as much data as 
possible in the shortest possible time, even if the threat is detected later during the infection chain. 

Some of the wipers analyzed perform administration executions, thus paying attention to execution 
methods with administrative permissions, and in some cases, also performing credential dumping and 
logging of malicious executions. 

It is conceivable, therefore, that future threat wipers will increasingly use code encryption and obfuscation 
approaches, as well as masquerading behavior (as in the case of WhisperGate) to try to extort money and 
then proceed with a subsequent phase involving the destruction of data, thus rendering any ransom 
payment useless. 
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About Us 

 
Swascan is a Cyber Security Company founded by Pierguido Iezzi and Raoul Chiesa. 

It is the first Italian cyber security company to own a cyber security testing and threat intelligence 
platform, as well as a Cyber Competence Center that has received several national and international 
awards from the most important players in the IT market and beyond.  

Since October 2020, Swascan has been an integral part of Tinexta Cyber (Tinexta S.P.A.), becoming an active 
leader in the first national Cyber Security Center: not just one company, but an Italian group, a new national 
hub specialising in digital identity and digital security services. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  
 

 
 

105 
 

Credits 

 
Analysis by: 
Martina Fonzo 
Riccardo Michetti 
Fabio Pensa 

 
Technical Contributors: 
Soc Team Swascan 
 
 

Editing & Graphics: 
Federico Giberti 
Melissa Keysomi 

 

 

 

 

Contact Info 
 
Milano 
+39 0278620700 
www.swascan.com  
info@swascan.com 
Via Fabio Filzi, 2b, 20063, Cernusco sul Naviglio, MI 

 


	Introduction
	ChatGPT & Wipers
	HermeticWiper
	WhisperGate
	IsaacWiper
	CaddyWiper
	AcidRain
	DoubleZero
	Azov
	Industroyer
	Aikido Wiper
	The case of Albania
	ZeroCleare
	TTPs Matrix

	Conclusions
	About Us
	Credits

