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Analysis on the configuration and operation of the raccoon.biz portal and the "Raccoon" Infostealer 
malware. 

 

What is Raccoon? And what is an Infostealer? 

 

Raccoon was born in April 2019 as a Malware As a Service (MaaS), immediately establishing itself 
as one of the most widespread and efficient infostealer malware around. 

An infostealer is a type of malware designed to steal information and data from the infected pc, 
such as: 

- Login data 

- Credit card information 

- Information about cryptocurrency wallets 

- Web browsing information 



 

 

- Personal data 

This information is generally stolen and stored locally on the infected machine, and then 
periodically sent to a Comand and Controll (C&C) server run by attackers. 

The goal of Infostealers is to collect as much sensitive data as possible: they often remain active for 
entire weeks, if not months, without the user being aware of anything.  

The most common methods used by this malware to collect data are: 

• Keylogging: This technique records keyboard activity: whatever words are typed (thus 
including passwords) are stored within a log file. 

•  Screen capturing: The Infostealer can record screenshots or screenshots of user activity, 
including sensitive data displayed on the screen. 

•  Credential stealing: The Infostealer can steal login data stored in browsers or in applications 
saved on a device. 

• Memory scraping: This technique aims to retrieve sensitive data from processes running in 
system memory. 

 

Infostealers can be distributed on victim devices in a variety of ways: the most common are 
through deceptive emails and/or websites that trick the user into downloading files that only look 
genuine, but actually hide malware within them. In fact, it is very common to find Infostealer 
hidden behind (usually paid) programs released for free in "complete" form, or behind programs 
whose sole purpose is to generate working serial codes (keygen) to register a trial program for free. 

Raccoon's creator, Ukrainian Mark Sokolovsky, was arrested in March 2022 in the Netherlands. An 
extradition request is also pending on his head from the United States of America, which accuses 
him of infecting more than 2 million devices worldwide. 

(https://storage.courtlistener.com/recap/gov.uscourts.txwd.1152066/gov.uscourts.txwd.1152066.3.0
.pdf). 

 

 

 

 

 

https://storage.courtlistener.com/recap/gov.uscourts.txwd.1152066/gov.uscourts.txwd.1152066.3.0.pdf
https://storage.courtlistener.com/recap/gov.uscourts.txwd.1152066/gov.uscourts.txwd.1152066.3.0.pdf


 

 

Where are Raccoon's servers? 

 

Once the victim is infected, the infostealer sends the collected data to servers called "Command & 
Control" servers. But where are these servers located? Where are they geolocated? 

Through Swascan's Cyber Threat Intelligence (CTI) platform, some posts were found, within 
Russian forums, created by the user "raccoonstealer" and mentioning the domain "raccoon.biz." 

 

From OSINT analysis, it was found that between 2019 and 2021 the domain raccoon.biz was 
found to be associated (also) with the following Italian IPs 80.211.45.169 and 212.237.18.146: 

 



 

 

 

In addition to the two Italian IPs shown above, OSINT research shows that the domain raccoon.biz, 
historically, has also been linked to other IP addresses, located in Japan, the Netherlands, and the 
United States. 

Below is the representation showing the IP addresses, countries and ISPs to which these addresses 
appear to be assigned. 

 

These then are all the "IP - Countries - ISP" associations identified: 

- 80.211.45.169 - Italia - “Aruba SPA” 
- 212.237.18.146 - Italia - “Aruba Business SRL” 
- 150.95.255.38 - Giappone – “GMO Internet” 
- 168.100.10.179 - Olanda – “BL Networks” 



 

 

- 104.21.39.144 - USA – “Cloudflare” 
- 172.67.170.205 - USA – “Cloudflare” 
- 172.67.194.131 - USA – “Cloudflare” 
- 104.21.20.219 - USA – “Cloudflare  
- 104.18.42.206 - USA – “Cloudflare” 
- 104.18.43.206 - USA – “Cloudflare” 
- 72.52.4.119 - USA – “Akamai” 
- 188.114.96.7 - USA – “Cloudflare” 
- 188.114.97.7 - USA – “Cloudflare” 

 

And precisely the latter two addresses turn out to be the ones currently associated with the 
resolution of the "raccoon.biz" domain: 

 

 

How can the “original” server be traced back 
behind WAF? 

 

Using a Web Application Firewall makes it possible to protect a Web site and, at the same time, 
hide the Origin Server IP from the eyes of the end user. Or at least, that's in theory... 

There are a few techniques used to detect these IP addresses: some based on historical domain 
name resolutions (looking for traces of DNS association before WAF installation), others based on 
response metadata. 

And just by analyzing the response headers related to calls made to Raccoon's WEB portal, the 
Etag field was extrapolated, which, in the case of raccoon.biz, turns out to be "64b693c6-1b4." 



 

 

 

But what is ETag? 

ETag is short for Entity Tag, and is a string identifying a specific resource. It is often used by 
webservers to optimize the cache (if the etag is the same, the page has not changed, and therefore 
there is no need to resend its contents). It is placed within the header of the response sent by the 
server to the client that requested the page content (https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/ETag).  

If a page does not change, therefore, the etag will look the same even days later.  

But what happens if the owner of the WAF-protected website forgets to restrict traffic to the Origin 
Server only and only to that coming from the WAF itself? 

What happens is that a direct call to the Origin Server (without targeting the WAF) allows direct 
access to the original site!  

What if the IP of the original site is unknown…? The etag is just the answer!  

By exploiting special search engines (such as Shodan) and with a bit of luck, it is possible to search 
the ETag string and detect the real Origin IP. 

 

And that is how two different IPs of Raccoon's WEB service were found, linked to the obtained 
ETAG, namely 193.149.187.16 and 192.153.57.54: 



 

 

 

 

Both addresses belong to the Dutch provider "BL Networks" (also provider of Virtual Private Server 
- VPS - this their site: https://bitlaunch.io). The former appears to have been connected to 
raccoon.biz since at least March 2023, while the latter appears to be "clean." 

 

 

https://bitlaunch.io/


 

 

 

 

Trying to browse port 443 of the first IP found, and port 80 of the second IP found, confirms that 
on these IPs is precisely the access portal to raccoon.biz: 

 

 

 



 

 

 

 

These are the details about the SSL certificate on the first site and created with Let's Encrypt: 

 

 



 

 

How does the raccoon.biz portal work? 

 

Simple interface, "one click" model: even less experienced users can, graphically and with very little 
effort, make their own "infostealer" malware ready to be sent to their victim. 

This is precisely the paradigm of Malware as a Service (MaaS): making simple and "ready-to-use" 
criminal business otherwise exploitable only by people with high technical skills. 

Upon logging into Raccoon's portal, the following screen is shown: 

 

On the home page, the costs of the infostealer malware are clearly presented: they range from 
$125 for a single week, to $2400 for an entire year. It is also possible to request the generation of 
additional "builds" (malware variants) by paying an additional amount (from $50 to $600) 
proportional to the number of malware requested. 

To top up one's balance, the only accepted method is through Bitcoin or Ethereum transactions. 

These are the addresses of the wallets that can be used for payment: 



 

 

 

From the "Settings" item, it is possible to configure information about the TimeZone, the 2FA, the 
Telegram Bot (which will receive victim logs as they become available), and the "blockchain 
explorers" to verify the correctness of the stolen wallets: 

 

On the left is a menu with the following items: 

- News 

- Builds 

- Proxies 

- Logs 

- Support 



 

 

In this journey through Raccoon's lair, each item will be explained in detail. 

 

News Section 
 
The "News" section contains the news in the latest version (build) of the malware itself: 

 

Going backwards in the news, we see that the Build of the latest version of the stealer (amounting 
to "2.1.1") was released on 13/05/2023: 

 



 

 

Within the post there is also a reference to a scan done on avcheck.net, a service (for a fee) that 
allows you to anonymously test an executable and give you the information on how many Antivirus 
can detect it: 

 

Specifically in the news is the following link to avcheck's analysis:  

https://avcheck.net/id/QZ4aJgtQZjVb 

 

https://avcheck.net/id/QZ4aJgtQZjVb


 

 

Thus, on the day the build was released (13.05.2023), only 2 out of 26 antiviruses were able to 
detect that version of Raccoon Infostealer. Repeating the analysis on 07/27/2023, the number of 
antiviruses able to detect the analyzed executable increased to 11/26: 

 

 

Builds Section 
 

The builds section contains the actual malware, found in both "exe" and "dll" formats: 

 



 

 

It is possible to add new builds if multiple variants have been purchased. The interface also allows a 
(custom) configuration to be associated with each build created. 

The configuration can be created by selecting the "Add Config" item at the top and defining one 
(or more) rules related to both the File Loader and the File Grabber: 

 

It is possible, for example, to reserve the malware only for certain countries or, conversely, to have 
it run worldwide except in some specifically specified nations. 

By means of File Grabber's rules, it is possible to indicate punctually in which folders to go and 
search for data, or which extensions not to consider in the collection, as well as to put a limit on the 
maximum size of the file to be exfiltrated. 

It is also possible to collect screenshots and data related to Telegram, Signal and Discord. 

 

Proxies Section 
 

Without first generating a proxy, a build cannot be generated: 

 



 

 

Purchasing a proxy can be done by pressing the "Buy Proxy - zerohost.io" button found precisely in 
the proxy section: 

 

By clicking on the button, you are referred to a telegram bot (@zerohostio_bot): 

 

 

Trying to write a message and starting the bot accordingly, the following menu is shown: 

 

By clicking on "Buy Server," you can proceed to purchase a VPS geolocated in Russia or the 
Netherlands: 

 



 

 

 

It is also possible to choose the machine's operating system, from a long list of available 
distributions: 

 

For payment, a choice is available with many different cryptocurrencies: 



 

 

 

Once the proxy is purchased, it must be configured to communicate with the "main proxy." 

 

This technique is used to reduce the likelihood that communications will be blocked: the victim's 
logs are in fact sent to the (new) proxy configured by the attacker (presumably not known from 
OSINT sources), and then forwarded to the "Main Proxy." 

 

Logs Section 
 

Within the Logs section are the data purloined from victims. These can be downloaded (via the 
"Download" button) or viewed conveniently from the graphical interface. 

The screen shows the data in schematic form: each row corresponds to a different victim. 



 

 

In the various columns, information regarding: 

- BLD: is the number of the malware build, useful in case of multiple available builds 

- GEO: the country and IP address of the victim 

- PWD: the number of password retrieved by infostealer 

- CKE: the number of cookies 

- WLT: the number of cryptocurrency wallets recovered (Wallet) 

- CC: the number of credit cards recovered 

- ACT: the size of the data exfiltrated 

 

 

By clicking on one of the non-zero entries, you can get the details of the information collected.  

This, for example, is the Cookies screen: 

 

 



 

 

This one related to the passwords collected: 

 

In case there is a lot of data present, there is an advanced search screen that allows you to filter 
through the various data present and quickly find the data of interest: 

 

 

Instead, clicking on Download downloads a .zipper file containing all the exfiltrated files from a 
directory in the "rssrv.org" domain: 

 



 

 

 

 

The domain rssrv.org turns out, also, to be protected by Cloudflare: 

 

 

 

The downloaded .zipper archive contains all the files exfiltrated from the victim machine: 



 

 

 

 

Support Section 
 

For those who have difficulties of any kind, support can be requested, strictly via Telegram, by 
accessing the "Support" section of the raccoon portal and clicking on one of the 4 telegram 
accounts listed on the page: 

 

@slauther_team: 



 

 

 

@gr33nl1ght  

 

@miaranimator  



 

 

 

@serveraddict  

 

 

 

 

 

 

 



 

 

Malware Analysis 

 

The analyzed malware variants do not appear to be known at the OSINT level: 

2.1.1.1.dll (MD5: b0a99b3fabf3d3c766cd6c6589dfe3e7) 

 

2.1.1.1.exe (MD5: 5b75248a42610c18825ff2065a60cd4f) 

 

The analyzed .exe sample (5b75248a42610c18825ff2065a60cd4f) contains within the .rdata section 
references to the different functions used to obtain the information stealing attributes and the 
enumeration configuration of the stolen attributes, such as URLs, Usernames and Passwords related 
to the stolen login data. 

Among the most important functions, we highlight: 

- InternetOpenW 

- HttpSendRequestW 

- InternetReadFile 



 

 

- InternetOpenUrlASHGetSpecialFolderPathW 

- RegQueryValueExW 

- CryptStringToBinaryA 

The analyzed sample does not have a high entropy coefficient, so there is no packing condition or 
code shuffling: 

 

Interesting are the strings present in plain text within the malware. The "skeleton" of the 
"SystemInfo.txt" file with all the information about the victim machine, as well as references to 
Wallets and the use of sqlite3 to extract and save the information, is reproduced below: 



 

 

 

 



 

 

 

 

These are some queries for extracting credentials (username and password), cookies and auto-filled 
browser fields: 

 



 

 

 

1.  

A string is then composed (then sent via POST to the C&C) containing, among other things, the 
"machineId" (machine identifier) and the "configId." 

 

All details of the credit cards intercepted at the machine are also extracted (and saved in the file 
"CC.txt"): 



 

 

 

The connection information is hardcoded (encrypted) within the malware itself, and then used 
when connecting to the proxy: 

 
 

Also seen in the file are calls to "wallet.dat," searched by Raccoon within the various directories to 
obtain precisely the wallets: 

 

Analyzing the connections, it can be seen that communications to the C&C occur with User Agent 
"DuckTales." 

 

In the POST sent there is, among other things, the "machineId" (unique machine reference), the 
user's username and the "configID" (unique string of the malware configuration, present as 
hardcoded within the infostealer code). In the Sample, the proxy returned error "500" not being 
currently active. 



 

 

 

The "configID" is used concurrently with the connection to the proxy, immediately after initializing 
the authentication useragent to "AYAYAY1337" (via the FUN_0040a9cb function shown below) and 
is critical to obtaining the configuration attributes (set graphically by the raccoon portal) of the 
Infostealer: 

 

 

Function FUN_004042e7 is responsible for defining several attributes used in the data stealing 
phase, each attribute is then respectively called by function FUN_0040ae71. 



 

 

 

This is followed by calling the GetUserDefaultLocaleName function with the purpose of obtaining 
the current user name of the machine: 

 

Within the FUN_004042e7 function there is a reference to the GetSystemInfo function, which is 
used to obtain the hardware and system details of the infected machine. 

 



 

 

 

Next are the details of the use of the useragent defined "DuckTales," the variable iVar4, related to 
the hardcoded string in question and the attribute DAT_0040e120, is subjected to a "different from 
zero" check, then the variable uVar6 is set to the hexadecimal values 0x400000 and 0xc00000 
respectively in the case where the value of the variable sVar1 is equal to 0x73. There are then two 
grafted "if" constructs that, in the case where the variables iVar7 and iVar8, respectively, are non-
zero, a "while" loop is performed to set the cast value to zero in the integer of the sum between 
the variables local_14 and iVar3. These constructs, if certain conditions are met, allow the values 
and attributes for Command and Control requests and connections to be set correctly. 

 



 

 

 

 

In addition, in the case where the value of the variable iVar4 is non-zero, the MultiByteToWideChar 
function is called using the hardcoded hexadecimal value 0xfde9. 

 



 

 

 

This is followed by decryption contexts using the CryptUnprotectData function for the stolen 
information related to Telegram and Signal. 

 

The PK11_SDR_Decrypt function is used in order to decrypt the subtracted attributes: 



 

 

 

 

Raccoon stealer makes use of mutex objects in order to competitively manage files, data reads, and 
subtracted attributes in a way that does not allow external processes to interfere in data stealing 
and data exfiltration operations: 



 

 

 

 

The threat invokes the function CreateProcessWithTokenW in order to create new process instances 
with the specific security context token. During the environment discovery phase, the SID of the 
current user is obtained and converted to a string (ConvertSidToStringSidW function): 



 

 

 

The CryptStringToBinaryA, CryptStringToBinaryW, CryptBinaryToStringW, and CryptUnprotectData 
functions are called for the consequential encryption and decryption operations of the obtained 
data and parameters for C&C connections. There are then references to instances of Telegram, 
Signal and Discord, which are included in the data stealing context: 

 

Next is a detail inherent in the formhistory.sqlite file, which contains references to browsers autofills 
data. In addition to the sqlite3.dll DLL, the nss3.dll library is also dropped and used in order to 



 

 

proceed with the data exfiltration steps. The attribute "scrnsht_" is inherent, however, to the 
screenshots taken by the information stealer in order to collect information also in "image format." 

 

Within the strings can be seen two attributes that are found to be individualizing the configuration 
of Raccoon and the infected host, also passed as arguments in the first POST request to the proxy: 

 

Here further references to the encrypted_key attribute, added with concatenated backslash, the 
GUID of the infected host, next we note the SQL query that can be used to subtract credit card 



 

 

data, PK11 functions for decryption attributes, and the network attributes hostname and 
httpRealm: 

 

 

The configID is identifiable as a hardcoded string within the malware itself, the useragents 
DuckTales and AYAYAY1337 are used for authentication concurrently with the POST request to the 
proxy IP address: 



 

 

 

Additional extractable strings are given below referring to the same peculiarities already 
mentioned, namely files enumeration, mutex creation, environment and system information 
discovery, C&C connections, encryption and decryption functions, user and token information 
gathering, data stealing and exfiltration using SQL queries with the sqlite3.dll library, and 
references to the MetaMask cryptocurrencies browser extension: 

 



 

 

 

 

 



 

 

 

 

The Raccoon Stealer DLL library (2.1.1.1.dll - b0a99b3fabf3d3c766cd6c6589dfe3e7) also contains 
the same functions and peculiarities of the executable, as well as the same suspicious indicators: 



 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

Conclusions 

 

This journey inside the Raccoon infostealer malware portal has shown how it is possible to easily 
obtain, without any advanced technical requirements but only by investing a small initial amount, a 
Malware as a Service available to anyone who requests it. 

A malware that, once executed on board the victim machine, where the antivirus does not notice it, 
manages to collect and extract numerous information about the endpoint and the user, such as: 

- Hostname 

- IP 

- Username 

- Password 

- Browser navigation cookies 

- Screenshot 

- Cryptocurrency Wallet 

- Credit Cards 

- Chat Social Network 

All the information collected is then sent to a Command and Control center (proxy), which is in turn 
connected to a main proxy, and indexed within the "raccoon.biz" portal, from which it is then 
quickly searchable and searchable. 

Direct integration with Telegram, then, makes it even more immediate to consult the stolen data 
(which are automatically received via chat, without even the need to connect to the portal). 

A "simple" infrastructure for the user to use, but complex in its structure, formed by backends 
capable of compiling "custom" malware (containing the IP of the C&C "hardcoded" in the code) 
with a simple click of the user. 

A criminal business that has led to millions of endpoints being compromised over the past two 
years, exfiltrating and then reselling thousands of credentials, IDs, wallets, and credit cards, often 
without the knowledge of the legitimate owners who more often than not remain unaware of what 



 

 

has happened until a notification from the bank alerts them to the fraudulent payments made by 
the attacker. 

 

Indicators of Compromission (IoCs) 

 

- 2.1.1.1.dll (b0a99b3fabf3d3c766cd6c6589dfe3e7) 
- 2.1.1.1.exe (5b75248a42610c18825ff2065a60cd4f) 
- 23.134.168.112 (proxy) 
- 212.71.232.100 (proxy main) 
- Eb93256b0d90b570aef093464b614a83 (configID) 
- DuckTales (UserAgent) 
- AYAYAYAY1337 (UserAgent) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

About us 

 
Swascan is a Cyber Security Company founded by Pierguido Iezzi and Raoul Chiesa. 
 
It is the first Italian cyber security company to own a cyber security testing and threat intelligence 
platform, as well as a Cyber Competence Center that has received several national and 
international awards from the most important players in the IT market and beyond. 
 
Since October 2020, Swascan srl has been an integral part of Tinexta Cyber (Tinexta S.P.A.), 
becoming an active leader in the first national Cyber Security Center: not just one company, but an 
Italian group, a new national hub specialising in digital identity and digital security services. 
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