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Introduction

BiBi Wiper is a "destructive” malware used in the Israel-Hamas conflict by activists of the Sunni
terrorist group. As of 30 October 2023, the threat has also been infecting Unix operating
systems, although a more widely used variant is also Windows, which is analyzed in this article.

The artefact, similar to what happened during the Russian-Ukrainian war, was used as a hybrid
warfare tool to carry out destructive actions against Israel's critical infrastructures, effectively
contributing to Hamas's military and strategic offensive. The threat, by performing an
overwriting and “locking” phase of the files (but without demanding a ransom), places BiBi
Wiper in a different condition from a ransomware threat. The only objective of the wiper is to
make the data of target systems inaccessible and unusable. [0]
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Static analysis and malware assessment

The analyzed sample has the hash e26bba0304f14ef96beb60376791d32c and

developed in C++.

P& Detect It Easy v3.04 [Windows 10 Version 1809](x36_64)

File name

C:/Users IEUser [Desktop/Mew folder/40417e937cd244b 2

File type Entry point

Time date s

202

-10-21 17:24:41

Scan

Automatic LE

PEG4
Compiler: Microsoft Visual C/C++(-)[-]

Linker: Microsoft Linker{14.29"*)[Consolebd,

File name:

Endiannes

3 Mode
64-bit

console]

Size: 207872(203.00 kB)

MDS: e2ébbal304fl4ef96beb€0376791d32c

SHALl: 24f6785ca2ef2dldldelfd4ck01d5eT753£f80445cE
Entropy: €.19335 (not packed)

Cperation system: Windows (Vista)

Architecture: AMDE4

Mode: e4-bit

Type: Console

Endianess: LE

Entry point (Address): 000000014000akl0

Entry point (Cffset): 9£10

Entry point (Relative address): akl0

Entry point (Bytes):

Entry point (Signature): 4883ec..e8........ 48383c4

Entry point (Signature) (Rel):
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AMDG4

4883ec28e89f0600004883c428e872feffffococc48E83ec284dEb4138488bca458bdl

C:/Users/IEUser/Desktop/New folder/40417e937cd244b2f928150cac6faleff5551fdb401leadT2fbec
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In the .rsrc section (which contains the details of the manifest metadata file and other
resources) we can see an execution setting of “asinvoker”, so the threat is launched with the
same privileges and security permissions as the parent process.

D& Memory map - O *

Type Memory map

PEG4 Offset Address Size Name

RN R T LA AR T2 A — R RN RN o CE TV oot
FRFFFFFFFFFF 0000D00140030600  000DO0DDD0000a00  Section(1)['.rdata’]

rtual ad 000000000002F000  0OODDDD140031000  0DOOOOOODDDD1000
FRFFFFFFFFFF 0000000140032000  000DDDDDD0D02000
000000000D030000  00ODDDDT40034000  0DDODOODDDD02000

Mode Archi 000000000D032000 0OODDDDT40036000  0DOODOODDDDD0200

&4-bit LE FRFFFFFFFFFFFFA 0000000140036200  000000000000000
0000D0D000032200 ( D0
FRFFFFFFFFFF 0000000140037200  000DDDDD00D00E00
0000000000032400 00ODDDDT40038000  0DOODOODDDDDOZ00
FRFFFFFFFFFF 000D000140038800  000DDDDDOOD00S00

virtual address

Hex

Address Symbols

<security>..
<reguestedPriv
ileges>. .
<reguestedExecn
tionLevel level=
'"asInvoker' mniAc
cess="false' />.
</reguest
edPrivileges>. .
</security>..
<ftrustInfo>..

The functions imported via the KERNEL32.dll library refer to enumeration drives, creation and
opening of processes, and calling up external libraries via LoadLibraryA:
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Reload Disasm Strings Memory map Entropy Heuristic scan |:| Readonly

Info Hash 64 Hash 32

H.ex 00000031fb80%ed6 Saa5eB43
Disasm

R ginalFirstTht neDateStan wwarderCha  Name FirstThunk

Hash
Strings
Si gnagtu - 000290 00000000 (0DDOOOOOD | DO02fd80 00022000 58decTaf KERMEL32.dll

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
* IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
* IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
s L]

* Resourc s 00000D000002fcel Getl ogicalDrives
LT 00DDDDD00DOZFCF4 GetDriveTypeA
Exceptions
Relocs 000000000002fd04 GetlastError
Debug 00000D00D00Zfd 14 CreateProcessA
o 000D0D000002¢d26 TerminateProcess
Load config
000000000002fd3a OpenProcess
000000000002fd48 LoadLibrary/A
000000000002fd58 GetProcAddress
S | T

[ = T T S T I )

Strings
I string

= [ utrs M unicode [ cstrings 5 %

Offset - i String
0002bd48 00000007 .data$r
0002bd58 00000008 .datafrs
0002bd7c 00000006
0002bd8c 00000006
0002bd9c 00000003
0002bdb0 00000003
0002bdfc 00000006
0002efe? 00000010
0002ebf6 0000000d
0002706 0000000C
0002716 0000000
0002e728 00000010
0002e73c 0000000k
0002e74a 0000000c
0002e75a 0000000
0002e76c 00000013
0002780 0000000e
0002790 0000000k
0002e79e 00000015
0002e7b6 00000005
D002eTbe 0000000
0002e7d0 00000012
000276 00000011

pdata

_RDATA

Jrsre$01

Jrsre$02

ObOpO0
GetLogicalDrives
GetDriveTyped
GetlastError
CreateProcessA
TerminateProcess
OpenProcess
LoadLibraryA
GetProcAddress
GetCurrentProcessld
KERMEL32.dlI
CloseHandle
WaitForSingleObjectEx
Sleep
SwitchToThread
GetCurrentThreadld
GetExitCodeThread

A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
A
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Threads management functions are used to manage competitive executions:

D& PE

Info
Hex
Disasm
Hash
Strings
Signatures
Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER

~ IMAGE_NT_HEADERS

IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES

RICH Signature
Sections

~ Resources

Manifest

Exceptions
Relocs
Debug
TLS
Load config

Hi Disasm ings Memo ap Entroy
Hash 64 Hash 32
00000031fb809ed6 9aabeBa3

ginalFirstThi neDateStan wwarderCha  Name FirstThunk Hasl

O e e o e e B

- —
Ordinal Hint

058f Sleep
0399 SwitchToThread
0225 GetCurrentThread!d
0247 GetExitCodeThread
028  GetMativeSysteminfo
03d6 LocalFree
Olaf FormatMessageA
O0ce  CreateFileW

Following are file enumerations loops and file attributes, as well as pointing using the

SetFilePointerEx function. The latter is widely used by threats with external file referencing

functionality as it allows more granular and specific management of the pointing location.

B PE

Info
Hex
Disasm
Hash
Strings
Signatures
Memaory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER

~ IMAGE_NT_HEADERS

IMAGE_FILE_HEADER
= IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_EMTRIES

RICH Signature
Sections

~ Resources

Manifest

Exceptions
Relocs

Load config
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Hash 64
00000031fh80%ed6 9aa5e843

ginalFirstThi meDateStan wwarderCha  Name FirstThunk Hasl

O e e e e e e

L ——
Ordinal Hint

0184  FindFirstFileBx\W
0195 FindNextFileW
024c  GetFileAttributesExW
0520 SetEndOfFile
052d  SetFileAttributesW
0533 SetFilePointerEx
0023 AreFileApisANSI
03ef  MoveFileExW
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Files are renamed with the extension .BiBi after they have been made inaccessible through an
overwriting process:

D& PE - ] x

Info Hash 64
= 00000031fb80%ed6
Disasm
Hash
Strings
Signatures
Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
* IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature =
Sections
el =
~ Resources 0520
Manifest
Exceptions
Relocs
Debug
TLS
Load config

Memory map

SaabeBa3

ginalFirstThy neDateStan wwarderCha  Name FirstThunk Hasl

O e i e e e

SetEndOfFile
SetFileAttributesW

33 SetFilePointerEx
AreFileApisANSI

MoveFileExW
GetFilelnformationByHandleEx
MultiByteToWideChar
WideCharToMultiBvte

Details of the performance counter and execution frequency of CPU components are also
obtained, and this information can allow a threat to identify a possible virtualized environment,
such as virtual machines or sandboxes:

e - o x

Info Hash 64 Hash 32
i 00000031fbB0%ed6
Disasm
Hash
Strings
Signatures
Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
= IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
* IMAGE_OPTIONAL HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
Import
~ Resources

Memory map

9aabeB43

ginalFirstThi neDateStan wwarderCha  Name FirstThunk Hash

[0 oouesco_[ooo0000obuacoo0Lcooaso0 0002000 |sbecrar |KamnELzzal

Ordinal

MultiByteToWideChar

Note the debugger checking function IsDebuggerPresent,

Manifest
Exceptions
Relocs
Debug
TLS
Load config

WideCharToMultiByte
2 QueryPerformanceCounter

rformanceFrequency
In \tlih"t:bRWLOCk

& ReleaseSRWLockExclusive
AcquireSRWLockExclusive

3 EnterCriticalSection
—

which avoids monitoring and

tracking the execution of the process itself through breakpoints and code browsing tools:
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He Disasm Strings emo ap Entre
Info Hash 32
Hex
Disasm

Hash

9aa5eB43

ginalFirstThi neDateStan wwarderCha  Name FirstThunk Hash

L O 2 e e e e e A Y TR

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
Drii i
~ Resources 057F
Manifest
Exceptions ot
Relocs 038¢
Debug 6F
TLS
Load config D
02da

0de2
Ddde

The pointer values used are encoded by calli

SetUnhandledExceptionFilter
GetCurrentProcess
IsProcessorFeaturePresent
InitializeSListHead
IsDebuggerPresent
GetStartuplnfol
RtlUnwindEx

RtIPcToFileHeader
—

ng the EncodePointer function. Pointers make it

possible to refer to further variables and objects within executed functions, in which case there
is no precise knowledge of the values and attributes referred to as they are encoded.

Info Hash 64
Lol 00000031fb809ed6
Disasm
Hash

9aa5eB43

ginalFirstTht neDateStan wwarderCha  Name FirstThunk Hasl

= O R e e e e e TR

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
~ IMAGE_OPTIOMAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
L) G
~ Resources 0541
Manifest 3
E
Exceptions i
Relocs 036b
05b0
05b2
03b3
05b1
01b4

Load config

In a concurrential context the files are read:
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SetlastError

EncodePointer
InitializeCriticalSectionAndSpinCount
TisAlloc

TlsGetValue

TlsSetValue

TisFree

FreeLibrarv
D —
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Info Hash 64
Hex
Disasm

00000031fb809ed6 9a3a5e843

A ginalFirstThi neDateStan wwarderCha  Name FirstThunk Hash

S [0 onerco 00000000 oousoo0 [ooetaeo 0022000 s | kmnELza |

Memory map
Entropy
Heuristic scan
IMAGE_DOS_HEADER
~ IMAGE_NT_HEADERS
IMAGE_FILE_HEADER
~ IMAGE_OPTIONAL_HEADER
IMAGE_DIRECTORY_ENTRIES
RICH Signature
Sections
o
~ Resources TlsFree
Manifest
Exceptions
Relocs LoadLibraryEx\W
ReadFile
CreateThread
ExitThread
FreelibraryAndExitThread
0280 GetModuleHandleExW
—

Freelibrary

Load config

Here are the details of the sections of the Portable Executable in question. The main section
appears to be .text, which contains the instructions directly executed by the CPU.

—

Info

Hex

Disasm

Hash

Strings

Signatures E 0000e44e 00022000 0000e600 00020200 00000000 00000000 40000040

Memory map ! 00002740 DDO1000  0DDDIOO0  0DO2FOOD  0DDDDOOD  0DDDDOOD <0000040

}T—t\z ::::c T 0000160 00034000 00002000 00030000 00000000 00000000 40000040
R

IMAGE_DOS_HEADER i 0000004 00036000 00000200 00032000 00000000 00000000 40000040

~ IMAGE_NT_HEADERS 0000010 00037000 00000200 00032200 00000000 00000000 40000040

IMAGE_FILE_HEADER 7 3¢ g 32 2)
~ IMAGE_OPTIONAL HEADER 0000070 00038000 00000200 00032400 00000000 DD0000DD 42000040

IMAGE_DIRECTORY_ENTRIES

RICH nat

Import
Resources
Manifest
Exceptions
Relocs

Load config

www.swascan.com | info@swascan.com




D& Strings

Offset ~
00021930
00021940
00021958
00021968
00021978
00021990
00021960
0002198
0002190
0002193
00021a18
00021230
00021248
00021a58
00021a68
00021280
00021298
00021ab0
00021ac8
00021ae0
00021008
00021b18
00021b28

Here the details of concurrential objects and resource

0000000L
00000013
0000000b
0000000L
00000012
0 e
00000012
00000010
00000011
0000001
00000013
00000017
0000000L
0000000
00000011
00000016
00000010
00000012
00000015
00000022
0000000L
0000000
00000008

P

=

o

- D UTF8 |:| Unicode D trings

String
bad address
bad file descriptor
bad message
broken pipe
connection aborted
connection already in progress
connection refused
connection reset
cross device link
destination address required
directory not empty
executable format error
file exists
file too large
filename too long
function not supported
host unreachable
identifier removed
illegal byte sequence
inappropriate io control operation
interrupted
invalid seek

io error

management, specifically

multithreading and semaphores. Semaphores objects allow the use of resources with exclusive

access, thus preventing simultaneous access by several processes to the same resource:
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D& Strings

Filter

Offset ~
0002178
0002138
0002198
00021fb8
00021fd0
00021fed

000218
00022010
00022028
00022040
00022060
00022078
00022090
000220a8
0002200
0002200
00022100
00022120
00022138
00022150
00022160
00022180
000221a0

B anst

T Type
0000000 A
00000006 A
00000016 A
00000013 A
0000000 A
00000010 A
00000012 A
00000015 A
00000012 A
0000001 A
00000014 A
00000014 A
00000011 A
00000013 A
00000018 A
0000001 A
00000019 A
00000013 A
00000013 A
0000000 A
0000001 A
0000001a A
0000001 A

-~ [ urre [ unicode

FlsGetValue

Fls5etValue
InitializeCriticalSectionEx
InitOnceExecuteOnce
CreateEventBxW
CreateSemaphoreW
CreateSemaphorebx\W
CreateThreadpoolTimer
SetThreadpoolTimer
WaitForThreadpoolTimerCallbacks
CloseThreadpoelTimer
CreateThreadpoolWait
SetThreadpoolWait
CloseThreadpoolWait
FlushProcessWriteBuffers
FreelibraryWhenCallbackReturns
GetCurrentProcessorNumber
CreateSymbolicLinkW
GetCurrentPackageld
GetTickCountbd
GetFilelnformationByHandleEx
SetFilelnformationByHandle

GetSvstemTimePreciseAsFileTime

String

Below is evidence of the directory iterator phase, the .BiBi extension appended to files made

inaccessible, the identification of booting settings CMD commands in order to disable the

Windows Automatic Repair module and the checking of possible OS booting failures. The CMD

commands in question are in reversed form (written backwards) in the extractable strings.

Instances of Restart Manager are also used to manage the status and termination of the

process, and shadow copies are removed in order not to allow files to be restored easily:
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DB Strings - O X

Filter
M cstrings 5

Offset - String
0002a8e0 0000001f directory_entry:symlink_status
00022908 00000026 directory_iterator:directory_iterator
00022930 0000001e directory_iterator:operator++
00022950 00000006 rename
00022958 00000015 invalid stoi argument
00022970 00000012 stoi argument out of range
0002a9d8 .BiBi
00022a18 00000031 lla/ telug/ swodahs  eteled nimdassv ¢ exe.dmc
0002aa50 00000021 eteled ypocwodahs cimw ¢ exe.dmc
00022a80 00000046 seruliafllaerongi ycilopsutatstoeb Jtluafed{ tes / tidedch ¢ / exe.dmc
0002zacd 00000034 on delbaneyrevocer Jtluafed{ tes/ tidedch ¢/ exe.dmc
0002ab00 100000008 Ci\Users
0002ab40 00000019 send attempt while closed
0002ab60 00000017 invalid string position
0002ab78 0000000F vector too long
0002ab88 00000011 dequ oo long
0002aba0 0000003 0123456729ABCDEFGHUKLMMNOPCQRSTUVWXYZabcdefghijklmnopgrstuvnegz
0002ac98 0000000d unknown error
0002acc0 0000000 Rstrtrgr.dil
0002acd0 0000000 RmStartSession
0002acel 00000013 RmRegisterResources
0002acfd 100000009 RmGetList
0002ad08 00000005 A RmShutdown

Through a text reversing process, we obtained the following commands executed:

Input

1la/ teluq/ swodahs eteled nimdassv ¢/ exe.dmc

eteled ypocwodahs cimw ¢/ exe.dmc

seruliafllaerongi ycilopsutatstoob }tluafed{ tes / tidedcb c / exe.dmc
lon delbaneyrevocer }tluafed{ tes/ tidedcb c/ exe.dmc

mBC 207 = 4

Output

cmd.exe /c bcdedit /set {default} recoveryenabled no

cmd.exe / ¢ bcdedit / set {default} bootstatuspolicy ignoreallfailures
cmd.exe /c wmic shadowcopy delete

cmd.exe fc  wvssadmin delete shadows /qulet /all
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Sections of the malware don't appear to possess packing peculiarities, so the threat actors did

not arrange for bytes confusing in order to make any static analysis of the artefact more

difficult. However, as we shall see later, some specific attributes of executed commands are in

a "text reversed” or encoded form.

D& Entropy
Type
PEG4
Total

6,19335

Offset
0000DO0DDDD0OD00D
0000000000000400
0000000000020200
(00000000000Zf000
0000000000030000
0000000000032000
0000000000032200
0000000000032400

Offset
00000000

0000DDODDOO00AD0
0000000000020600
000000000000600
0000000000001000
0000000000002000
0000000000000200
0000000000000200
0000000000000S00

Status

9 not packed

4.90028
2.77488
5.10368
1.98526
4,72050
540787

not packed
not packed
not packed
not packed
not packed
not packed
not packed

PE Header
Section(0)[ .text']
Section(1)[".rdata']
Section(2)['.data']
Section(3)[.pdata’]
Section(4)[_RDATA]
Section(3)[.rsrc']
Section(g)['.reloc']

Count

00 =

Name

r——— 7 T T T 7 T T T T [ T T T T [ T T T T

50,000
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Dynamic analysis and second malware

assessment

In the function sub_140005530, a new process is created with the booting modification CMD
commands (in text reversed form) as parameters:

sub_1468@5538 proc near

bInheritHandles= dword ptr -148h
dwCreationFlags= dword ptr -138h
lpEnvironment= qword ptr -138h
lpCurrentDirectory= qword ptr -128h
lpstartupInfo= qword ptr -128h
lpProcessInformation= gqword ptr -118h
var_llé= qword ptr -11éh

var_18@= qword ptr -188h

var_F8= gqword ptr -@Fsh

StartupInfo= _STARTUPINFOA ptr -@Féh
ProcessInformation= _PROCESS_INFORMATION ptr -88h
CommandLine= byte ptr -68h

var_18= qword ptr -18h

arg_@8= qword ptr 18h

mov [rsp-8+arg_@], rbx

push rbp

lea rbp, [rsp-6@h]

sub rsp, l1leéh

mov rax, cs:_ security_coockie
xor rax, rsp

mov [rbp+&@h+var_18], rax

¥or ebx, ebx

mov [rsp+16@h+var_F8], @Fh
lea rdx, allaTeiugSwodah ; “1la/ telug/ swodahs  eteled nimdassv
mov [rsp+l6@h+var 1181. rbx

100.00% |{-595,78) [({744,415) (00004958 |000000014000555B: sub 140005530+2B |(Synchronized with Hex View-1)

T
mov rax, csi_ security_cookie

xor rax, rsp

moy [rbp+&@h+var_1@], rax

xor ebx, ebx

moy [rsp+l6@h+var_F8], @Fh

lea rdx, alLlaTeiugSwodah ; "lla/ teluq/ swodahs  eteled nimdassv
moy [rsp+l6@h+var_118], rbx

lea rcx, [rsp+legh+var_11@] ; void *
maw [rsp+l6@h+var_188], rbx

lea réd, [rbx+31h] ; Size

call sub_l488085998

cmp [rsp+l6@h+var_F8], 1@h

lea rex, [rsp+l6eh+var_118]

maw rdx, [rsp+l6eh+var_1@a]

cmovnb  rex, [rspt+l6eh+var_118]

add rdx, rcx

lea rex, [rsp+lseh+var_116]

cmp [rsp+i6eh+var_F8], 1léh

cmovnb  rex, [rsp+lééh+var_116]

call __std_reverse_tri 1ly sw

cmp [rsp+l68h+var_|

lea rex, [rsp+legh+var_118]

lea rdx, [rbp+6@h+Commandline]
cmovnb  rcx, [rsp+leBh+var_118]

sub rdx, rocx

||l1 & o IT 1

100.00% |(—55,353) [(732,400) 0000435 |000000014000555B: sub 140005530+2B | (Synchronized with Hex WView-1)

We highlight the details of setting up the threads and execution attributes of the process itself:
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loc_14@8@855C1:

movzx  eax, byte ptr [rcx]

mov [rdwtrex], al

lea rex, [rex+l]

test al, al

jnz short loc_1488855C1

—
Y

il i =]
xorps xmm@, xmme
mov [rsp+16@h+StartupInfo.cb], 68h ; 'h’
lea rax, [rbp+6éh+ProcessInformation]
xor rad, rad 5 lpThreadAttributes
mov [rsp+l6@h+lpProcessInformation], rax ; lpProcessInformation
lea rdx, [rbp+6@h+CommandLine] ; lpCommandLine
lea rax, [rsp+le@h+StartupInfo]
xor réd, rad 3 lpProcessAttributes
mov [rsp+l6@h+lpStartupInfo], rax ; lpStartupInfo
xor ecx, ecx 3 lpApplicaticnName
mov [rsp+16@h+lpCurrentDirectory], rbx ; lpCurrentDirectory
mov [rsp+168h+1lpEnvironment], rbx ; lpEnvironment
movups xmmword ptr [rbp+&@h+StartupInfo.dwFillAttribute], xmm@
mov [rsp+l6@h+dwCreationFlags], seeeeelh ; dwCreationFlags
mov [rsp+16@h+bInheritHandles], ebx ; bInheritHandles
movups xmmword ptr [rsp+l6gh+StartupInfo.lpReserved], xmm@
mov [rbpt+e@h+startupInfo.wshowhindow], bx
movups xmmword ptr [rbp+6@h+sStartupInfo.lpTitle], xmme@

100.00% |(-95,843) [(788,413) |0000495E |000000014000555B: sub 140005530+2B |(Synchronized with Hex View-1)

cmp rax, Lewen
jb short loc_l4G6@8566A I
A J
rex, [rox-8] ; Block
rdx, 27h ; "'’

rax,
rax, FFsh
rax,
loc_l14@@@s9ED
P
loc_1468@566A:
call j_j_free _neinfo_nore
L ]
loc_14@@@566F: ; Size
mov réd, 21h ; !
mov [rsp+lceh+var_118], rbx
lea rdx, aEteledYpocwoda ; exe.dmc
mov [rsp+l6@h+var_lea], rbx

100.00% |(-13,1471) |(€5€,410) |0000455B [000000014000555B: sub_140005530+2E | (Synchronized with Hex View-1)

[ (e
loc_14@@@566F: ; Size
mov réd, 21h ; !
mov [rsp+l6@h+var_118], rbx
lea rdx, aEteledYpocwoda ; mw ¢/ exe.dmc
mov [rsp+l6@h+var_188], rbx
lea rcx, [rsp+le@htvar_118] ; void *
mov [rsp+l6@h+var_F8], @Fh
call sub_l48886998
cmp [rsp+l6@h+var_F8], 1eh
lea rcx, [rsptleéh+var_11@]
mov rdx, [rsp+l6eh+var_18a]
cmovnb  rex, [rsp+l6@h+var_118]
add rdx, rcx
lea rcx, [rsp+leghtvar_11@]
cmp [rsp+l6@h+var_F8], 1eh
cmovnb  rex, [rsptleéh+var_11@]
call std_reverse_triv ly_swap
cmp
lea rcx, [rsptleéh+var_11@]
lea rdx, [rbp+6@h+CommandLine]
cmovnb  rex, [rsp+l6@h+var_118]
sub rdx, rcx

FIFE] L* i

100.00% [{-13,178¢€) |(€52,415) |[0000495B |000000014000555B: sub_140005530+2B | (Synchronized with Hex View-1)
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Finally, the function CreateProcessA is called to create the process in question for executing

the above-mentioned commands:

movups
movups
movups

[call cs:CreateP
mov rdx, [rsp+le@h+var_F3]
cmp rdx, 1@h
jb short loc_14@88573E

xmmword ptr [rbp+6@h+startupInfo.lpTitle], xmme
xmmword ptr [rbp+é@h+StartupInfo.dwXSize], xmm@®
xmmword ptr [rbpt+é@h+StartupInfo.lpReserved2], xmm@
gah+StartupInfo.hStdOutput], xmmé

100.00% |(-13,2617)

rdx

rcx, [rspt+l6gh+var_118]

rax, rcx
rdx, 1888h
short loc_l148885739

loc_l4@@@573E: ; Size
mov réd, 46h ; 'F'

mov [rsp+l6@h+var_11@], rbx
lea rdx, aSeruliafllaero ;
moy [rsp+l6@h+var_18@], rbx
lea rox, [rsp+lé@h+var_11@]
mov [rspt+l6@h+var_F8], @Fh
call sub_ 148686998

cmp [rsp+l6@h+var_F8], 1éh
lea rox, [rsp+lé@h+var_11@]
mov rdx, [rsp+le@h+var_1@e]
cmovnb  rex, [rsp+l68h+var_118]
add rdx, rcx

lea rex, [rsp+lééhtvar_116]
cmp [rsp+l6@h+var _F8], 1léh
cmovnb  rex, [rsp+l6@htvar_11@]
call __std_rev trivially
cmp [rsp+l6@h+va

lea rox, [rsp+lé@h+var_11@]
lea rdx, [rbp+6@h+CommandlLine]
cmovnb  rex, [rsp+l68h+var_11@]
sub rdx, rcx

nop

"seruliafllaerongi ycilopsutatstoob }tlu"...

A 4
mov rcx, [rex-8] ; Block
add rdx, 27h ; ""°'
sub rax, rcx
add rax, @FFFFFFFFFFFFFFF8h
cmp rax, 1Fh
ja loc_14@@859F3

{722,4132) |0000455B (000000014000555B: sub 1400055204+2B |(Synchronized with Hex View-1)

; void *

100.00% [(-5,3182)

FEE L* I

{705,376) |0000435E [000000014000555B: sub 140005530+2B | (Synchronized with Hex View-1)
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e

XOrps  Xmm@, xmm@

mowv [rsp+16@h+5tartupInfo.ch], 68h ; "h'

lea rax, [rbp+6@h+ProcessInformation]

xor rod, rod ; lpThreadAttributes

mowv [rsp+168h+lpProcessInformation], rax ; lpProcessInformation

lea rdx, [rbp+6@h+CommandLine] ; lpCommandlLine

lea rax, [rsp+168h+StartupInfo]

xor r8d, rad ; lpProcessAttributes

mowv [rsp+168h+1pstartupInfo], rax ; lpStartupInfo

xor ecx, ecx ; lpApplicationName

mow [rsp+168h+lpCurrentDirectory], rbx ; lpCurrentDirectory

mov [rsp+168h+1lpEnvirenment], rbx ; lpEnvironment

movups xmmword ptr [rbp+6@h+StartupInfo.dwFillAttribute], xmme@

mov [rsp+l68h+dwCreationFlags], 8@@eeelh ; dwCreationFlags

mov [rsp+168h+bInheritHandles], ebx ; bInheritHandles

movups xmmword ptr [rsp+lé@h+StartupInfo.lpReserved], xmm@

mov [rbp+6@h+StartupInfo.wShowkindow], bx

movups xmmword ptr [rbp+6eh+StartupInfo.lpTitle], xmm@

movups xmmword ptr [rbp+6Bh+StartupInfo.dwXSize], xmm@

movups xmmword ptr [rbp+eeh+startupInfo.lpReserved2], xmm@
h+startupInfo.hstdOutput], xmm@

jb short loc_14@@@58AE

100.00% [{-€,373

L ]

8)

(€8%,411) |0000495B |000000014000555B: sub 140005530+2B | (Synchronized with Hex View-1)

Yy

I

loc_l4@e
mov
mov
lea
mov
lea
mov
call
cmp
lea
mov
cmovnb
add
lea
cmp
cmovnb
call
cmp
lea
lea
cmovnb
sub
nop

B58AE: Size
réd, 34h ;
[rsp+l6@h+var_118], rbx
rdx, aOnDelbaneyrevo ;
[rsp+l6@h+var_18@], rbx
rcx, [rsp+lé@h+var_118] ; void *
[rsp+1l6@h+var_F8], @Fh
sub_l4@@886998
[rsp+l6@h+var_F38], 1éh
rcx, [rsp+lé@h+var_118]
rdx, [rsp+l6@h+var_188]
rcx, [rsp+lé@h+var_118]
rdx, rcx

rcx, [rsp+lé@h+var_118]
[rsp+l6@h+var_F38], 1éh
rcx, [rsp+lé@h+var_118]

“on delbaney

[rspt+l6@h+var_
rcx, [rsp+lé@h+var_118]
rdx, [rbp+6@h+CommandLine]
rcx, [rsp+lé@h+var_118]
rdx, rcx

100.00% |{17,4531)
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{805,398) (00004558 |000000014000555B: sub 140005530+2B |(Synchronized with Hex View-1)



movups
mov
mov
movups
mov
movups
movups
movups

Xmm@, xmme
[rsp+l6@h+StartupInfo.cb], 68h ;
rax, [rbp+6@h+ProcessInformation]
rod, rod 3 lpThreadAttributes
[rsp+l6@h+lpProcessInformation], rax ; lpProcessInformation
rdx, [rbp+6@h+CommandLine] ; lpCommandLine

rax, [rspt+l6@h+StartupInfo]

h

réd, rad ; lpProcessAttributes
[rsp+l6@h+lpStartupInfo], rax ; lpStartupInfo
ecx, ecx ; lpApplicaticnName

[rsp+l6@h+lpCurrentDirectory], rbx ; lpCurrentDirectory
[rsp+l6@h+lpEnvironment], rbx ; lpEnvironment

xmmword ptr [rbp+6@h+StartupInfo.dwFillAttribute], xmm@
[rsp+l6@h+dwCreationFlags], seee@elh ; dwCreationFlags
[rsp+16@h+bInheritHandles], ebx ; bInheritHandles
xmmword ptr [rsp+l6@h+5StartupInfo.lpReserved], xmm@
[rbp+6@h+startupInfo.wShowlindow], bx

xmmword ptr [rbp+6@h+StartupInfo.lpTitle], xmm@

xmmword ptr [rbp+6@h+StartupInfo.dwXSize], xmm@

xmmword ptr [rbp+6@h+StartupInfo.lpReserved2], xmm@

&

call

depie Lobongih+StartupInfo. hstdoutput], xmm@
cs:CreateProce

mov
cmp
jb

rdx, [rsp+l68h+var_F3]
rdx, 18h
short loc_148@859CA

100.00% |{1&,5151)

A

{734,403) |0000495E (000000014000555B: sub_140005520+2B | (Synchronized with Hex View-1)

Files and data are taken from the root folder C:\\Users

il (5=

loc_14@8@8@5B75:

lea rax, aClsers 3 "Ci\\Users’

mow [rsp+ll@h+var_E@. Hnd], rax

mow qword ptr [rsp+ll@h+var_E@._Id], 3
call std_fs_code_page

movaps ;Ema,_xmmword_ptr [rsp+l1@h+var_E@._Hnd]
movdga xmmword ptr [rsp+ll@h+var_E@._Hnd], xmme@

lea r3, [rsp+ll@h+var_E@]

mow edx, eax

lea rcx, [rbp+57h+lpRootPathName] ; Src

call sub_1468813E6

nop

mov edi, 7

mow rdx, [rbp+57h+lpWideCharStr+8]

cmp rdx, [rbp+57h+var_AR]

jz short loc_148885BEA

A 4 h J
mow [rdx], ris
mow [rdx+1@h], rils loc_1488@5BEA:
mov [rdx+18h], rils lea r8, [rbp+57h+lpRootPathName]
movups xmm@, xmmword ptr [rbp+57h+lpRootPathName]} |lea rcx, [rbp+57h+lpWideCharstr]
movups xmmword ptr [rdx], xmm@ call sub_l1460@71F@
movups xmml, [rbp+57h+var_88] mov rax, gword ptr [rbp+57h+var_88+8]

100.00% [{2337,764)

(808,310) |00004F28 0000000140005B28: main+l2d |(Synchronized with Hex View-1)
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v

vy
bl i =
add rdx, 27h ; "'
mowv rox, [rox-8] ; Block loc_l4e@@5C37
sub rax, rcx call cs:GetlogicalDrives
add rax, BFFFFFFFFFFFFFFF8h mow dword ptr [rbp+57h+var 78], eax
cmp rax, 1Fh mow ebx, 1lah
ja loc_140@@684AF |
v vy
bl s =] FEE
loc_14@80060AF: loc_1488@5C45:
call _invalid_parameter_nocinfo_noreturn cmp ebx, 2
jz loc_14@@85DB6
Y

I

lea rax, [rbp+57h+var_78]

bt [rax], ebx

inb loc_14@@85DEG

A J
= _zr= 1

100.00% |(2102,1547) |(800,310) |(00004F28 |0000000140005B28: main+l28 |(Synchronized with Hex View-1)

Next, the various types of system disks are enumerated and classified:

N |

gqword ptr [rbp+57h+var_88], ri3

byte ptr [rbp+57h+lpRooctPathName], al

byte ptr [rbp+57h+lpRootPathName+1], @

réd, 2

rdx, asc_l4882C18C ;

rex, [rbp+57h+lpRootPathName] ; Src
sub_14@886AF2

rcx, [rbp+57h+lpRoctPathName]

gword ptr [rbp+57h+var_88+8], 1eh

rcx, [rbp+57h+lpRoctPathiame] ; lpRootPathName
cs:GetDriveTyped

ecx, [rax-2]

ecx, BFF 1
loc_148@85D7B

100.00% |(20598,2418) |(808,315) |00004F28 |0000000140005B28: main+tl2s |(Synchronized with Hex View-1)
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cmp eax, 7
jz loc_1408@5078

v

rax, [rbp+57h+lpRootPathName]
gqword ptr [rbp+57h+var_88+8], 18h
rax, [rbp+57h+lpRootPathName]

mov [rsp+ll@h+var E@. Hndl. rax




.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
.rdata:
02ZEEFE (000000014
i

word_14882FCE@

o o]

word_14@882FCF4
BeEEREE14802!
word_14882FDe4

word_14882FD14
6 word_14882FD26

% word_14882FD3A

5 word_14882FD43
5 word_14882FDS3

. word_14862FD6A

akernel32D11

DR OO 0000000000000 000
[~ R~ R~ R R i~ R )
DR OO0 06000000050 065
[~ R~ R~ i~ s s i R
el e S e N I e i i S L L L i S I L =
[ R~ B o B R~ R R O O o~ o o o i I i )
oo 0000000000000 00

word 14682FDEE

b=l

o)

oo

Attributes and parameters are collected

.rdata:000000014002FCFE | (Synchronized with Hex View-1)

dw 271h ;
db 'GetLogicalDrives',@
align 4

dw 238h

db ‘GetDriveTypeA®,@

dw 268h :
db 'GetlLastError',®
align 4

dw BE3h ;
db 'CreateProce a8
align 2

dw 59Eh ;
db 'TerminateProcess’',@
align 2

dw 412h

db 'OpenProcess’,@

dw 3C8h ;
db 'LeadlLibraryA’,®
align &

dw 2B8h

db 'GetProcAddress',@
align 2

dw 221h E
db 'GetCurrentProcessId’
db 'KERNEL32.d11',@ i
align 2

dw 89h

ssh’,

WATA XREF: .rdata:fs0080:

to proceed with the infection chain phase, such as the

number of threads, CPU cores, path and execution statistics:

& =

M

lea rdx, [rbp+57h+5Src] ; Src
_148665DC4: i 14 64bit runtime mov rex, rbx ; lpwideCharstr
inknown_libnam call sub_l48085898
rod, eax lea rdx, [rbp+57h+Src]
rcx, [rbp+57h+lpwidecharstr+3] cmp qword ptr [rbp+57h+var_Ce+8], 1éh
rex, [rbp+57h+lpWideCharstr] cmovnb  rdx, qwerd ptr [rbp+57h+Src]
rex, 5 lea rcx, aPaths "[+] Path: ¥s\n"
eax, eax call sub_l4aseelese
edx, edx mov rdx, gword ptr [rbp+57h+var_C@+8]
rex cmp rdx, 18h
eax, 1 jb short loc_l48885B6F
71 eax, rl3d
rldd, [rax+rax*2]
réd, rilad
edx, rod
rcx, aCpuCoresDThrea ; "[+] CPU cores: #d, Threads: ¥d\n"
L sub_l4ae81838
[rbp+57h+var_73], 1388h
rex, [rbp+57h+tvar_78]
L sub_14a887858
ecx, 8 ; Size
L PP2MYAPEAX_KEZ ; operater new(unsigned _ inte4)
rex, sub_ 148885538
[rax], rex
qword ptr [rbpt+57h+var_42], rax
rex, [rbp+57h+var_Se48]
100.00% [(18€0,4714) |(803,312) |00004F28 |0000000140005B28: main+l23 |(Synchronized with Hex View-1)
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+] Stats: Jed | Sed
+] Path: %as

[+] CPU cores: %d, Threads: %d




We have evidence of Restart Management with the attributes of CurrentProcessID:

MOVUpS [ FSpFLAFBRFvar_55], xmmg
movups [rsp+lAFSh+var_ 48], xmm@

call cs:loadlibra
mowv rbx, rax
test rax, rax
jz loc_140009088

L]

mowv rdi, rax
test rax, rax
jz loc_140609688
L J

lea rdx, aRmregisterresoc ; "RmRegisterResourc

mov rcx, rbx ; hModule

call cs:GetProcAddress

mov rsi, rax

test rax, rax

iz loc_140009088

L]
== 1

100.00% |{-158,702) |(803,310) |0000&31E |[0000000140008F1E: sub_140008EAO+TE |(Synchronized with Hex View-1)

L J

lea rdx, aRmgetlist ; "RmGet
mowv rex, rbx 3 hModule

call cs:GetProcAddress
mov rl4, rax

test rax, rax

jz loc_140009083

FIFE]

lea rdx, aRmshutdown ; "REmShutdown
mowv rex, rbx 3 hModule
call L
mov
test rax, rax
jz loc_140009088
h 4
il =
lea rdx, aRmendsession ; "RmEndSess
mowv rex, rbx ; hModule
call cs:GetProcAddress
mov rl5, rax
test rax, rax
100.00% |(-104,1085) |(732,410) |0000231E [0000000140008F1E: sub_l40008EAC+TE |(Synchronized with Hex View-1
1mulL rdi, rax, 24in
mov esi, [rsptrdit+lAF8h+dwProcessId]
call cs:GetCurrentProcessId
cmp esi, eax
jz short loc_1488@9872
A J
(il i =
cmp [rsp+rdi+laFsh+var_188C], 3Esh
jz short loc_148889872
h i
xor edix, edx ; bInheritHandle
mov rad, esi ; dwProcessId
lea ecx, [rdx+l] ; dwDesiredAccess
call cs:0penProcess
test rax, rax
jz short loc 148889883
L ]
edx, edx ; uExitCode
rox, rax ; hProcess
cs:TerminateProcess
eax, eax

100.00% [(128,22€2) |{7282,412) |0000231E [0000000140008F1E: sub 140008ERO+TE |(Synchronized with Hex View-1)
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At the following addresses in the .rdata section identifiable by 0000000714002FE48, the file

looping  functions  getting, for

example

FindNextFileW,

FindFirstFileExW  and

GetFileInformationByHandleEx. The latter allows details of specific files to be obtained within

an iterative phase:

. word_14882FE3A

[

& word_l4@@2FE46

[

[ R
[
(SR
[
[
(SR
[
i B B N S L
[ R

. word_14882FESA

e le e le el el

(=R

. word_14882FEGA

(==
[

[

32 word_14@82FES2

]

word_148082FES2

B
[

word_14@82FEAS

[

word_14882FEBC

el B N L L S L R i S S L N N S
[ IR R R R R

word_14882FECE

word_14882FEDC

[ R R R R

RO ORI ORI ED DD
SRR DEE HE
DO 000550005500 606 60

=1

0002E85C
'

'CreateFilel',d
17Eh
'FindClose’,@
184h

db
align 2

dw 195h

db 'FindNextFileW',®
dw 24Ch

db 'GetFileAttributesExid’

align 2
dw 528h
db 'SetEndOfFile’,@
align 2
dw 52Dh

db 'SetFileAttributeswW’,

align 8
dw 533h

'FindFirstFileExW',8

db 'SetFilePointerEx’,8

align 4

dw 23h

db 'AreFileApisANSI',e
dw 3EFh

db "MoveFileExW',®

dw 252h

db
align 4

-rdata:000000014002FESC | (Synchronized with Hex

'GetFileInformationBy

DATA XREF: .rdata:@@@eeeel4p02rAGE
DATA XREF: .rdata:@@eeeeelipo2rAcs
DATA XREF
; DATA XREF: .rdata:@@@@@@014002FA7E
.8
DATA XREF
; DATA XREF: .rdata:@00000014002FASS
8
DATA XREF: .rdata:@@eeeeel4pe2rice
DATA XREF
DATA XREF: .rdata:@@@eeeel4992FALE

HandleE

View-1}

Further details within the .rdata section concerning performance counter querying, obtaining

local timestamps for environment execution awareness are given below.

.rdata:
word_14882FF12

=
-]
[~
[~ )

5 word_14@@2FF23
: BRERER
word_14882FF42

word_14882FFSE

word_148682FF72

word_14882FF8C

word_14862FFAG

word_148682FFBE

word_148682FFD6

word_148082FFF4

word_148683868E

BN BE- N RN NN BE-BE-NE- RN NC NN )
[~ R~ R R R B i~ R R R R R~ B i~ i R

6 word_l48838026

[ R R R R R R R - o R

[ e v R R R I R R R R o
[ R R R R R R R o
[ R R R o B R B R o
= R R R R R
R R R R R R R R
[ R R R B R R R R
HEEDDH0 0000050000060 55 D0

001400

(R

4 000

000ZES
o

www.swascan.com | info@swascan.com

db 'MultiByteToWideChar',@

dw 611h ; D

db 'WideCharToMultiByte',8

dw 452h ; D&

db 'QueryPerformanceCounter

dw 453h 3 D

db 'QueryPerformanceFrequenc

dw 37@h ; DA

db 'InitializeSRWLock',@

dw 4B8h ; DATA XREF:
db 'ReleaseSRWlLockExclusive’,8

dw 2 ; a XR
db 'AcquireSRWlLockExclusive’

dw 138h ;

db 'EnterCriticalSection’,®

align 2

dw 3C4h ; DATA XREF
db 'LeaveCriticalSection’,®

align 2

dw 36Ch Hl XREF:
db 'InitializeCriticalSectio ',e
dw 5B%h ; REF:
db 'TryEnterCriticalSecti

dw 114h ; D

db 'DeleteCriticalSecticn’

dw 2F3h ;

db 'GetSystemTimelAsFileTime',8

-rdata:000000014002FF2L | (Synchronized with Hex View-1)




=]

B ooo@m o

[ ]
o ® &
[
[
[
& ® &
M [N

990999914892F FF&

@

D000 0000000000000 000
R R R R R

=
Wh & m & m

[

00O D00 oW Ul UL B R R

word_14882FFD6
word_14882FFF4
word_14@883888E

word_14@8838826

align 2

dw 36Ch :
db 'InitializeCr 1f1calSecflcn X'y,
dw 5B9h
db 'TryEnterCrltlcalSectlon
dw 114h ;
db 'DeleteCr 1+1calSecP10n
dw _2F3h

db _"GetSystemTimeA

word_1466830840

word_148838854

word_146830868

word_148030882

word_14@838896

word_148838862

word_14@838e00

dw 281h ;
db 'GetModuleHandleW',@
align 4
dw 4D5h ;
db 'RtlCaptureContext’,@
dw 4DCh :
db 'RtlLookupFunctionEn
align 2

dw 4E3h ; D&
db 'RtlvirtualUnwind',@
align 2

dw 5Ceh ;
db 'UnhandledExceptionFilter
align 2
dw 57Fh
db 'SetUnhandledE xcep*lcn 1l+e’
dw 228h ;
db 'GetCurrentProcess",®

rdata:

QJ002ESFe (0 -rdata:000000014002FFF€ |{Synchronized with Hex View-1)

al S

Here are further references to the IsDebuggerPresent and EncodePointer functions:
.rdata:e000800140030098 db 'UnhandledExceptionFilter”,®
.rdata:eeoeesea140030081 align 2
.rdata:eeeeeee140030062 word_1480300B2 dw S7Fh : rdata:0ee68001400;
rdata:2e00000140030064 db 'SetUnhandledE xcepflcn-
rdata:eeeeeea148030608 word_ 1400366808 dw 228h :
rdata: 8000600118036002 db 'GetCurrentProcess',®
rdata:@e000001400300E4 word_14863@0E4 dw 33Ch : rdata: 0eeeeee1400:
rdata:#0000001400300E6 db 'IsProcessorFeaturePr e:en* ,@
.rdata:0e08800140030188 word_148030180 dw 36Fh ; DATA XREF: .rdata:@eeeeesl4e0:
.rdata:f00080081488301082 db 'InitializeSListHead',®@
.rdata:eepespalinas 6 word_148628116 dw 385h ; DATA XREF: .rdata:eeeepesliee:
.rdata:eeoeseal40030118 db 'IsDebuggerPresent’,@
rdata:E0860014003 A word_148628124 dw 2DAh 3 DATA XREF
rdata:eeee000814263012C db 'GetStartupInfow’,e
rdata: 068680014083 C word_14883813C dw 4E2h ; DATA XREF
rdata:@eeape014683 E db 'RtlUnwindEx',@
rdata: 00000014003 Y word_14883@14A dw 4DEh ; DATA XREF: .rdata:@ee20201480:
rdata:#Aeeea8814603 db '"RtlPcToFileHeader',®
.rdata:eeeeaeal4083 E word_14883815E dw 468h ; DATA XREF: .rdata:@eceeealics:
.rdata:0e08000140030168 db 'RaiseException’,@
.rdata:eepespalinas F align 1€h
.rdata:eepespalinas 2 word_l4ee3e17e dw 541h ; DATA XREF: .rdata:eeeepesliee:
.rdata: 628088014803 2 db 'setLastError’,®
.rdata:eeseeealiea3 align 2@h
.rdata:eesespalinas word_148038188 dw 134h ; DATA XREF rdata: @eeee801400:
.rdata: #60080811863 db 'EncodePointer',8
.rdata:eeeeepalianzal word 148038198 dw 36Bh ; DATA XREF
00000001400300D0: _rdata:word 140030000 |(Synchronized with Hex View-1)

O002ERDO
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The executable was compiled on 21 October 2023:

property value

md3 E26BBAQO30AF14EFI6BERGO3TE791D32C

shal 24F6785CAZES2D1D1D61FACB01DSETS3F80445CF

sha2s6 401 7ESIVCD244B2F 5281 30CAEBFAQEFF5351 FDB401EADT2FEECDDAGTATATETY

first-bytes-hex 4D 54 9000 03 00 00 00 04 00 00 00 FF FF 00 00 B& 00 00 00 00 D0 00 00 40 00 00 00 00 00 00 00 OO
first-bytes-text R 1

file-size 207872 (bytes)

entropy 6.193

imphash 7330438F1FA3FBACATEISETSDT73I95E40

signature

entry-point 4383 EC28EBOF 0600004883 CA428ES72FEFFFFCC CC 4883 EC 284D 8B 41384388 CA 4988
file-version

description

file-type executable

cpu 64-bit

subsystem coensole

compiler-stamp
debugger-stamp
resources-stamp
import-stamp
exports-stamp
version-stamp
certificate-stamp

external function calling:

117:24:47 202
202
202

17:24:41

The most interesting indicators inherent in the sample refer mostly to file management,
environment and hardware information discovery, services management and execution, and
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indicator (37)

The file references string(s)

The count of libraries is suspicious
The file imports symbol(s)

The file contains a blacklist section

The time-stamp of the compiler is suspicious

The time-stamp of a directory is suspicious

The file checksum is invalid

The file references a group of API
The file references a group of AP
The file references a group of AP
The file references a group of AP
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of API
The file references a group of hint
The file references a group of hint
The file references a group of hint
The file references a group of hint
The file references a group of hint

(@swascan.com

detail

type: blacklist, count: 36
count: 1

type: blacklist, count: 21
section: _RDATA

year: 2023

directory: debug, stamp: Sat Oct 271 17:24:47 2023

checksum: (00000000

type: synchronization, count: 38
type: execution, count: 628

type: file, count: 38

type: reckoning, count: 14

type: services, count: 13

type: storage, count: 4

type: diagnostic, count: 10
type: dynamic-library, count: 16
type: memory, count: 16

type: exception, count: 8

type: consele, count: 12

type: file, count: 8

type: format-string, count: 2
type: utility, count: 1

type: rtti, count: 22

type: function, count: 1

level

-

[ T X R TN R P R W R W B R R R R R B e R
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Additional attributes regarding the Portable Executable are listed here, including the file
signature:

property value detail

compiler-stamp Sat Oct 21 17:24:41 2023
size-of-optional-header 240 bytes

signature PEOD

machine Amdb4

sections 7

pointer-symbol-table

number-of-symbols

processor-32bit

systemn-image

executable true
dynamic-link-library

debug-stripped

line-stripped-from-file

local-symbols-stripped-from-file

relocation-stripped

large-address-aware true
Uniprocessor

bytes-of-machine-words-reversed-Low
bytes-of-machine-words-reversed-Hi

media-run-from-swap

network-run-from-swap

In the sections of the artifact, the entropy coefficient values and the entrypoint (the initial
address of execution) of the .text section (CPU instructions) at address Ox0000AB10 are shown:
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property

name

md3

entropy

file-ratio (9%.31%)
raw-address
raw-size (206848 bytes)
virtual-address
virtual-size (211262 bytes)
entry-point
characteristics
writable
executable
shareable
discardable
initialized-data
uninitialized-data
unreadable
self-modifying
virtualized

file

value

pdata
E369B76CTE1BFBAFFT5A595..,

value

et
470B6FG13CTHTFBTIFFEIFEA. .,

6.445

63.79 %

Os00000400

000020600 (132608 bytes)
Oec0000000040001 000
OxD002040C (132108 bytes)
0x0000ABE10

OneG0000020

X

value

_RDATA

910D0A3SCA00ABCCDTD3S. .,

value

rdata

FC9155951 DO9ES1 FAABBIAE. .,
4.900

28.33 %

Ox00020400

(D0D0EGDD (58880 bytes)
0x0000000040022000
(reD0DOE4SE (58446 bytes)

(x40000040

value

JEMC

2D5EB1EVIE9BTVF53C38CT25..,

value

.data
FAD23548DD21FE1F2911F50..,
2775

197 %

OneD002FO00

000001000 (4096 bytes)
OeD000000040031000
0x00002700 (10192 bytes)

D COD000A0

®

value

reloc
CC5B904DECADTA980130772..,

5,104

3.94 %

Os00030000

Oxc00002000 (8192 bytes)
Oxc0000000040034000
OscD0OOTERD (7776 bytes)

Dec40000040

1.982

0.25 %

000032000
000000200 (512 bytes)
(x0000000040036000
0x000000F4 (244 bytes)

(40000040

4718

0.25 %

0x00032200
0x00000200 (512 bytes)
0x0000000040037000
0x000001EQ (480 bytes)

040000040

5407

0.99 %

0x00032400

0x00000800 (2048 bytes)
0x0000000040038000
0x000007TEQ (2016 bytes)

042000040

There are several functions that can be classified as attentionable: CreateProcessA,
OpenProcess, SwitchToThread, GetCurrentThreadld, GetNativeSysteminfo, FindFirstFileExW,
FindNextFileW, MoveFileExW and SetFileAttributesW.

www.swascan.com | info@swascan.com



functions (99)
CreateProcessf
TerminateProcess
OpenProcess
GetCurrentProcessid
SwitchToThread
GetCurrentThreadld
GetMativeSystem|nfo
EindFirstFileExW
EindMextFileW
SetFileAttributes\W

MoveFileExV

i
W

GetFilelnformationByHandleEx

CQueryPeformanceFrequency

Rtll cokupFunctionEntry
RtIPcToFileHeader

RaiseException
FreelibraryAndExitThread

GetModuleHandleEx\W
WriteFile
GetEnvironmentString s

SetEnvironmentVariableW

blacklist (21)

HoX o®M X X oM oxX oM X X X X ¥ X X X ¥ xX x xX x

type (1) ordinal (0]

appended to the .BiBi files.

Wrn

Here are some strings of information and attributes gathering, as well as the extension

+] State: %ed | %d

+] Path: %=

[+]1 CPU cores: %d, Threads: %d
d|.H

Rstrtrngr.dll

KERMEL32.dlI

kernel32.dll

mscoree,dll
EXE

dll

This program cannot be run in DOS mode.

library (1)

oBYwo

oRich

0123456788ABCDEFGHIELMMNOPORSTUVWXY Zabedefghijklmnopgrstuvnengz

\rn

\rn

Wrn

(]

Wrn
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The debugger timestamp is also dated 21 October 2023:

property value

mds 7ADOB3ES2BDCOS24CC523484FDATI7T2

shal 107DE9360ESBED11496BA77ED21 CBCAADIYOBEAD

sha2s6 302217B570ACTOABBD2D75279DA78D731FFO2BD211514B77AOEDSFB2CTEFE44D
size 963 (bytes)

format PGO

0x65346BCY (Sat Oct 21 17:24:41 2023)

path

Note the following evidence related to the PE assessment phase and the included sections,
including VirtualSizes (the size of the sections as they are mapped in memory):

ﬁ Stud_PE editing : "40417e337cd244b2f9281 50caebfaleff335... — >
File Edit Tools Help

chuzershieuzersdeskiophnew folderth4041 72837 cd2 440219281 S0zackialeff5551 fdba01 ealy 2i6e

¥ Headers ]'!- Doz ] o Sections ] i Functions ] Rz Fesources ] ¥ Signature ] HFa|»

HEADERS (Coff+0Optional) DATA DIRECTORY
00004610 e ____See an

_ Import Table || 0002F9594 | 00000028 | O002E334
00009F10  EntryPoint (raw)

[0000000140000000 ImageBase Export Table|| 00000000 | 00000000 | 00000000

00033000 Size of Image DataDir: |IMAGE_DIR_ENTRY_RESOURCE )

00001000 Sections Alignment
GoHex|| ++ || 00037000 | DDOOOTED | 00032200
10000200 File Alignment

ooy Mumber of sections

0022  Characteristics] Basic HEADERS tree view in hexeditar| | SAVE to file |
Yizit Stud PE Forum | Test'it | Rva<=>Faw| File Compare | | OK |
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ﬁ Stud_PE editing : "40417e337cd244b2f9281 50caebfaleff335... — >
File Edit Toels Help

|z susershieusersdesktopinew folderh4041 7937 cd244b2f9281 S0casfia0eiS551 fdbd01 eal7 216

% Headers | ® Doz B Sections I . Functions | Fs Fesources | ¥ Signature | HF4 I »

Reference is made to the import of several main functions of drive enumeration, performance
counter information gathering and file pointing:

m Stud_PE editing : "40417e037cd 244b 2328150 caebfaleff3535.. — >
File Edit Tocls Help

e huzershieuseridesktopinew foldert 404172337 cd244h2f3281 BlcasEfaleffS551 fdbd 01 eal7? 2fGe

% Headers I % Doz I o Section: ™ Functions | Re Fesources | 8 Signature I R F4 I 4

“Imported Functions E=ported Functions

HQuemPerfarmanceCounter ard: 17106

<
¥ Showimp ¢ OriginalFirstThunk @ FirstThunk Show Exp W
Mizit Stud PE Forum < Flews Here | Test' it " Ruwac=:Raw " File I:::-mpare| | oK |
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m Stud_PE editing : "40417e937cd244b2f928150 caebfaleff3535.. — X
File Edit Tocls Help

o husershieusersdeskopinew folders4041 72837 cd244b2f9281 S0caeffaleS551 fdbd 01 eal7 2f6e

® Headers | ® Doz | o Sections ™ Fumchions | B Resources | @ Signature | HF 4 I »

“Impoarted Functions Exported Functions

SetFileFPointerEx ord:

£
¥ Showlmp  © OriginalFirstThurk  © FirstThunk Show Exp v
Wigit Stud PE Forum < Mews Here | Test'it " Rwa<=xFam " File I:::-mpare| I (] I
ﬁ Stud_PE editing : "40417e037cd244b2f328150caebfaleff335... — it

File Edit Tools Help

[zhusershieuseridesktophnew folderi 404172337 cd244b2f9281 S0caeBfa0ef5551 fdbd 01 2al7 265

% Headers | % Doz | o Section: ™ Functionz | Re Fesources | ¥ Signature | R FA I I
~lmported Functions Ewported Functions

Getlogicallnves

£
W Showlmp " OriginalFirstThurk & FirstThunk Show Exp W
Wigit Shud PE Forurn < - FMews Here | Test'it || Hva<=>Haw|| File Eu:umpare| | 0K |

In the .text section, the use of the OR operator can be seen with the attribute QWORD PTR
[RIP + 0x263A7]. The logical OR operation is performed with the hexadecimal element

OxFFFFFFFFFFFFFFFF, which represents a read access violation error.
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"ﬂ PE-bear v0.5.5.3 [C\Users\|EUser Desktop\New folder\d0417e937cd244b 29281 50caetfaleff3351fdba0 ealT2foecddabTara7e1 7.exe]

File Settings View Compare Info
v [ 40417e937cd244b2f928150cae... X g o on 0 g2
DOS Header g
IDOSStLIh 01 2 3 45 6 7 8 %9 A BCTUDETF
W MT Headers SFOF 50 48 83 EC 2Z8 E8 5F 0¢ 00 00 48 33 C4 28 E5 72
Signature 9F1F FE FF FF CC CC 48 23 EC 22 4D BB 41 38 48 8B CA
File Header 9F2F 45 8B D1 Eg 0D 00 00 00 B2 01 00 00 00 48 83 C4
OptlnnaIHeader 9F3F 28 C3 CC CC CC 40 53 45 5B 18 48 3B D& 41 83 E3
Section Headers 9F4F F8 4C 3B C9 41 Fe 00 04 4C 3B D1 74 13 41 8B 40
v Sections 9F5F 08 4D €3 50 04 F7 D8 4C 03 DL 4B €3 C8 4C 23 D1
v % et 9F6F 45 €3 C3 4R 2B 14 10 48 SB 43 10 8B 48 08 48 2B
= EP = 9F10 9F7F 43 08 F6 44 01 03 OF 74 0B OF B 44 01 03 83 =0
ﬁ :: Disasm: tet  General  DOSHdr  RichHdr  FileHdr  Optional Hdr  Section Hdrs Imports
o .pdata Hex Disasm
o _RDATA
oy .rsrc
oﬁ reloc

1937cd244b 2f928150c a ebfa0eff5551fdbA01 ea072ffecddabia 747el F.exe

In the last page of the Portable Executable there are 90 bytes:

Offset MName

0 Magic number

2 Bytes on last page of file

4 Pages in file

& Relocations

a Size of header in paragraphs

A Minimum extra paragraphs needed

C Mazxirnum extra paragraphs needed

E Initial (relative) 55 value

10 Initial 5P value

12 Checksum

14 Initial IP value

16 Initial (relative) CS value

18 File address of relocation table

1A Overlay number

1C Reserved words[4]

24 OEM identifier (for QEM information)
26 OEM information; OEM identifier specific
28 Reserved words[10]

3C File address of new exe header
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Yalue

5A4D
90

3

0

4

0
FFFF

B2

0,0,0,0,0,0,0,0,0,0

e
i




The Import Address Table (an element containing the addresses of imported external DLL

libraries) has a size of 320:

Offset Mame Walue Value
8000 TerminalServer aware
160 Size of Stack Reserve 100000
168 Size of Stack Commit 1000
170 Size of Heap Reserve 100000
178 Size of Heap Commit 1000
180 Loader Flags 0
184 MNumber of RVAs and Sizes 10
b Data Directory Address Size
122 Export Directory 0 0
150 Import Directory 2F994 28
158 Resource Directory 37000 1ED
140 Exception Directory 34000 1E6D
1A% Security Directory 0 0
180 Base Relocation Table 38000 TED
1E2  Debug Directory 2C340 38
120 Architecture Specific Data 0 0
122 RVA of GlobalPtr 0 0
100 | TLS Directory 2C500 28
102 Load Configuration Directory 2C380 138
1EC Bound Import Directory in headers [ 0
1E8 Import Address Table 22000 320
1FD Delay Load Import Descriptors 0 0
1F8 MET header 0 0
Here are the sizes of the sections:
0 1 2 3 45 6 7 8 9 ABOCTDIDTETF,| 012345678 9ABCDEF ~
9F10 42 23 EC 28 E2 SF 0€ 00 00 428 83 C4 22 E5 72 FE 4
SF20 FF FF CC CC 48 83 EC 28 4D 8B 41 38 48 8B CR 45
9F30 EB D1 E8 0D 00 00 00 B8 01 00 00 00 48 83 Ca& 28
9F40 €3 CC CC CC 40 53 45 BB 192 42 6B DA 41 83 E3 F8
9F50 4C 8B C5 41 Fé& 00 04 4C 3B D1 74 13 41 2B 40 08
SF&0 4D €3 50 04 F7 D8 4C 03 D1 48 €3 C8 4C 23 D1 45
SET0 €3 C3 42 8B 14 10 48 BB 43 10 8B 48 08 48 8B 43
9F80 02 F€ 44 01 02 OF 74 OB OF Be 44 01 02 23 E0 FO
Disasm: .text General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs Imports Rk
+ 2
MName Raw Addr. Rawsize Virtual Addr. Virtual Size  Characteristics  Ptrto Reloc.  Mum. of Reloc.  Mum. of Liner
et 400 20600 1000 2040C 60000020 0 0 0
rdata E600 22000 E44E 40000040 0 0 0
data 1000 31000 2700 €0000040 0 0 0
.pdata 2000 34000 1E60 40000040 0 0 0
_RDATA 200 36000 F4 40000040 0 0 0
JTsrC 200 37000 1E0 40000040 0 0 0
reloc 800 38000 TE0 42000040 0 0 0
£ >
Raw & X Virtual 5 X
400 1000
[text] [text]
9F10 AB10
22000
20400
Lrdatal [.rdata]
|
ﬁ Eh [t .
[ —
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+
Offset Name Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder
2E394 KERNEL32.dll 99 FALSE 2F9C0 0 0
£ >

KERMEL32.dll [ 99 entries ]

Call via Name Ordinal Original Thunk  Thunk Forwarder Hint 2
22000 GetlLogicalDrives - 2FCED 2FCED - 27

22008 GetDriveTypeA - 2FCF4 2FCF4 - 238

22010 GetlastError - 2FD04 2FD04 - 264

22018 CreateProcessA - 2FD14 2FD14 - E3

22020 TerminateProcess - 2FD26 2FD26 - 39E

22028 OpenProcess - 2FD3A 2FD3A - 12

22030 LoadLibraryA - 2FD48 2FD48 - 3C8

22038 GetProcAddress - 2FD38 2FD58 - 2B8

The debugging timestamp is 22 October 2023:

Offset Mame WYalue Meaning

2AD40 Characteristics 0

2AD44 TimeDateStamp  63346BCY Sunday, 22.10.2023 00:24:41 UTC
2aD048 Majoriersion 0

ZADAA MinorVersion )]

2ADAC Type ] POGO

2AD50 Size(fData 3C8

2AD34 AddressOfRaw... 2CFF4

2AD58 PointerToRawD... 2B9F4

Offset MName WYalue

The executable was compiled in DUCharacteristics 8160 (relating to the application of ASLR
and high entropy of the PE for the purpose of protection against exploits by making the
addresses of the called functions and fundamental memory portions used by the process itself
de facto random).

www.swascan.com | info@swascan.com



www.swascan.com | i

w' CFF Explorer VIII - [40417937cd244b2f9281 50caebfaleff3551fdbd01 eal72f6ecddaba7d7el 7. exe]

File Settings 7

40417e937cd244b2f928150caetfa

2§

Property

Value

Bl ] File: 40417e937cd244b2f92815(

40417e937cd244b27328150caekia

i : 7e937,
caetfalef555Tdb401eal 72 6e File Mame Ch\Users\|EUser\Desktop'\New folder\40417e937cd244b2f 528150 caetf...
ddat7a747e17 exe File Type Portable Executable 64

I j Eﬁ_l::;:: File Info Microsoft Visual C++ 8.0 (DLL)

=] File Header File Size 203.00 KB (207872 bytes)
= Optional Header PE Size 203,00 KB (207872 bytes)
(= Data Directories [«]

— =) Section Headers [«] Created Tuesday 14 Movernber 2023, 03.19.28

— (D import Directory Modified Tuesday 14 November 2023, 03,19.29

— |2) Resource Directory

— |20 Exception Directory Accessed Monday 27 Movember 2023, 02.51.29

— (2 Relocation Directory MD5 E26BBA0304F 14EF96BEBE0376791D32C

— |2 Debug Directary

— C3)TLS Directory SHA-1 24F6785CA2ER2D1D1D61FACBO1DSETI3FE0445CF

— '*‘j_-,Mdm Converter

| .L‘j‘.’ ' ¥ Walker Property Value

— %, Hex Editor

— '*‘j_-,lderii'[ier Empty Mo additional info available

— '*‘j_-, Import Adder

— “, Quick Disassembler

— i, Rebuilder

(@swascan.com

Member Offset Size Value Meaning
SizeOfinitializedData 00000120 Dword 00013400
SizeOfUninitializedData 00000124 Dwerd 00000000

AddressOfEntryPoint 00000128 Dwaord ODDOABTO text
BaseOfCode 0000012C Dword 00001000

ImageBase 00000130 COword 0000000140000000
SectionAlignment 00000138 Dwaord 00001000

FileAlignment 0000013C Dword 00000200
MajorOperatingSystemVers... | 00000140 Word 0006
MinorOperatingSystemVers...| 00000142 Word 0000

MajorimageVersion 00000144 Word 0000

MinorimageVersion 00000146 Word 0000

MajorSubsystemVersion 00000148 Word 0006

MinerSubsystemVersion 00000144 Word 0000

Win32VersionValue 0000014C Dword 00000000

SizeOflmage 00000150 Dword 00039000

SizeOfHeaders 00000154 Dword 00000400

CheckSum 00000158 Dword 00000000

Subsystem 0000015C Word 0003 Windows Console
DllCharacteristics 0000015E Word 2160 Click here
SizeOf5tackReserve 00000160 Cword 0000000000100000
SizeOfStackCommit 00000168 COword 0000000000001000
SizeOfHeapReserve 00000170 Cword 0000000000100000
SizeOfHeapCommit 00000178 Cword 0000000000001000

LoaderFlags 00000180 Dword 00000000
NumberOfRvaAndSizes 00000184 Dword 00000010



Various file management and external library import functions are contained in the

hexadecimal dump (WriteFile, LoadLibraryExW and GetFileType) of the Portable Executable:

40417e2937cd244b2f928150caetia

1 B B = o p =

Qff=set o1 2 3 4 5 & 7 88 9 & B C D EF Azcii

OO00ZEAG0 | 43 6F 6E 74 &5 78 74 00 DC 04 52 74 6C 4C 6F &F Context . UDRt1Loo
0002EA7D | 6B 75 70 46 75 6E 63 74 69 6F 6E 45 6E 74 72 79 kupFunctionEntry
0002EASD | 00 00 E3 04 52 74 6C 56 69 72 74 75 61 6C 55 BE BDRtl1Virtualln
OO0ZEA9D | 77 &9 6E &4 00 00 CO 05 55 6E 68 61 6E 64 6C &5 wind. . A0 Unhandle
0002EAAD | 64 45 78 63 65 70 74 69 6F BE 46 69 6C 74 65 72 dExceptionFilter

0002EABOD | 00 00 7F 05 53 65 74 55 6E 68 61 6E 64 6C 65 64 .. 10 SetlUnhandled
OO0ZEACO | 45 78 &3 65 70 74 69 6F cE 46 69 6C 74 65 72 00 EzceptionFilter.
0002EADD | 20 02 47 65 74 43 75 72 72 65 6E 74 50 72 6F 63 . GetCurrentProc

0002EAED | 65 73 73 00 8C 03 49 73 50 72 6F 63 65 73 73 oF ez=. 10 IsProces=o
OO0ZEAFD | 72 46 65 61 74 75 72 65 50 72 65 73 65 6E 74 00 rFeaturePresent .
0002EE0D | 6F 03 49 6E 69 74 69 61 6C 69 7A 65 53 4C 69 73 cl InitializeSlis
0002EE10 | 74 48 65 61 64 00 85 03 49 73 44 65 62 75 67 67 tHead . 10 IsDebugg
OO0ZEEZ20 | 65 72 50 72 &5 73 65 6E 74 00 DA 02 47 65 74 B3 erFresent .U GetS
0002EE30 | 74 61 72 74 75 70 49 G6E 66 6F 57 00 EZ2 04 52 74 tartupInfoll . 30 Rt
0002EE40 | 6C 55 6E ¥7 69 6E 64 45 78 00 DE 04 52 74 6C 50 1UnwindEx.FORt1F
OO0ZEES0 | 63 54 6F 46 69 eC 65 48 65 61 64 65 72 00 68 04 cToFileHeader ko
O002EERD | 52 61 69 73 65 45 78 63 65 70 74 69 6F GE 00 00 RaiszeException. .
O002EE70 | 41 05 53 65 74 4C 61 73 74 45 72 72 6F 72 00 00 Al SetLastError. .
OO0ZEER0 | 34 01 45 6E 63 eF 64 65 50 6F 69 6E 74 65 72 00 40 EncodePointer.
O002EE90 | 6B 03 49 6E 69 74 69 61 6C 69 7A 65 43 72 69 74 ki InitializeCrit
O002EBAD | 69 63 61 6C 53 65 63 74 69 B6F 6E 41 6E 64 53 70 icalSectionAndSp
OO0ZEEED | 69 6E 43 6F 75 eE 74 00 BO 05 54 6C 73 41 6C BC inCount . "0 Tlsdll
0002EECO | 6F 63 00 00 B2 05 54 6C 73 47 65 74 56 61 6C 75 oc. . *0 TlsGetValu
0002EEDO | 65 00 B3 05 54 6C 73 53 65 74 56 61 6C 75 65 00 e. 1 TlsSetValue.
OO0ZEEED | Bl 0% 54 &C 73 46 72 65 65 00 B4 01 46 72 65 65 10 TlsFres. ‘1 Fres
O002EEFOD | 4C 69 62 72 61 72 79 00 CA 03 4C 6F 61 64 4C 69 Library. 0 Loadli
0002ECO0 | 62 72 61 ¥2 79 45 78 57 00 00 79 04 52 65 61 b4 braryE=W. .yl Read
0002EC10 | 46 69 6C 65 00 00 FS5 00 43 72 65 61 74 65 54 68 File..d.CreateTh
0002EC20 | 72 65 61 64 00 00 68 01 45 78 69 74 54 68 72 65 read.  hl ExitThre
0002EC30 | 61 64 00 00 BS 01 46 72 65 65 4C 69 62 72 61 72 ad. . pd Freelibrar
0002EC40 | 79 41 6E 64 45 78 69 74 54 68 72 65 61 64 00 00 vhndExitThread. .
O00ZECE0 | 80 02 47 65 74 4D 6F 64 75 6C 65 48 61 6E 64 &6C 1 GetModuleHandl
0002ECAD | 65 45 78 57 00 00 Ch 01 47 65 74 43 50 49 6E b6 eE=W. B0 GetCPInf
0002EC70 | 6F 00 DC 02 47 65 74 53 74 6d4 48 61 6E 64 6C 65 0.0 GetStdHandle
OO00ZECE0 | 00 00 57 72 69 74 65 46 69 6C 65 O ] riteFile |
0002EC90 | 47 65 74 4D 6F 64 75 BC 65 46 69 BC 65 4E 61 6D GetModuleFileNan
0002ECAD | 65 57 00 00 &7 01 45 78 69 74 50 72 6F 63 65 73 ell. . gl ExitProces
OO0ZECED | 72 00 DF 01 47 &5 74 43 6F 6D 6D 61 6E 64 4C &89 =. B0 GetConnandli
0002ECCO | 6E 65 41 00 EO 01 47 65 74 43 6F 6D 6D 61 6E b4 neh . 30 GetConmand
0002ECDO | 4C 69 6E 65 57 00 05 02 47 65 74 43 6F 6E 73 6F LineW.0 GetConso
OO00ZECED | &C &5 4D 6F &4 o5 00 00 76 04 52 65 61 64 43 &F leMode . . vl ReadCo
0002ECFO | 6E 73 6F 6C 65 57 00 00 58 02 47 65 74 46 69 b6C nzoleW. X GetFil
0002EDO0 | 65 54 79 70 65 00 51 03 48 65 61 70 41 6C 6C 6F eType. (0 Heapillo

Here is the resource of the manifest file, where execution privileges and security permissions
are revealed:

404172937cd244b2f328150caetfa

=) Configuration Files < ?uml version="1.0" encoding="UTF-&' standalone="yez'7 >
L% 1-Qang:1033] ||<assembly xmins="urn:schemas-microsoft-com:asm.v 1’ manifestversion="1.0">
- <trustInfo xmins="urn:schemas-microsoft-com:asm.v3™>
<security =
<requestedPrivileges =
<requestedExecutionLevel level="asInvoker' uidccess="falze’ />
< frequestedPrivileges =
<fsecurity =
< frustInfo>
< fassembly =
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In the function fun_14000f4a4 we note the call of QueryPerformanceCounter in order to
monitor the utilization of the Performance Counter and detect a possible execution within a

virtualized environment:

__asm__{"movups [rdx], xmmd");
fun_14000bd 34 &rdx- =8, &rcx-=f8, r8, rab);
_ returnroy;

int64_t fun_14000f4a4() |
void~ rsp1;
uint6d_trax2;
uinted_tv3;
uint6d_trax4;
uinted_tv5;

rspl = reinterpret_cast<void”
rax2 = reinterpret_cast-uinti
if [ “reinterpret_cast=int32_t
rax4 = OxfAeee;
g140032c00 = OxfAFFFFFFFFT,
T else |
140032000 = v3;
rax4 = v3;

frax2)

0140032c08 = rax4;
return 0;

_\mid fun_140003bbc() {
void fun_1400041d4) {

struct 276 |
int64_t fi;

struct s277 |
signed char[z] pads;
) wvoid“ f&;

-(reinterpret_cast<int64_t=(_ zero_stack_offset())
>(QueryPerformanceFrequency (reinterpret_ca

{rax2 = reinterpret_cast-uint64_t>| QueryPerfUrmanceCouhf&r: reinterpret_cast<int64_t={

struct 5276~ fun_1400066e0 struct s2767 rcx, struct 52777 rdx, void ™ r8, unsigned charrab) |

__asm__{"orps xmmd, xmma");

rox-=f0 = 0x140022610;

__asm__{"movups [rdx], xmm0");
fun_14000bd 34 &rdx- =8, &rcx-=f8, r8, rab);
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Debugging

By making a debugging session, we can see the .BiBi extension added to files made
inaccessible and logging strings of multithreaded executions and Windows boot setting
commands:

HEIHIFE Us ~

ds: [rcx+05] :NtQueryInformationThread+19
48:897C24 48 [gword ptr [rsp+48]]:"LdrpInitializeProcess™
43:8D5C24 38 [ss:[rsp+38 LdrInitShimEngineDynamic+37EG
48:83FA 08
48:0F435C24 38 [gword ptr ss:[rsp+
48:8D0C4B rox: NtQueryInforma:
41:B858 0AD00000 0A: '%n'

48:8D15 64730200 ds: [00007FF62304BFD8] :L".BiB1"™

1] :LdrInitshimengineDynamic+37E6E
onThread+14

66:B89247E
48:8D4424 38 55
1F

J:LdrInitShimEngineDynamic+37EG

<

48:C74424 20 0500000
4C:8DOD 44730200 ds: [00007FF62304BFDS]
BA 05000000
43:8D4C24 33 rox: NtQueryInformationThread+14, [ss:
ES FD2C0000
OF1000

OF118424 48010000
OF1048 10
0F118C24 58010000
48:8970 10 r
48:C740 18 07000000
668930

41:83CE 40
44:897424 30
4C:EDBC24 98000000
4C: 808424 48010000
48:8DBC24 DS0OOOOOD rox: NtQueryInformationThread+14
E8 C1330000 W
41:NEBAEE 07

L".BiBi™

Ldr InitShimEnginebynamic+37E6

LdrpInitializeProcess

n

rdx=0
qword ptr ds:[ds: [0000FFF&2304BFDS] "]

00007FF62304BFD8 L".BiBi1"]=4200630042002E

. text:D0007FF623024C6D 40417e937cd244b2f928150caesfa0eff5551Ffdb40lean72f6ecddasrar47el?. ex 4C6D #406D

— =
94y Dump 1 Wipump2z  @Joump3  PDump4  @uDumps & watch 1 [r=] Locals | |’
Address Hex ASCIT -
0D0D7FF62304BFDS |2E 00 42 00|69 00 42 00|69 DO 00 00|00 0D 00 OOfL.B.1.8.1

00007FF62304BFES |72 00 2B 00|62 00 00 00|58 21 5D 20|57 61 69 74fr.+.b...[!]
00D07FF62304BFFB| 69 6E 67 20|46 6F 72 20(51 75 65 75|65 20 0A 00fing For Queue ..

0000000000000000

0000003BEZOFFOS0 4
0000000000000000
| 00D0003BEZOFFO50
) | 0000000000000000
00000000ELIECCOOD
0000003BELECEBODO

0DDD7FF62304C008 (58 2B 5D 20(52 6F 75 6E|64 20 25 64|0A 00 00 00| [+] Round ¥d. ... X

DD0D7FFE2304C018 | 6C 6C 61 2F |20 74 65 49|75 71 2F 20|73 77 &6F 64| 11a/ telug/ swod gggg'ﬂgg’gggggg’;gg PERIFD B2 GRIUTaEME
0OD0OD7FF62304C028 |61 68 73 20|20 20 65 74|65 6C 65 64|20 6E 69 &D| ahs eteled nim EFASED2D110| ntd1T1.RTINTATINAME+1
0DDO7FF62304C038 | 64 61 73 73|76 20 20 63|2F 20 65 78|65 2E 64 ebfdassv ¢/ exe.dm | e L
00007FF62304C048 |63 00 00 00|00 OO0 OO0 00|65 74 65 6C |65 64 20 7I)cC....... eteled y FASED3D110 ﬂtd]‘l‘RE‘lhtﬂ]‘“\&'ﬂEi‘l

0D007FF62304C058| 70 6F 63 77 (6F 64 61 68|73 20 63 69 |6D 77 20 63| pocwodahs cimw C
00007FF62304C068 | 2F 20 65 78|65 2E 64 6D|63 OO0 00 00|00 00 00 OOf/ exe.dmc.......
ONONFFFR2INACOTRI 00 00 on onlon oo on onl73 &8 72 75 1AC A9 A1 RRFTTTToToT T

00007
0000003BE20FFOFC
0000003B00000004 v

Woump1  WYoump2  @MDump3  WWoump4  BlDump5 @ watch1  [x=lLocals 0000003BE20FFO50

0000000000000000
Hex — ASCIT 000D0DZBE20FFO50
2F 20 65 78|65 2E 64 60|62 00 00 00(00 OO0 00 0O/ exe.dmc.......
= - : 0000000000000000
00 00 00 00|00 69 61 66(........ seruliaf DO EE G 6 T0
6C 6C 61 6572 6C &F 70(1laerongi ycilop 0000002BELECEO00
73 75 74 61|74 6C 75 G61|sutatstoob Ftlua py
&6 65 64 7B|20 64 65 64|fed{ tes ; tided 00007FFABECESA96| return to ntdll.LdrI
2 A= 0000000000000000
GZ GE Y GEey C200Re (chY o Aexe dne3: 00007FFASED3D110| ntd11.REINtd] IName+1

6F 6E 20 64|65
65 72 20 7D(74
2F 20 74 69|64

76 6F 63|on delbaneyrevoc
74 65 73|er }tluafed{ tes
65 78 65|/ tidedch c/ exe

00007 FFASED3D110| ntd11.REINtd] IName+1
00007FFASED3DL110| ntd11.REINtdT IName+1

7 0000003 8E20FFOFC
2E 64 6D 63 (00 65 72 73|.dmc....C:i\Users
nn 00 00 onlza € 00 n0lSR 2R Sh 20l80 &1 74 ARl .. _:%._T+1 Path 0000002800000004 1
>
0000000000000000
Wooump:  @oumpz  WWoumps  @loumps  @oumps @ watch1  [x=llocals r 0D00003BE20FFOS 0 &
0000000000000000
R Hex — ASCIT - 00000038E20FFO50
00007FFE2304C0ES | 2F 20 74 69|64 65 64 63|62 20 63 2F|20 65 7B 65|,/ tidedch ¢/ exe oo nLD
00007FFE2304COFS | 2E 64 60 63|00 00 00 00|43 3A 5C 55(73 65 72 73 ..Ci\Users GG GODE S OG0
00007FF62304C108| 00 00 00 00|3A 5C 00 00|SE 2B 5D 20(50 61 74 &8 ] Path OO0 BETEGEDO0
00007FF62304C118|3A 20 25 73|0A 00 00 00|58 2B 5D 20(43 50 55 20 .. [+] cPu DO EEREEOECRoG e T e
00007FFE2304C128| 63 6F 72 65|73 3A 20 25|64 2C 20 54(68 72 65 &1|cores: %d, Threa TR .
00007FFE2304C138| 64 73 3A 73 65 GE 64|20 61 74 74|ds: wd..send att PEFASED3D110| ntd11.Rt1ntd]1Name+1
00007FF62304C148| 65 6D 70 6C 65 20 63|6C 6F 73 65|empt while close O0007EEASED 20110 ntd11. RETNES11Hamest)
00007FFE2304C158| 64 00 0D 69 6E 76 61(6C 69 64 20|d....... invalid O EEYeED D0 AN e N e
00007FFE2304C168 |73 74 72 6F 73 69 74|63 6F GE 00|string position. DO RES T FOrG .
00007FFE2304C178| 76 65 63 6F &F 20 6C|6F G6E 67 00|vector too long. OnooDIROETEna T
NNNO7FER23N4CTRA| R4 /S 71 2n 73 &F_GF|20 &€ AF &F | deaue<Ts ton 1on| V[ DUDDODSBESOFEOZZ]] 00000DDIBOOOOODOL
0000000000000000
WWoumpt  @oumpz  WWoump3  @Moump4  @oumps @ watch1  Ixllocals i 0000002BE2Z0FFOS0 ~
0000000000000000
ST 2SS Hex BT 0000003BEZ0FFOS0
D0007FF62304C298| 75 6E 6B GE 00 00 00|unknown error... D SOe DO aRD 00
00007FFE2304C2A8 | 58 CF 04 2 ZF 00 00|hI.#6...3..#6... S GoDoODEIEsin
00007FF62304C2B6|C0 L0 02 23 €D 67 72| A..#5...RSErEmOY D0 SEETE SBODG
00007FF62304C2CE | 2E 64 6L 6C 72 74 53|.d11....RmStarts e e corrm e DL
00007FFE2304C2D8 |65 73 73 69 69 73 74|ession..RmRegist DO SoEoea0s .
DODO7FFE2304CZE8 | BSEF 2 B2 63 oo oo oo TFFASED3D110| ntd11.RtINtd] IName+1
e & oz 5 55 oo oo D0DO07FFASED30110| ntd]11.REINTd]1Name+1
7 b : 0D007FFASED3D110| nTd11.RTINTAT1Name+1
0DDO7FFE2304C318 |52 60 45 6E 00 00 00 |RMENdSession.. .. DS RESCEEDRG
00007FF62304€328| 00 00 BO 68 00 00 00|..°hm..C... DUoEhI RO T L0 v
GR 34 ARl 'flaa| V| UOODDOSBEZOFFOZE | 00O0003B00000004

NOON7EFRZ2N4C 2281 07 000000
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Here is an example of a lea instruction that copies the hexadecimal value of the attribute
containing the shadow copy deletion command within the rdx register:

404172937 cd244b2f928150cae6faneffsss I fdbiotaatzofacddaszazizals —soooiooorgg

lea rdx,qword ptr df'[TFF6230K018]1 ds: [UUUWFFG*BU-@CMS] 11a/ teIugq,/ swodahs eteled nimdassv ¢/ exe.clmc"r
mov gword ptr ssilfrspt500l,rbx ; [qwoMd PLr SSt{TSPToUl]T LOFDINMTCIATIZErT Otess

lea rcx,gqword ptr_ss:Ersp+50ll ; rox:NtQueryInformationThread+14, [ss:[rspt50]]:"LdrpInitializeProcess”

mov gword ptr "'[rf
lea rad,gword ptr ds:[rbx

call 4041?e93?cd244b2f92515DcaesfaDeFfss51Fdb401ea0?2Fﬁecddaﬁ?a?4?e1? 7FF623026990
cmp gword ptr ss:|[frsp+es],10
lea rcx,gqword ptr ss:[frsp+50f ; roxiNtQueryInformationThread+14, [ss:[
mov rdx,gword ptr ss:[Qrsp+eol

cmovae rcx,gword ptr ss:|irsp+50fl ; rcx:NtQueryInformationThread+14, [gword ptr ss:[rsp+50]]
add rdx,rcx ; roxiNtQueryInformationThread+14

lea rcx,gword ptr ss:Brsp+Soll : rox:NtQueryInformationThread+l4, [ss:[
cmp gword ptr ss:|frsp+es)
cmovae rcx,qword ptr ss:jirsp+sofl ; rcxinNtQueryInformationThread+14, [gqword ptr ss:[rsp+50]]:"LdrpInitializeProcess”
call 4041?&93?cd244b2f92815Dcaesfaoeffss51fdb401ea0?2fGecddaG?a?4?e1? 7FF623029E34

cmp qword ptr ss:|frsp+e6s),10

lea rcx,qword ptr ss:[frsp+sofl ; rox:iNtQueryInformationThread+14, [ss:[rsp+50]
lea rdx,qword ptr ss:[rbpl

cmovae rcx,gword ptr ss:irsp+5ofl ; roxiNtQueryInformationThread+1l4, [gword ptr ss:[rsp+50]1]:"LdrpInitializeProcess”
sub rdx,rcx ; rcx:NtQueryInformationThread+14

+60, rl"x

J:"LdrpInitializeProcess

:"LdrpInitializeProcess”

"LdrpInitializeProcess™

Sp+50,

"LdrpInitializeProcess™

T
¥
feecddag7 az el7.00007FF6230255C1

404172937 cd244b2 92815 0c ae6f aef F5551Fdh4n1ean?
movzx eax,byte ptr ds:[rcx] ; byte ptr ds:[rcx]:NtQueryInformationThread+14

mov byte ptr ds byte ptr ds:[rdx+rcx r\t]uervIr‘fDMat onThread+14

lea rcx,qword ptr d ; rox:NtQueryInformationThread+14, ds:[rox+01]:NtQueryInformationThread+1s
test al

jne 40417e93?cd244b2f92315Dcaesfaoeffs551I‘db401ea0?2I‘Gecddas?a?tﬁel? FFFE220255C1

~dx
fword ptr ds:[ds:

00007FFE2304C01

00007FFE2304C018 "11a/ teIuq/ swodahs eteled nimdassv ¢,/ exe.dmc™]=496574202F616CEC

.Lext:00007FF623025558 40417e937cd244b2f928150cae6faneffs551Ffdb40lean7zfeecddacrar47el7. exe: $5556 #4958

0000000000000000
@4 Dump 1 B4 Dump 2 B4 Dump 3 B4 Dump 4 B4 Dump 5 q:‘ Watch 1 [x=] Locals .: 0000003BE20FFOS0 1
address Hex ASCII 0000000000000000
JDD07FF623025556 [ 48 8D 15 B6[6A 02 00 45(83 5C 24 50[48 8D 4C 24H..fj..H.\$PH.L$ 333333355%355333
J0007EEG22028528 | S0 12 83 £0|o4 0 44 |13 31 £ 16 14 0o 00 18| PE \$'D.Cle....H 00D00000E 1ECCHO0
J0007FF623025578 | 83 7C 24 65|10 48 8D 4C|24 50 48 8B |54 24 60 43|.|$h.H.L$PH. TS H 0000003 BE 1ECEO00
JOD07FFE2302558B| OF 43 4C 24|50 48 03 D1[48 8D 4C 24|50 48 83 7C|.CL$PH.RH.L$PH. | OOCUFECHaER e [
D0007FFE23025598 | 24 68 10 48|0F 43 4C 24|50 E8 8B 48|00 00 48 83| $h.H.CLSPE.H..H. DDDDDDDDDDDDDDDD .
JD007FF6230255AB | 7C 24 68 10|48 8D 4C 24(50 48 8D 55|00 48 OF 43| |$h.H.L$PH. u H.C 000 10| ntd11.RtINtd1 1Name+1
J0007FF6230255B88 [ 4C 24 50 48|28 D1 OF B6(01 B8 04 0A|48 8D 49 01|L$PH+R. Y- oo 0000 ntd11.Rt1Ntd]1Name+1
JDD07FFE230255CB| 84 CO 75 F2|OF 57 CO C7(44 24 70 68|00 00 00 48|.Aub. M—\CDSph. .H O0007EFASEDID110| ntdll.REINtA] INAME+L
J0007FF623025508 | 80 45 EO 45|33 €9 48 89|44 24 48 488D 55 00 43|.EaE3EH.DEHH.U.H 00000D3BE20FFOFC '
JOD07FFE6230255EB| 8D 44 24 70|45 33 CO 48(89 44 24 40|33 C9 45 89| .D$pE3AH.DI@3EH. 0000003E00000004 ]
Annnrreeaanaerealre as oo aalon fe oma anlne aa ar aeler oas s maliean ven el

HUSLS RS LULHAUL ] SLSLSULARE] SURT 155501 ULAULEAUS 21 BELUARS A/ 47 B4 - UUUUS FEBESUSS BEF
mov r&d,zl ; Z1:

mov qwnr’d ptr :[r Soff, rbx OF [ - — —
lea rdx,qword ptr ds :](IS: [0DOO7FF 04C050] : "eteled
mov qword ptr ss:|fr
lea rcx,qword ptr ss: r’;p— ol ; rcx:NtQueryInformationThread+14, [ss:[rsp+50]]:"LdrpInitializeProcess"

mov qword ptr ss:[ rsptcs]),

€all 40417e037C0244b2T928150caE6Fa0eTFE551Tdh401ea07 27 6ecdda67 a7 47817, 7EF623026990

cmp gword ptr ss:|frsp+ fs],l-

lea recx,qword ptr s sp+50f ; rox:NtQueryInformationThread+i4, [ss:[rsp+50]]:"LdrpInitializeProcess”

mov rdx,qword ptr ss:[r; + GO

cmovae rcx,gword ptr ss:firsp+soffl ; rox:nNtQueryInformationThread+14, [gword ptr ss:[rsp+50]]:"LdrpInitializeProcess
add rdx,rcx ; rox:NtQueryInformationThread+14

lea rcx,qword ptr ss:[Brsp+500 ; rox:NtQueryInformationThread+l4, [ss:[rsp+50]]1:"LdrpInitializeProcess

cmp gword ptr ss:ffrsp+es], 10

cmovae rcx,gword ptr a;:[rf SOl ; rcx:NtQueryInformationThread+14, word ptr ss:[rsp+50]]:"LdrpInitializeProcess
call 4041?e93?cd244b2f92515Dcaesfaneffss51deaoleao?2Fsetddaﬁ?a?a?el? 7FF623029E34

cmp qword ptr ss:[r;p 65§, 10

lea rcx,qword ptr ss rsp—:-]] 3 roxiNtQueryInformationThread+14, [ss:[rsp+50]]:"LdrpInitializeProcess”

lea rdx,qword ptr ss:[rbp]

cmovae rcx,gqword ptr ss:lirsp+SOll ; roxiNtQueryInformationThread+i4,
sub rdx,rcx ; rcx:iNtQueryInformationThread+14

ypocwodahs cimw ¢/ exe.dmc

[gword ptr ss:[rsp+50]]:"LdrpInitializeProcess

|
¥

404172937cd244b27 92815 0caecT a0l FE551Tdba01eany 27 6ecddasT a7 47217 . 00007 FFE23025 6ED
movzx eax,byte ptr ds:[rc byte ptr ds:[rcx]:NtQueryInformationThread+14

mov byte ptr ds:[rdx+ rcx_ byte ptr (la _rclercx J._.r\t]uervIr‘fDMat onThread+14

Tea rcx‘qword ptr ds:[rcx+1] ; rox:iNtQueryInformationThread+14, ds:[rcx+01]:NtQueryInformationThread+1s
test al,

jne 4D417E937Cd244b2f92815DEaEGfaDEI‘fSS51fdb401ea0?2f6ECddaG?a?4?El? FFFE230256E0

49657 4202F616C6C

rdx=0
gword ptr ds:[ds:[00007FF62304C018]])=[00007FF62304C018 "11a/ teIluq/ swodahs eteled nimdassv ¢/ exe.dmc

.text:00007FF623025558 40417e937cd244b2f928150cae6faneffs551fdb40lean7zfeecddasrav47e17. exe: $5556 #495E

Woump1  gyoump2  @Woump3  WWDump4  Yhoumps B3 watchi  Iellocl
Address Hex ASCIT
00007FF623025558 | 48 8D 15 B6|6A 02 00 45[8% 5C 24 50|43 8D 4C Z4(|H..YJ..H.\$PH.L§
00007FF623025568|50 48 89 5C|24 60 44 BD|43 31 E8 16(14 00 00 48|PH.\3 D.Clk....H
0D007FFE2302557B| 83 7C 24 68|10 48 8D 4C |24 50 48 8B|54 24 60 48(.|$h.H.LPH. TS H
00007FF62302558B [ OF 43 4C 24|50 48 03 DL |48 8D 4C 24|50 48 83 7C|.CL$PH.RH.L$PH. |
00D07FF623025598( 24 638 10 48(0F 43 4C 24|50 ES 8B 48|00 00 48 83| $h.H.CLIPE.H..H.
00007FF6230255A8| 7C 24 68 10|48 8D 4C 24|50 48 8D 55(00 48 OF 43| |§h.H.L$PH.U.H.C
O0007FFE6230255BB| 4C 24 50 48(2B D1 OF B6|01 88 04 0OA|48 8D 435 01 LSPHH\ 9-.--H.I.
84 CO 75 F2|0OF 57 CO C7 |44 24 70 63|00 00 00 48| .Aud.wACDSph...H
00007FF623025508 | 8D 45 EO 45|33 C9 48 89|44 24 48 48(8D 55 00 48|.EAE3EH.DSHH.U.H
Q0007FF6230255EB( 8D 44 24 70|45 33 CO 48|89 44 24 40|33 C9 48 89|.D$pPE3AH. D3@3EH.
ou Len  £oemer

Annnzcceaznscccalcr 24 30 acloa £ 24 3nlac a4 ac aeleT 4a w4 molieon

0000003BEZ0FFOS0
0000000000000000
00000032BE20FFO50
0000000000000000
00000000E1ECCO00
0000003BELECEODOD
00D007FFASECESA96| return to ntdll.LdrI
0000000000000000
00007FFASED3D110| ntdl1.RtINtd]IName+1
00007FFASED3D110| ntdll.RTINTd1IName+1
00007FFASED3D110| ntd11.RtINtd1IName+1
0000003BEZ0FFOFC
0000003800000004 E
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2z

40417e937cd244bzf
mov rad,46 ;
mov gqword ptr ss
lea rdx,qword pti
mov qword ptr ss
1ea rcx‘qwm’d pt
ov_gword ptr
ca]l 40417293?cd
cmp gqword ptr ss
lea rcx,gqword pt
mov rdx,gword pt
cmovae rox,qword
add rdx,rcx ; rc
lea rcx,gword pti
cmp gqword ptr ss
cmovae rox,qword
€all 40417e937cd
cmp qword ptr ss
lea rcx,qword pt
lea rdx,gword pt
cmovae rox,qword
sub rdx,rcx ; rc
nop

928150cae6faneffss51fdb40leanrzfeecddas7ar47ely . 0ODOTFFE 3
Er

H Pt +50f,rbx ; [qworfd@ pEr Trsprooll: LnrrIr“t*a"'zeF'r'nce
r ds ?FFSZEDKDSD | [][][][] FF62
:[r’zp—~]],r'r'x

304C080] : "seru 'af"aernr‘g' ycilopsutatstoob }tluafed{ tes tidedch ¢ / exe.dmc

r ss:firsp+ 5]] i rox:NtQueryInformationThread+14, [ss:[Fsp+50

LdrpInitializeProcess
s:firs 51,

244b2f925150cae6fa0eff55S1fdb4012a0?2f6e|:dda67a74?e1? 7FF623026990
:firsp+ssj
r ssifirsp+ :J] i roxiNtQueryInformationThread+14, [ss:[rsp+50]]
r ss:firsp+
ptr ss:firs p soff ; rcx:iNtQueryInformationThread+14, [gword ptr
x:NtQueryInformationThread+l4

r ss:[irsp+50f ; rcx:NtQueryInformationThread+l4, [ss:[rsp+50

+68

'LdrpInitializeProcess

LdrpInitializeProcess”

"LdrpInitializeProcess

:frsp+ o] 10
ptr ss: [r’r Sofl ; rcx:NtQueryInformationThread+14, [gword ptr ss:[rsp+50 LdrpInitializeProcess™
244b2F925150cae6faDeFF55S1de401330?2f6etddas?a?d?el? 7FF623029E34
:frsp+6sj, 10
r 55:[rsp75 0ol ; reox:NtQueryInformationThread+14, [ss:[Fsp+50 LdrpInitializeProcess
(1 [rhp]

ptr ss: +500 ; rcx:NtQueryInformationThread+1l4, [gword ptr
i htluervlr"forﬂat onThread+14

LdrpInitializeProcess

¥¥

40417e937cd2 44I3‘f9;alsocaeffaoeffs55J.fd|)401ea 72f6ecddacyar47e17. D0DOTFFE

movzx eax,byte ptr ds:[rcx]

mov byte ptr’ ds:

Tea rcx qwm’d ptr ds:[rcx+1] ; rox:NtQueryInformationThread+14, ds:[rcx+01]:NtQueryInformationThread+15
t

025800
yte ptr ds:[rex]:NtQueryInformationThread+14
dx+l rcx_,a I:yte .V\t]ueryIanrwat onThread+14

rdx=0
gword ptr ds:[ds:[00007

«Text: 00007FF623025558

FF62304C018] ]=[00007FF62304C018 "11a/ teIuq/ swodahs eteled nimdassv ¢/ exe.dmc"]=496574202F616C6C

404172937 cd244b2f928150caeefaneffoss1fdb40leanry2feecddacrar47el7., exe: $5558 #4958

B4 Dump 1 By Dump 2

0000000000000000
Woumps  Woumps  oumps @ watch1  IeelLocak 0000D0ZEEZOFFOS0

Address Hex

ASCII 0000000000000000

00007FFE623025558 | 48 8D
00007FFE623025568 | 50 48
00007FF623025578| B3 7C
00007FFE623025588 | OF 43
D0007FF623025598 | 24 68
DODD7FFE6230255A8B | 7C 24
DODD7FF6230255BB | 4C 24
84 CO
0D0007FF6230255D8| BD 45
D0007FF6230255EB| BD 44

0000003BEZ0FFOS0
0000000000000000
00000000ELIECCO00
0000003BE1IECBOOO

15 B6|6A 02 00 48|89 5C 24 50|48 8D 4C 24| H. .Tl_'i. «H. \SF‘H LS
89 5C(24 60 44 8D |43 31 EB 16|14 00 00 48|PH.M\3'D. ClE....H
24 68|10 48 8D 4C |24 50 48 S8B|54 24 60 48|.|&h.H. LSFH TiH
4C 24(50 48 03 D1(48 8D 4C 24 |50 48 83 7C .CLSPH RH, LSPH. |
10 48(0F 43 4C 24|50 E8 BB 48|00 00 48 83| $h.H.CL$PE.H..H.
658 10|48 8D 4C 24|50 48 8D 55|00 48 OF 43| [$h.H.L$PH. U H. C
50 48(2ZE D1 OF B6(01 88 04 DA |48 BD 49 01 L$PH+I\ 1-
75 F2|OF 57 CO C7 (44 24 70 68|00 00 00 48|.Aud. nACDSFIh ..H
ED 45|33 C9 48 89|44 24 48 48 (8D 55 00 48|.EAE3EH.D$HH.U.H
24 70(45 33 CO 48|89 44 24 40|33 C9 48 89| .DSpE3AH.DE@3EH.

0000000000000000

0000003BEZ0FFOFC
0000002E00000004

00007FFABECESA96| return to ntdll.LdrI

00007 FFASED3D110| ntdl1.RTINTd] IName+1
00007 FFASED3D110| ntdl1.RTINTd] IName+1
00007 FFASED3D110| ntd11.RTINTdT IName+1

404172937 cd2
mov rsd,34

mov gword
€all 40417
cmp gword
Tea rox,gw

cmovae rox
add rdx,rc

cmp qword
cmovae rox,
€all 40417
cmp gword

cmovae rcx
sub rdx,rc
nop

lea rcx,qword ptr’ ss:[r

mov rdx,qword ptr ss:[frsp+

lea rcx,qword ptr ss:[irsp

Tea rox,gw
Tea rdx,gw

44\]¢fBLhLSD[aEf’faDEfFSESJfEH]:lDLEa 72f6ecddaGrar47el7 . 00007FFG6230258AE

mov gword ptr ss:[r p+50fl,rbx ; [gw — — _ -
lea rdx,qword ptr ds:[ ?FF62304CDCP. clf' (J[l(][J‘FFGE;[HCUCS:: on delbaneyrevocer }tluafed{ tes/ tidedcb c/ exe.dmc
mov gword ptr ssilfrsp J],rl’:x

=

3 rox:NtQueryInformationThread+14, [ss:[rsp+50

"LdrpInitializeProcess"

ptr Fsp+68] ]
E937Cd244b2f92815DCEEGFaDEffSSS1fdb401EaD72fEECdda6?a?4?el? 7FFE23026930
ptr ss:Brsp+&38,10

ord ptr ss:[frsp+50f ; roxiNtQueryInformationThread+l4, [ss:[rsp+50

"LdrpInitializeProcess"”

Jaqword ptr ss:|frsp+sofl ; rox:NtQueryInformationThread+14, [gword ptr ss:[rsp+50]]
X 3 rex: v\\:wluerVIr‘foMa\: onThread+14
; rox:NtQueryInformationThread+1l4, [ss:[rsp+50

:"LdrpInitializeProcess

ptr ss:firsp+ "5] J.
qword ptr ss:|rsp+Soffl ; rcx:NtQueryInformationThread+1l4, [gword ptr ss:[rsp+50]]
E937Cd2‘[14b2f92]515DCEEGFaDEffSSS1fdb401ea072fﬁecdda67a747e17 7FF623029E34

ptr ss:lrsp+eall,10

ord ptr ss:[frsp+500 ; roxiNtQueryInformationThread+l4, [ss:[rsp+50
ord ptr ss:|irbpd

qword ptr ss:|[frsp+s0| rex: NtQueryInformationThread+14, [gword ptr ss:[rsp+50]
X ; rox:NtQueryInformationThread+14

"LdrpIni

"LdrpInitializeProcess"”

"LdrpInitializeProcess

ializeProcess

"LdrpInitializeProcess

(1]

40417
movz
mov
lea
test

E‘BJ_CdL44\3;f‘JZSLSDCaEFFGDEffSSSLfd|J4DLEdD zfeecdda6rar47ely . 00007TFFE23025920
x eax,byte ptr ds:[rcx] yte ptr ds = tqueryInformationThread+14
byte ptr ds: [rdx+l rcx_,a byte ptr d NtQueryInformationThread+14

rcx,qword pTr ds:[rex+l] ; rox:NTQuery InformationThread+14, ds:[rcx+01]:NtqQueryInformationThread+ls

al,a

rdx=0

qword ptr ds:[ds:[00007FF62304C018]

. text:00007FF623025558 404172937 cd244b27928150cae6faneff5551Fdb40lean?2feecddasrar47el7. exe: $5556 #4958

@Woump1l  @Woump2z  @4Dump3  WHDumpd  EMDumps @ watchi  ellocals P [{]Y]

[0D00D07FF62304C018 "11a/ telug/ swodahs eteled nimdassv ¢/ exe.dmc"]=496574202F616C6EC

0000000000000000
0000002BE20FFO50

address Hex

ASCIT A 0000000000000000

J0007FF62302555B | 48 BD 15
J0007FF62302556B |50 48 839
J0007FF62302557B | 83 7C 24
JO007FF62302558B | OF 43 4C
J0007FF623025598 | 24 68 10
D0007FF6230255AB | 7C 24 68
J0007FFE230255BB | 4C 24 50
J0007FFE&230255CB | B4 CD 75
J0007FF6230255DB | BD 45 ED
JO007FF6230255EB | BD 44 24
WNNNT7FFAR?INPEEFR| 50 74 38

0000003BE20FFOS0
0000000000000000
00000000ELECC OO0
0000003BELECEBOOOD

B6|6A 02 00 48|89 5C 24 50|48 8D 4C 24 |H. .T\]. - H. \$F‘H LS
5C|(24 60 44 8D (43 31 ES 16|14 00 00 48|PH.%3 D.Cle... +H
65|10 48 8D 4C|Z4 50 45 8B|54 24 60 48|.|&h.H. LSF’H T$'H
24|50 48 03 D1|48 8D 4C 24|50 48 83 7C .CLiF’H NH, L§PH. |
48|0F 43 4C Z?4|50 E8 8B 48|00 00 48 83| fh.H.CLSPE.H..H.
10|48 8D 4C 24|50 43 8D 55|00 48 OF 43| |[$h.H.L$PH.U.H.C
48|2E D1 OF BE6|01 88 04 DA |48 8D 49 01 L$F'H+h M.-..H.I.

0000000000000000
00007 FFABED3D110

F2|OF 57 CO C7|43 24 70 68|00 00 0O 48| .Aub.wheD$ph...H e
45|33 €9 48 89(44 24 43 42(8D 55 00 48| .EAEIEH.DIHH.U.H D000002RE20FFOFC
70|45 32 CO 48|89 44 24 40(33 C9 48 89| .DIPE3AH.DIE3EH. w 0000002R00000004

aalaa 50 24 3nlnF 11 45 ARIC7 44 22 PalMfRH.VEN..F on&r

The OSINT classifications of the examined artefact refer to the signature
“Trojan/Win.BiBiWiper.C5541532":
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00007 FFABECE5SA96| return to ntdll.LdrI

ntdl11.RTINTd]1IName+1
ntd11.RTINTdT1Name+1
ntd11.RTINTdTIName+1




(D 57 security vendors and 2 sandboxes flagged this file as malicious

57

172 40417e937cd244b2f928150cae 6fa0eff5551fdb401ea07 2f6ecddab7a747e17
bibi.exe
Q peexe  6dbits  checks-cpu-name

Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 16+

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (1) trojan.stealer/bibi Threat categories trojan  ransomware

Security vendors' analysis ()

Ahnlab-V3 (@ Trojan/Win BiBiWiper.C5541532 Alibaba

AlYac (@ Trojan Agent Wiper Antiy-AVL
Arcabit (D Trojan Generic.D42E85A7 Avast

AVG (D) Win32Bibi-B [Wpr] Avira (no cloud)

BitDefender @ Trojan.GenericKD.70157735 Bkav Pro

Here are the identifications of some IDS rules referring to ICMP and Ping operations:

Crowdsourced IDS rules @

Matches rule PR OL-ICMP PING Windows at Snort registered user ruleset

L misc-activity

/\ Matches rule PROTOCOL-ICMP Unusual PING detected at Snort registered user ruleset
Y successful-recon-limited

/\ Matches rule PR CMP PING at Snort registered user ruleset

L misc-activity

Matches rule PR Iy &t Snort registered user ruleset

Y misc-activity

Here is an example of malicious detonation that takes files and makes them accessible by

adding the .BiBi extension and a numeric reference attribute.
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(¥ Reanalyze == Similar ~
Size Last Analysis Date
203.00 KB amoment ago

Family labels stealer  bibi  wiper

More ~

39

EXE

Do you want to automate checks?

(D TrojanPSW:Win32/Stealer.174fcob9
(@ Trojan/ine4.Filecoder

(@ Wwin32:Bioi-B [Wpr]

(D TRFileCoder.rqgeg

(D Wed.ADetectMalware




Activity Summary

ro LU SLLav!

FlxesvwuzZh.bibil

— @ F\dashBorder_192.bmp
FAnudnrybhld.bibil

— @ F\delete.avi
Fkkesj8mktm.bibi1

— % FMoolbar.bmp

FAlbjn9ahsxk.bibil

Files Dropped

Ci\Users\Default User\Application Data\MicrosoftiWindows\SendTo\CVticrMb7U.BiBi3 (copy)
Ci\Users\Default User\Application Data\MicrosoftiWindows\SendTo\mijiérELaVg.BiBi3 (copy)
Ci\Users\Default User\ItfVeM7kEH.BIBi2 (copy)

Ci\Users\Default User\Local Settings\MicrosoftiWindows\Shell\jBRbPMfTmV.BiBi4 (copy)
Ci\Users\Default User\M9k5iX5yCh.BiBi2 (copy)

Ci\Users\Default User\SendTolWUMGBLwzpGG.BiBid (copy)

C\Users\Default User\guKHsGalzb.BiBi2 (copy)

Ci\Users\Default Useri\lbl7Y4cu5z.8iBi2 (copy)

Ci\Users\Default Userws2Werllgv.BiBi2 (copy)

+ o+ 4+ + o+t

Ci\Users\Default\5f915EmUBbN.BiBi1

The screenshot below shows the handling of system attributes while obtaining the files to be
overwritten detected by the execution of a while loop:
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) ‘reinterpret_cast<int32_t
+4)=0;
arbx417) < 0

- - arbx417) - 1;

“reinterpret_cast<int32_t":

if (“reinterpret_cast<int32_t
break;

addr_140005afd_492:
rbx4i7 = v428;
1di429 = v410:

while [rbx417 | = rdi425) |
fun_140006b30(rbx417, reinterpret_cast<uint64_t={rbp336) + Ox a7, r6_403);
rdx430 = reinterpret_cast-void reinterpret_cast<uwint6d_t=(rbp336) + OufHfEs);
if (0) |
rdx430 = w424,

rcx404 = reinterpret_cast=void ™" > ["[+] Path: %sin™);
fun_140001030("[+] Path: %%s'n", rdx430, r§_403, 0, "[+] Path:
_— T TTETOTET o T=T

5_403, 0);

%esin”, rdx430, r
= —

if (1)
rdx425 = reinterpret_cast=wvoid’
roxdld = v424;
rax431 = roxedds;
if (1)

goto addr_140005b6a_493;
rdx425 = reinterpret_cast=void™~
rcxd04 = “reinterpret_cast=void
if (reinterpret_cast<unsigned cha

goto addr_1400060c7_500;
addr_140005b6a_498:
fun_14000587c(rcx404, rdx425, roxd04, rdx425);

rsp413 = reinterpret_cast<void - reinterpret_cast<uint64_t-(rsp413) -5 +3);

47);
roxd04 + DxFAAFAAE);

rbx417 = rbx417 + 32;

ax431) - reinterpret_cast<unsigned char>roeddq) + 0x AR = 31

2ax432 = fun_1400090b3 rox404);
“reinterpret_cast<int32_t">(5r9_433) = eax432;
: 9 433 +4) =0;
5 Arax434) = eax432;
“reinterpret_cast<int32_t"-reinterpret_cast
rax435s = rax434 | reinterpret_cast-
if (“reinterpret_cast=<int32_|
“reinterpret_cast-uint32_t
“reinterpret_cast<int32_

t64_t=(frax434) +4) =0;
int64_t=reinterpret_cast-<int64_t:
irax43s) < reinterpret_cast<int32_t:
arax43s) = 1;

=(reinterpret_cast<int64_t={irax43s) +4) =0;

L

The following file types are “skipped” during malware execution: .exe,

ﬁ cPu

(reinterpret_cast= unsigned char:>(v410)

- w42

dll and .sys.

L Log | _H Notes ® Breakpoints Memory Map L)) call Stack =2 5EH 123 Seript "E] Symbols <2 Source #- References W Threads ﬂ_ I:
== = ~
[gword ptr ss:[rsp+160]]:TermsrvGetwindowsDirectoryw
ds: [00007FF7DDCBBFAS]:L™. exe”
rex:NtQueryInformationThread+14, [ss:[rsp+160]]:TermsrvGetwindowsDirectoryw
[gword ptr ss:[rsp+198] "\ KnownD11s™
ds: [0D007FF7DDCBBFBA]: L. d11
rox: NeQueryInformationThread+14
ds: [00007FF7DDCBBFCA]:L". 5ys
rox: NtQueryInformationThread+14
v
rdx=0
gqword ptr ds:[ds: [00007FF7DDCBBFAS]]=[00007FF7DDCBBFAS L". eXe"]=6500780065002E
.Text:00007FF7DDCI32BF 40417e937cd244b27928150cae6fa0effs551Tdb401lead?2feecddac7a747el7?. exe: §32BF #26BF
0000000000000000
Woump1  Yyoump2  Woumpz  @oump4  WhDumps @ watch1  Ix=lLocals 00000LLE = | 0000DD011814FEECO .
00000011814FEE40 | 0000000000000000
LI EEE Hex ASCIT 00000011814FEECD
E5 EE e <TG 0000000000000000
& invalid stoi arg 00000000812C5000
L ument...stoi arg D0000011812C 4000
20 out of ran 2 =
3B [+] 00007FFD83C25A96| return to ntdll.LdrI
€4 DA 00|00 00 00 00|o: %d | %d. 0000000000000000
00 00007FFD83C7D110| ntdl1.RTINtd1TName+1,
00 00007FFD83C7D110| ntd11.RTINTdTIName+1
00 00007FFD83C7D110| ntd11.RtINTd1IName+1
00 00000011814FEFGC
5 v 0000001100000004 v
> <
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TINEXTA

Swascan
A

In the function sub_1400031FO0 the iteration of the system directories is carried out, once the
files to be made inaccessible have been identified, they are partially overwritten with a random
pattern generated and inserted within the stream that can be highlighted in function
sub_1400048D0. After the overwriting action has been performed, the files taken in
consideration are renamed with the extension .BiBi and a specific digit.

|anz LOC_L4003£LA J
¥ L

xmmd, mme

[rsp+5BBh#var_378], xmed loc_1480842CA:

rex, qword ptr [rsp+SBEhivar_34848] | [mov r8, ri15

rox, rox moy edx, eax

jz short loc_ 140803478 lea rex, aDirectoryItera ;
call  sub_140002790

movdqu  [rsp#5 3 e

mov rex, quord ptr [rspiSBBh+var_348+8)
test rox, rex

jz short loc_140003488

ol o [2

lock inc dword ptr [rex+d]

movdqa  xmml, [rsptSBSh+var_348]
_ v

80.00% [{1414,3035) |{€l2,395) |0000ZDF8 |00000001400033F8:

sub_1400031F0+808 |(Synchronized with Hex View-1)

loc_14@083680:

movzx  ecx, word ptr [rax]

cmp cx, 5Ch ;

jz short loc_l4800836BF
—

cmp cx, 2Fh ;
jnz short loc_1480036D@

add rax, 2 lea rdx, [ri1-2]
cmp rax, rbx movzx  ecx, word ptr [rdx]
jn short loc_1400036B8 cmp ex, 5Ch ;
jz short loc_1460836EB
FFE
cmp cx, 2Fh ;
jz short loc_l400836ER
h |
) 1

§0.00% |(521,5779) |{721,41%) |00002DFS |00000001400035F8: sub 1400031F0+5808 |(Synchronized with Hex View-1)
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Swascan
: P

TINEXT

= r11, [rspi5B8h+var_5e3]
cmp ri1, 8

setnb

mow rl@, [rsp+SBBh+var_528]
ecmovnb  r9, rl@

cmp [rsp+SBEh+var_518],

jnz short loc 148883A31

@==

rid cl5+d
I lea rsi, aBibi I
o TEX, TS1

movzx  eax, word ptr [r9]

mov edx, 2Eh
cmp ax, dx
ib short loc_148083431

loc_l48083A16:
ja short loc_l48@83A31

1 3
FE]
cmp rd, ris

80.00% [{1172,11181)

{720,415) [00002DF8 |00000001400035F2: sub 1400031F0+808 | (Synchronized with Hex View-1)

Files are opened with the r+b configuration (read or write mode)

cmp qword ptr [rbx+18h], 8
ib short loc_146@3BFE

LY )
FE] |
mov rex, [rbx] ; FileName|

Imoy rsi, rax
test rax, rax
jn:

cmp dword ptr [rax], @0h
jnz loc_148083F8A

eax, 28h
loc_140083CD8

cs:GetlastError

|

MEEI

80.00% |(1089,142€5) |(728,403)

00002DF2 [00000001400033F8: sub 1400031F0+808 | (Synchronized with Hex View-1)

The mutex objects for the files in question are then put in lock status in order to allow exclusive
access to them, without interference from any external processes:

www.swascan.com | info@swascan.com



loc_14@063C00: M

3 Mode
mov edx, 1FFh
call
oap quord ptr [rbxs1sh], 8
b short loc_148883CF1

loc_l4@@a3CF1:

lea rdx, Mode

mov rex, rbx ; FileName
call

mov rsi, rax

test rax, rax

jnz loc_146003090

test eax, eax

80.00% |{113&,15€689) |(75%,410) |00002DFS8 |00000001400035F8: sub_1400031F0+808 | (Synchronized with Hex View-1)

M

[r14+28h]
loc_148004338: 5 int [r14+28h] ; _Mtx_t
mov ecx, eax
call rdi, 3EBh

short loc_1480083DDE

h |

FIE]

mov [rsp+5BBhtvar_498

lea rex, [rsp+5BBhivar_493]

call sub_148087858

lea rex, aWaitingForQueu niting Queue mov eax, [rdi+lCh]

call sub_148001838 test al, 8

jmp short loc_146003D98 jz short loc_1408@3DF8
|

FE]

loc_14@0030F8:

test al, 2
jz short loc_148003DFA
FFE
mow rod, [rdi+l@h]
jmp short loc_14eee3cee| [loc_1seeesnra:
| mow rad,
|

'y

] 1 | i
80.00% ({973, 1€252)

{737,411} (00002ZDF8 |00000001400035F8: sub 1400031F0+808

{Synchronized with Hex View-1)

Lea rax, |rspesnEntvar_ss)
call
test eax, eax
inz loc 1480804371
h
FPE]
mov rax, [rdi+8]
jmp short loc_148@@3EBC
lea rex, aDirectoryEntry_1
call  sub_1480082790
loc_148863EBC:
mov [rl4438h], rax
mow r15, [rsp+5BBh+var_
movzX eax, byte ptr [rl5+
test al, al
jz loc_148804342
¥
glﬂ
rbx, [r15+28h]
_140084342: [rep+5BBhévar_3C8
rex, [ rex, rbx H
1 sub_14808

rdx, stru_148@2F898 ; pThrowInfo test eax, eax
rex, [rsp h+pExc ct] ; pExceptionObject] |jnz loc_140084363
1

80.00% |({10&68,18149) |{717,389) |00002ZDFS [00000001400035F8: sub_1400031F0+808 |(Synchronized with Hex View-1)
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€4.00% |(493,4524)

[raxsrex=2],
[raxercx-
ebx

chart 1

rex,

call
inc ebo

mov  rex, [rzp
jep  short loc

spHine
suby_190807500

14080451

!

'

(=]

lec_148084CA3

Dah+va

sonmmward pir

[rax]

1, e

+16n]

{€57,420) (000040€D |0000000140004C€D: sub 1400048D0+39D | (Synchronized with Hex View-1)

rdx,
rax, rdx
rax, rex
rax,
short

[rsp+1DBh+var_188]

loc_130604C84

edx,

rex,
rad,
rox,
rdx,
rex,

3Dh

sub_l480@20F8

2012345678%bcd
word ptr [rextrax®z)
[rsp+1DBh+va )
[rsp+1DBhiva
rdx

"188)

short loc_148084C27

rex, [rsp+iDBh+
sub_l48887948

vy

lea rdi, [rex
mav [rsp+1DBh+var_190
lea rbx, [rsp+lDBh+va
cmp rdx, B
cmovnb  rbx, [rsp+lDBhévar
lea rex, [rbx+rex*2] ; void *
mow réd, 8sh ; Size
lea rdx, aBibi i
call
Imav [rbx#rdi*2], si
lea rax, [rsp+lDBh#va
jmp short loc_140004CA3
L
FE
loc_1428084CA3:
80.00% [(514,4962)

rax, [rextl]
[rsp+iDBhivar_190]

rax, [rsp+iDBh+v 1
rdx, B

rax, [rsp+1DBhivar_148]
[rax+rex*], row
[rax+rex*2+2], si

ebx

rex, [rsp+lDBh+var_198]

short loc_1499@4808

loc_140004C27:

rex, [rsp+lDah+
sub_148067800
ebix

rex, [rsp+lDah+

short loc_149904808

{524,405) (00004034 |0000000140004C3A: sub 1400048D0:1loc 140004C3R | (Synchronized with Hex View-1)

]

[ v [

e

mov ecx, 3EBh
mow rad, 1
imp short loc_140064A1F

mov
may
Jmp

ecx,
rod, 3
shart loc_146084A1F

12Ch mow
o

imp

rad, ©
short loc_128@84A1F

80.00% |{605,2

742)
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TYvy

]

e

loc_14B08441F :

moy cax, [r12+28h]

mow [rsp+1DBh+v 188], eax ; int
oy [rsp+1D8h+v B], rex ; _ int64
oy rex, [r12) ; Stream
call sub_148882F58

mov rex, [r12] ; Stream
call

lea rdx, [r12+48]

lea rex, [rsp+lDeh+sSrc]

call sub_1488863F8

oy ri4d, [rsp+1DBh+

or rlad, 1

oy [rsp+1DBhsvar_

lea rdx, [rsp+lDBh+Src

cmp [rsp+1DBh+var_C

cmovnb  rdx, 8 Src
mov ré, h

(€71,420) [0000403R |0000000140004C3A: sub 1400043D0:1oc_l40004C3A |(Synchronized with Hex View-1)




rdx, [rbx]

€A, BA%

[repHiDEntva

eax
sub_140002808

loc_1

shart

£4._00% (21, 743€6)

ﬁ CPU

|+ Log | - Notes

(747,415) (00004060 0000000140004CED: sub_1400048D0+359D | (Synchronized with Hex View-1)

Breakpoints [ Memory Map L) call stack =7 SEH Script '51 Symbols <> source - References ¥ Threads ﬂ_ll
ST 2846173261 W a0kt 200 FF 555 17 db 40103072 FhacddahT: 7ocazra

quard per 0] ba -

d ward per 3l

P70

tr ss:rap 455
41793 7cd2 4402 328150 canki Falaf €5 5 5140 1007 2F becddat

rax,quord prr
d otr

#17.7FFT00C
quard prr

17.7FFroncasmnn

FP7O0CI 00

244D 2F928 1500 6 F 04 £55 5141 ea07 2 bocdaty
dl

ard prr
,quard grr

nav ge
9%

w
may geard @
laa row.,gea

ed
E

« TeXT: 00007 FF7DDC94BDS

0000000000000000

fa%e Dump 1 %% Dump 2 B4 Dump 3 &% Dump 4 8% Dump 5 00000011814FEECD "
0000000000000000
333535 ?gx-:a 50 20]50 61 74 68 e Daoonatcan
7 z z AAgGE 0000000000000000
00007F 58 2B 5D 20|43 50 55 20 00000000812C5000
00007F 64 2C 20 54|68 72 65 61 00000011812C4000
00007F 73 65 6E 64/20 61 74 74 send_attempt whi 00007FFDB3C25A96 |return to ntdll.LdrI
00007F 6C 65 20 63|6C GF 73 65 le closed....... 0000000000000000
00007 F 69 BE 76 61|6C 69 64 20 pwedjiclps inolp 00007FFDB3C7D110 | ntd]11.RTINtd] IName+1
00007F 6F 73 69 74|69 GF GE 00 osition.vector t ntd11.RTINEd]TName+1
00007 F 6F EF 20 6C &F 6E 67 00 00007FFDB3C7D110 | ntd11.RTINtdTIName+1
00007F 20 74 6F 6F|20 6C GF GE 0000001181 4FEF6C
00007F 30| 00 31 00|32 00 33 00 0000001100000004 v
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10Cs:

e e26bba0304f14ef96beb60376791d32c

e 24f6785ca2e82d1d1d61f4cb01d5e753f80445cf

e 40417e937cd244b2f928150cae6faleff5551fdb401eal72f6ecddab7a747e17
e BiBi

o 2e42694269

YARA Rule
rule BiBiRule
{
strings:
$strBiBi = ".BiBi"

$hexBiBi = { 2e 42 69 42 69 }

condition:

$strBiBi or $hexBiBi
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CONCLUSIONS:

BiBi Wiper is a threat that follows the pattern of the wipers used in the context of the Russian-
Ukrainian conflict, such as HermeticWiper or IsaacWiper (developed and disseminated
immediately before Russia's de facto invasion on 24 February 2022).

In this specific case, however, there are some differentiating elements compared to the above-
mentioned threats: the data and files taken in consideration in the enumeration phase are
rendered inaccessible and overwritten by means of a random pattern. However, the analyzed
behaviour doesn’t belong to a ransomware classification, as no ransom is demanded for the
recovery of files by means of a ransom note created on infected machines. The threat's only
objective is to perpetrate its destructive action against the adversary's main critical
infrastructures, and it can be associated with the ever-present concept of hybrid warfare that
we have become familiar with due to the current delicate geopolitical situation.

A key feature of this concept is the fact that, even without military belligerence, devastating
results can still be achieved. Attention was also paid to managing resources and files
potentially in use by other external processes and to modifying Windows start-up settings, as
well as to eliminating shadow copies in order to maximize the threat's impact.

The growing and constant risk of an increasingly compromised and deteriorating geopolitical
situation leads one to assume that the development and distribution of such malware will
increase. These threats will be increasingly sophisticated, evasive and destructive.

References:
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