
 

      



 
 
 

 

Important elements of the analysis 

• Recent Malware Delivery (January and February 2024) 
• Threats distributed in Base64 + Text reversed encoded form 
• VenomRAT .NET development 
• VenomRAT ransomware module 
• Keylogging modules, clipboard logging 
• Security tools evasion 
• Browsers infostealers 
• Windows Defender evasion and termination 
• Malicious persistence 
• Spam e-mail sending 
• Anti-debugging and anti-dumping (and network monitoring evasion, in this case 

WireShark) 
• RemcosRAT C++ development 
• RumpeDLL (RATs execution DLL library) 
• Public malware delivery IP with exposed ports and critical services 
• Recompilation of RemcosRAT in November 2023 
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Introduction 

 

Between January and February 2024, the following configurations of VenomRAT and 
RemcosRAT and the process killing library RumpeDLL were found uploaded to the host 
45.XX.XX.XX 

 
 

VenomRAT and RemcosRAT files are in Reversed (backwards text) + Base64 format. 



 
 
 

 

 

 



 
 
 

 

 

 



 
 
 

 

VenomRAT 

 

The VenomRAT sample was developed in .NET and has a general entropy coefficient of 6.05. 

 

 

In the extractable strings we have evidence of Base64 encoding. 



 
 
 

 

 

 

 

 

 

 

 

Here a reference to the debugging and deployment files Create.pdb and CU.pdb: 



 
 
 

 

 

 



 
 
 

 

 

 

 

The threat contains two separate ransomware and decryption modules, the latter of which is 
called Venom Decryptor for Durios. 

 

A reference to the ransomware builder follows. 



 
 
 

 

 

 



 
 
 

 

VenomRAT executes queries in order to obtain details of active and on-board antivirus 
software. 

 



 
 
 

 

 

The malware was compiled on 25 March 2021: 

 



 
 
 

 

Here are some references to geolocation domains for the IP address obtained from the 
machine and various GitHub repositories that can be used for packing VMProtect, managing 
the VNC remote management protocol and disabling Microsoft Defender. 

 

 



 
 
 

 

There are several suspicious indicators related to obfuscation, files management, registry, 
passwords management, keyboard management (keystrokes and keyboard hooking). 

 

 

More details on the PE here: 

 



 
 
 

 

 

Through the extractable strings, one notices various references to decompression of sections 
with the UnZip command, POST requests, executions with specific rights using the runas 
command, creation of users in local administration groups (net commands), initialization of 
the process computerdefaults.exe (to perform UAC bypass), callbacks of PowerShell executions, 
WireShark executions, handling of scheduled tasks. 

 

 

 

 

 

 



 
 
 

 

This is followed by the reg delete and reg add commands for managing various registry keys 
(add and delete operations) and for evading Windows Defender with various registry 
management commands (such as, for example, reg delete 
"HKLM\Software\Policies\Microsoft\Windows Defender" /f and schtasks /Change /TN 
"Microsoft\Windows\Windows Defender\Windows Defender Scheduled Scan" /Disable). 

 

 

 

 

 

 

 

 



 
 
 

 

This is followed by evidence associated with the handling of malicious persistence (for example 
\Microsoft\Windows\CurrentVersion\Run), hardware information queries (for example 
Win32_OperatingSystem, Win32_VideoController and Win32_BIOS). There are also details 
pertaining to the threat's credentials stealing and keylogging abilities (via the 
WH_KEYBOARD_LL hook). 

 

 

 

 

 

 

 



 
 
 

 

Here the script deployment details of malicious e-mail sending via SMTP protocol, malicious 
dropping and delivery via PowerShell process. Note the downloadFile cmdlet and the input 
attributes downloadUrl, deadlink and exeFile: 

 

 

 

 

 

 

 

 

 



 
 
 

 

Here references to the credentials dumped by the DarkEye stealer and RDP scripts, VNC, 
Autorun.inf scripts, the fake Chrome process, the add users process and numerous other 
malicious scripts and executables “dropped”, specifically, for instance, My Pictures.exe and 
Venomclip.exe: 

 

 

 

 

 

 

 



 
 
 

 

Here we note the settings for the mail sending script, in detail the SET GmailAccount, SET 
GmailPassword and SET Attachment instructions: 

 

The details of the assembly under analysis follow: 



 
 
 

 

 

 

The love class has several methods for evasion: in detail, anti-dumping, anti-sandbox, anti-sniff 
(WireShark) and anti-analysis. Some of these methods are set using Boolean values. There are 
several hardcoded monitoring, network sniffing and debugging tools within the source code 
for evasion and anti-analysis tasks (for example IDA, x64dbg, Ollydbg, EXEInfoPE). All such 
items are added to the appropriate AntiReverserTools arraylist. 



 
 
 

 

 

 

 

 



 
 
 

 

The correct connectivity is checked by means of an HTTP Web Request to the domain 
google.com; if the status code of the HTTP request is different from OK, a connectivity error is 
displayed. 

 

 

 

 

 

 

 



 
 
 

 

The EncryptionFunctions class contains methods for XOR operations, compression. The AES 
class makes use of MemoryStream and AesCryptoServiceProvider objects in order to encrypt 
the data streams of input files. 

 



 
 
 

 

 

 

The static Settings class contains the main hardcoded attributes for the infection chain, such 
as keys, encryption key for the ransomware module, authkeys, special folders (such as 
AppData), mutex, startup attributes, antikill (boolean attribute for evasion and self-protection), 
boolean attributes for evasion with a special focus on Windows Defender. 



 
 
 

 

 

Here is a reference to the readme file dropped after encrypting the files of the compromised 
machine: 

 

 



 
 
 

 

RemcosRAT 

 

The RemcosRAT sample examinated was developed in C++, it is in a packed state with an 
entropy coefficient of approximately 6.59959: 

 

 

 



 
 
 

 

In the .data section there are references to the C++ Dinkumware library standard, which is 
often used by malicious artifacts: 

 

Among the imports made by the threat are references to connectivity methods, opening URLs 
and reading files via the HTTP protocol: 

 

 



 
 
 

 

The URLDownloadToFileW method is imported in order to download files from remote hosts: 

 

This is followed by encryption methods using encryption contexts, obtaining service attributes, 
obtaining the logged-in user and specific registry keys: 

 

The GetClipboardData method allows the contents of the clipboard to be obtained, while the 
SetWindowsHookExA method allows the creation of hooking objects for tracking specific 
events, in which case keystrokes are tracked within the keylogging module. 



 
 
 

 

 

The Watchdog monitoring module also allows the restart of Remcos, as following the 
individualizing string in a threat hunting context: "Remcos restarted by watchdog!" 

 

 

 



 
 
 

 

There is a reference to the default browser setting registry key (for handling HTTP protocol 
requests) http\shell\open\command: 

 

Here is evidence of the certificate used in the context of remote administration, RSA private 
key, public key, encrypted private key: 

 



 
 
 

 

 

The section of the PE .text, which contains CPU-executable instructions, appears to be in a 
packed state with an entropy coefficient of around 6.62553: 

 

The sample was compiled on 26 November 2023: 

 



 
 
 

 

Noteworthy information includes the geolocation domain geoplugin[.]net, network 
connectivities, services management, hooking, remote administration, WMI queries 
executions, keylogging, Base64 encoding: 

 

 



 
 
 

 

 

Among the functions and methods of interest we have evidence of FindNextFileA (for file 
gathering contexts), GetNativeSystemInfo, QueryPerformanceFrequency (to perform 
environment awareness). 



 
 
 

 

 

We are also aware of the functions RemoveDirectoryW (for deleting folders), MoveFileW 
(renaming files), GetLogicalDriveStringsA (obtaining system disks), deleting files, setting file 
attributes, numerous hooking and event handlers of clipboards, mouse events and system 
parameters. 



 
 
 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

Here, the calling of encryption functions (for example CryptAcquireContexA, CryptGenRandom 
from the advapi32.dll library), change of service configuration (ChangeServiceConfigW), 
registry keys modifying. 

 

The threat makes use of the wininet.dll library to download files from remote servers 
(URLDownloadToFileW): 

 

 

 

 



 
 
 

 

Here we have a script dropping evidence by means of a WScript object to delete the script 
Wscript.ScriptFullName: 

 

 

 

Here is a reference to some registry keys that can be used for malicious persistence and the 
SeShutdownPrivilege function (which allows execution permissions to shut down a local 
system) 

 



 
 
 

 

Note the presence of references to keystrokes and key handling events, such as Alt, F1, F11. 
This feature is related to the keylogger module within the threat. 

 

 

 

 

 

 

 

 



 
 
 

 

The functions GetClipboardData and SetClipboardData are used for the purpose of malicious 
clipboard logging and changes to clipboard content. 

 

 

 

 

 

 

 

 



 
 
 

 

The CryptReleaseContext and CryptGenRandom functions can be related to the encryption 
contexts objects created for the file encryption phase: 

 

 

 

 

 

 

 

 



 
 
 

 

Further indicators that can be extracted from the threat's static attributes follow, such as the 
execution of a reg add command inherent to the 
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies registry key in order to modify 
system security settings and perform protection bypasses. There are also details concerning 
timestamps structures, the encryption key of the logins saved in the Firefox browser 
(key3.db), cookie databases and a reference to the BreakingSecurity[.]net domain, relating 
in fact to Remcos RAT and distribution of source code packages: 

 

 



 
 
 

 

 

There is a parsing and reading operation of data contained in the stolen information, such as 
the attributes emailAddress and serialNumber: 

 



 
 
 

 

 

Following is a detail of the CryptUnprotectData decryption function, the key is derived and 
used for a decryption process of the BLOB object: 

 

 

 

 

 

 



 
 
 

 

User Access Control (UAC) protection is bypassed, we find logging strings related to the online 
keylogger module: 

 

 

 

 

 

 

 

 



 
 
 

 

Here are some details of clipboard placeholders (in context with specific events, for example 
clipboard content changed), numerous references to cookies, logins and profiles in Chrome 
and Firefox. 

 



 
 
 

 

 

 

In the .text section, we note a detail inherent in the debugging function checking 
IsDebuggerPresent, in order to verify any dynamic analysis and debugging contexts: 



 
 
 

 

 

 

 

Viewing the executable's resources, we notice icons and the presence of 7 sections: 

 



 
 
 

 

 

 

By carrying out a debugging and dynamic analysis session, we can become aware of the 
bypassing of the UAC module by means of the following reg add command inherent to the 
EnableLUA option: 

 

 

 

We note details attributable to compression and decompression operations, as well as 
downloads of external files: 



 
 
 

 

 

 

 

In the function sub_40A179 we have knowledge of the logging string of the offline keylogger 
start-up and the contextual creation of the specific threads: 



 
 
 

 

 

 

 

 

 

 

 

 



 
 
 

 

Here is a switch operation for keystrokes and key combinations recorded by the keylogger 
module, as well as related jump instructions. 

 

 



 
 
 

 

 

 

In the sub_40BD37 function, we note the presence of access to the cookies.sqlite database and 
its consequent deletion using the DeleteFileA function. A logging string is then written 
denoting the successful deletion of the database. 

 

 



 
 
 

 

 

 

Here a detail of the access with Administator rights: 

 

 



 
 
 

 

 

 



 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

RumpeDLL 

On board server 45.XX.XX.XX the execution DLL RumpeDLL (now renamed vrump.txt) was 
also hosted in the “rat” folder. It is saved encoded in Base64 in textual form. 

 

 
 



 
 
 

 

 

The DLL library in question was obfuscated in Base64 and some characters were replaced 
below: 

 



 
 
 

 

 

 

 
The Portable Executable contains references to hashing functions (GetHashCode), encryption 
streams management (CryptoStreamMode), compression (CompressionMode), process 
termination (Kill), DES encryption modules (DESCryptoServiceProvider, including data 
buffer), decryption (CreateDecryptor). There are also references to write operations to the 
memory of specific processes by means of the WriteProcessMemory function, but also the 
obtaining of the Assembly object executing the currently running source code with the 
GetExecutingAssembly method. 



 
 
 

 

 

 

 
 

 



 
 
 

 

 
 

 

 

 

 

 

 

 

 



 
 
 

 

The DLL has a rather high generic entropy coefficient (equal to 7.61296): 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

The library provides the NtUnmapViewOfSection function, which allows the mapping of a 
section of a given process within the virtual address space, as well as the external Run function. 

 

 
Here are the details of a reference to the Kill process termination function: 



 
 
 

 

 

 

 
 



 
 
 

 

IP OSINT 

The malware delivery IP address 45.XX.XX.XX was registered by Colocation America 
Corporation. It has the reverse DNS domain name 45-XX-XX-XX[.]masterdaweb[.]com 

 

 

 



 
 
 

 

 
 

The IP address in question has a very bad reputation on the OSINT level, particularly with 
regard to malspam threats: 

 
 

 
 



 
 
 

 

The open ports and services are 80 (HTTP), 135 (DCERPC), 139 (NetBIOS), 443 (HTTP), 2404, 
3306 (MySQL), 5985 (HTTP), 9090 (RDP) and 47001 (HTTP). 

 
 

 

 

An examination at the HTTP scan level reveals the main root index /: 

 
 

In addition, the host 45.XX.XX.XX has potential evidence of vulnerability CVE-2023-5678: 



 
 
 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

IOCs 

 

• VenomRAT: 

 

1f209f0d6be48739e9726e4474db76e6 

df77fda2ce233b4542000b3b2efe57a24884f597 

33df6b2921722526f1f2b57e9a9daf1d737f27c3240dc570b1df506bc8c141d6 

Venom Decryptor for Durios 

DisableDefender2 

DarkEye 

VenomBin 

 

• RemcosRAT 

 

6a4eb78c41183f12a1d2026903fadab7 

D6f7fa082a3a236a6fd5080b40f9aeb0a2398743 

Breakingsecurity[.]net 

Online Keylogger Started 

 

• RumPEDLL 

54ece6f1f617401b2263ed62987e96d8 

30c7c99fa023846a4b03127fe6010507be4d48d4 



 
 
 

 

 

YARA Rules 

 

• VenomRAT: 

 

rule VenomRATRule 

{ 

    strings: 

        $venomStr = "VenomBin" 

$venomStr1 = “DisableDefender2” 

        $venomHex = { 56 65 6e 6f 6d 42 69 6e } 

$venomHex1 = { 44 69 73 61 62 6c 65 44 65 66 65 6e 64 65 72 32 } 

 

  

    condition: 

        any of them 

} 

 

 

• RemcosRAT 

 

rule RemcosRATRule 



 
 
 

 

{ 

    strings: 

        $remcosStr = "Online Keylogger Started" 

$remcosHex= “4f 6e 6c 69 6e 65 20 4b 65 79 6c 6f 67 67 65 72 20 53 74 61 72 74 65 64” 

  

    condition: 

        any of them 

} 

 

 

 

 

 

 

 

 

 

 

 

 



 
 
 

 

CONCLUSIONS 

This article has shown how, following publications concerning a certain group of distributed 
threats (in this case two types of RATs), the hosting, malware delivery and encoding methods 
are changed within a short period of time. In the case of VenomRAT, the sample was not 
modified or recompiled; however, changes were made to the encoding of the artifact, in this 
case a Base64 + Reversed text encoding method was used. In the case of Remcos RAT, 
however, the threat was recompiled in November 2023, probably also with the aim of avoiding 
detections by security solutions on the basis of a static antivirus signature. 

The remote host 45.XX.XX.XX has several exposed ports and services, useful for remote 
management and database management purposes (MySQL, port 3306), it is potentially 
affected by the vulnerability CVE-2023-5678, which leads to a delay in the verification or 
generation of X9.42 DH keys for the OpenSSL protocol. 

The analysis presented here has shown how new distribution and hosting modes by threat 
actors are occurring abruptly and how some threats are being slightly modified in order to 
bypass less advanced security solutions, which rely their detection capabilities mainly on the 
adoption of static and hardcoded antiviral signatures (such as hashes, extractable strings and 
patterns deducible from the hexadecimal dump). 
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